INNOVATIVE TECHNOLOGIES
FOR PROJECT AND PROGRAM
MANAGEMENT




INNOVATIVE TECHNOLOGIES
FOR PROJECT AND PROGRAM MANAGEMENT

Collective monograph
edited by I. Linde

European University Press
ISMA University of Applied Sciences
Riga (Latvia) 2025






LEMUMU ATBALSTA SISTEMAS
PROJEKTU UN PROGRAMMU VADIBA

Kolektivas monogrifija
|. Linde zindatniskaja redakcija

Eiropas Universitate Press

Informacijas sisttmu menedzmenta augstskola
Riga (Latvija) 2025



DOI: https://doi.org/10.66118/MMP.2025
ISBN 978-9984-891-34-7

Innovative Technologies for Project and Program Management [Text]: Collective
monograph edited by I. Linde. European University Press. Riga: ISMA, 2025. 275 p.

Reviewers:
Oleg Fedorovich — Dr. Sc. (Engineering), Professor, Head of Department of Computer
Sciences and Information Technologies, National Aerospace
University «Kharkiv Aviation Institutey.
Heorhii Kuchuk — Dr. Sc. (Engineering), Professor, Professor of the Department of
Computer Engineering and Programming, National Technical
University «Kharkiv Polytechnic Institute».

Authors: Anishchenko A., Artomova A., Baryshevskyi A., Bazilevych K., Bulavin D., Cherkasov D.,
Chumachenko D., Chumachenko T., Danshyna S., Dobrytskyi D., Farionova T.,
Fedorovich O., Fedorovych V., Fonarova T., Gubka O., Khrustalova S., Kobylkin D.,
Kosenko N., Kosenko V., Kovalchuk O., Kozyr S., Kritskiy D., Kuznetsova Yu.,
Leshenko Yu., Malieiev L., Malyeyeva O., Meniailov le., Moiseienko A., Molokanova V.,
Neronov S., Oriekhov O., Parfeniuk Yu., Petrenko V., Plehov D., Plehova G.,
Podorozhko K., Popov A., Prohorov O., Sharonova N., Sopov le., Timofeyev V.,
Troshchyi D., Vyprytskyi A.

The monograph presents the achievements of Ukrainian scientists in the field of
business management, use of economic and mathematical modeling, information technologies,
management technologies and technical means in the field of functioning, development, and
project management at enterprises.

The publication is recommended for professionals in the fields of economics, information
technology, project and program management — for undergraduate and graduate students, as well as
academics and teachers of higher education.

The articles are reproduced from the original authors, in the author’s edition.

DOI: https://doi.org/10.66118/MMP.2025 ISBN 978-9984-891-34-7

© ISMA University


https://doi.org/10.66118/MMP.2025
https://doi.org/10.66118/MMP.2025

CONTENT

JA. INTRODUCTION

S Adaptive control under uncertainty
Anishchenko A., Khrustalova S., Timofeyev V.

30..... Digital transformation project management: innovative approaches and tools
Baryshevskyi A.

37 ..... Integration capabilities for enterprise value chain management
Bulavin D., Petrenko V.

47 .....Experimental evaluation of modern UI/UX design tools
as a component of project management
Cherkasov D., Kuznetsova Yu.

71 ..... Integrating Epidemic Simulation into Crisis Management Programs:
Lessons from Ukraine
Chumachenko D., Meniailov le., Bazilevych K., Parfeniuk Yu., Chumachenko T.

84 ..... Infrastructure projects:
assessment of anthropogenic impact on river ecosystems
Danshyna S., Podorozhko K.

94 ..... Multi-Criteria Decision-Making Approaches for IT Outsourcing Project
Portfolio Management
Dobrytskyi D., Fonarova T.

103 ... Modeling the formation of drone swarms using component
and agent-based approaches
Fedorovich O., Prohorov O., Leshenko Yu., Malieiev L. Kosenko V.

134 ... Digitization of IT team management processes in project management:
the role of information systems and artificial intelligence
Kovalchuk O., Kobylkin D.

143 ... Management of monitoring and control processes in innovative projects
of uav parameterization and swarm flight:
models, strategies, adaptive solutions
Kritskiy D., Malyeyeva O., Popov A., Gubka O., Kosenko N.



171...

183...

192 ...

202 ...

235 ...

248 ...

258 ...

Deployment Strategies and Architectural Innovations
Iin Learning Management Systems
Moiseienko A., Kuznetsova Yu.

Methods of introducing digital transformation
into the organizations development
Molokanova V. Kozyr S.

Information technology for estimating the size of software projects
Oriekhov O., Farionova T.

Mathematical bases of the methodology for building an intellectual system
based on the theory of intelligence and the apparatus of predicate algebra
Plehova G., Sharonova N., Neronov S., Plehov D., Fedorovych V.

Deep reinforcement learning-based robust routing
for scalable UAV swarm communication
Sopov le., Artomova A.

Best practices for systematizing routine processes
in mobile development projects
Troshchyi D., Kuznetsova Yu.

Coercive measures applied under the legal emergency regime
Vyprytskyi A.



INTRODUCTION

The key to the successful operation of complex socio-economic and
technical systems is their constant updating, adaptation to changing environmental
conditions and appropriate self-regulation of the internal structure, processes
and technologies.

The scientific and methodological developments proposed in the monograph
relate to various areas of strategic development, the use of modeling and
information technologies, project and program management technologies.
They will help to improve existing processes and develop new ones in various
sectors of the economy and production.

The issues of applying information technology in the management
of dynamic objects in various industries are considered, each of which is
characterized by the allocation of objects, management methods and their impact
on the project as a way of organizing work to achieve a goal or solve a problem.
Typical tasks that can be identified in project management are considered.
Much attention is paid to the use of artificial intelligence methods.
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ADAPTIVE CONTROL UNDER UNCERTAINTY
Anishchenko A., Khrustalova S., Timofeyev V.

Rapid progress of computing technology and significant increase of microprocessor
performance open new opportunities for real-time control of complex objects. First of all, we are
talking about adaptive control systems in the broad sense, which use in real time the incoming
information about signals and parameters of the object under study to develop control actions
under conditions of significant uncertainty about the object and disturbances acting on it.

One of the fundamental problems of control theory is the problem of control,
I.e., determining or estimating the system parameters at different points in time.
Knowledge of system parameters plays an important role in system theory when
solving control, observation, forecasting and diagnostic problems [2].

The task of identification and the closely related task of control and detection
of changes in the properties of an object consists in the construction of an optimal in
some sense model of the system (object) based on the results of observations of input
and output coordinates of the system, i.e., a formalized representation of this
system [3, 4,] and the detection of changes (control) using this model.

In practice, the so-called identification problem in a narrow sense often arises.
The identification problem in this sense consists in estimating the parameters and
state of the system based on the results of observations of input and output variables
obtained under conditions of normal functioning of the object. In this case,
the structure of the system is known and the class of models to which the
object belongs is specified.

A priori information about the object and its operating conditions is often
absent or very poor, so additional tasks have to be solved beforehand. These tasks
include: studying the nature and character of external influences, estimation of noise
boundaries, early technical diagnostics and control of the object. In this case, control
implies recognizing the state of the technical system and detecting changes in the
properties of the functioning object [5].

The proposed work solves the problem of identification, control and
management of dynamic stochastic systems under conditions of normal operation
and significant a priori uncertainty about the noise affecting the object (there is
a complete lack of information about the nature and character of the noise) on the
basis of an unconventional adaptive approach.


https://doi.org/10.66118/MMP.2025
https://doi.org/10.30837/MMP.2025.008
https://doi.org/10.30837/MMP.2025.008

1. Mathematical models of dynamic stochastic objects

Dynamic objects are described by differential, integral and functional equations
with respect to some coordinates characterizing their state [5]. The use of
computational tools to control such objects leads to the necessity to describe the
studied objects by differences or differential equations.

Linear dynamic stochastic objects (Fig. 1) in general case can be represented
by a linear difference equation:

n m |
y(k)+ Zajy (k=)= Z bu(k—i)+ Z (ki) (1)

where y(k) — output signal, u(k) — input signal, w(k) — perturbation (disturbance);

aj(i=1..,n), b(i=01,..,m), ¢j(i=L..,I) — object parameters to be determined;

1 w(k)
N Object yk) >

to be controlled

k =0,1,2,... —discrete time.

u(k)

Fig. 1. Linear dynamic stochastic object in general form

Introduction of the delay operator q_l, defined in accordance with the condition

a4y (k)=y(k-d), 2)
allows to represent equation (1) in the operator form
Ala™)y(k)=B(a Ju(k)+c(a™w(k) 3)
or
(k) =Ky (a7 Ju(k)+ Ky (a7 w(k), (4)
where

) AT el A o

are the transfer functions of the object under control and perturbation, respectively.
If the dynamic object is stable (and below this assumption is used everywhere),
then the roots of the characteristic polynomial are as follows

A(q_l) —1+aQ T+ aq P +..+apq "
lie inside the unit circle centered at the origin.
9



Moreover, the dynamic object (1) is minimal-phase if the roots of polynomials

B(q_l) —by+by g L +byg 2 4.+ by ™,

C(q_l) =Cp + clq_1 + czq_2 +..+ c|q_I

lie inside the unit circle centered at the origin, and non-minimal-phase otherwise.

The task of structural identification consists in determining the order of
the polynomials used in the description. The parametric identification task consists
in determining the parameters of polynomials whose order is already known
or estimated. In this case, all parameters to be determined, are included in some
vector of unknown parameters.

y(k):Ku(q-l,@)u(k)+Kw(q—l,@)w(k). (6)

Equations (1), (3), (4) are the most general and cover as special cases various
objects and processes (regression, autoregression, moving average, etc.).

Let us focus on some common ways of describing dynamic objects. Let’s
consider an autoregressive model to describe dynamic objects. Autoregressive
models or ARX models have been investigated in [6]. ARX models are described
in the form of the following difference equation

y(k)+ay(k-1)+...+ayy(k—n)=bu(k)+...+bpu(k —m)+w(k) (7)
or
Ala™)y(k)=B(a™ )y (k) + w(k). (8)

In equation (5), white noise enters as an unobservable quantity. If we denote

«andy, we can see that (8) coincides with (6).

To represent a nonstationary dynamic object by an ARX model, the following
relation is used:

y(k)+ag(k)y(k-1)+..+an(k)y(k—n)=

=by (k)u(k —1)+...+ by (k)u(k —m)+w(k) ®)
or
Ala™.0(K))y(k)=B(a0(k))u(k)+w(k). (10)
This model contains a time-dependent vector of adjustable parameters of the form
O(K) = (83 (k). (K). by (K), B (K)) (1)
By labeling
(k) =(=y(k=1),. -y (k=n),u(k =1),..,u(k —=m))', (12)

10



we can rewrite (10) as follows:

y(k)=0" (K)p(Kk)+w(k). (13)

The obtained relation (13) describes a model of pseudo-linear regression type,
for the study of which it is possible to apply developed methods of linear regression
analysis [6]. It should be noted that the description of a linear dynamic object in the
form of (13) is currently widespread, as it allows to represent the identification
and control algorithm in a fairly simple and visual form.

Along with autoregressive models, autoregressive moving average models
(ARMAX-models) are widely used. ARMAX-models were introduced to solve
system identification problems by Ostrem and Bolin [7] and since then such models
are among the most popular structures. Various modifications of ARMAX-models
are given in [8].

The main difference between the ARMAX model and the ARX model (9)
Is to give more flexibility in describing the properties of the disturbance. In this
model, the model error is represented as a moving average of white noise, which
leads to the following relation:

y(k)+aq(k)y(k—1)+...+a,(k)y(k—n)=
=by (k) (K=1)q+.+ by (K)u(k =m) + (14
+w( )+ 0 (K)W(K 1)+ ... ¢ (K)W(k = 1).
If we denote
C(k,q_) 1+cy(k )q +.. +c|(k)q_|,
then equation (14) can be written in the form of
Alka™)y(k)=B(kaJu(k)+C(ka ™ w(k), (15)

which leads to (6) if we put

K, (k,q_1,®) _ B(k,q‘l,(a)/A(k,q‘l,@),

Kw(k,q‘l,@) =C(k,q‘1,@)/A(k,q‘1,®)

O(K) = (80 (), (K),By (K ), By (k). 1 (k)6 (K))'

In this case, initialization of the estimation procedure at the moment k=0

requires knowledge of the following quantities y(O),...,y(—k* +1), k* =max(n,I),

A

¥(0),.... §(—1 +1), where (k) is the estimate of the model output signal.

11



If these quantities are missing, they can be taken equal to zero, which
introduces inaccuracy into the model. It is also possible to start the recursion at the

moment max(k*,u(l)) and include the unknown initial conditions y(k),kzl,...,l

in the vector ©.
Having introduced the notations

&(k)=y(k)=9(k) (16)
y(k)=(-y(k=1),..=y(k=n),u(k=1),..,u(k =m),e(k -1),....(k —|))T (17)

expression (15) can be written as follows:
y(k)=0" (k)p(k)+w(k). (18)
The variable used in the relationship g(k) Is called the prediction error or
generalized residual. Equation (18) itself is called a pseudolinear regression (p(k)
due to the nonlinear dependence of the vector on ®(k).

The structures discussed above can actually lead to a large number of models,
depending on which of the sets A, B, C are included in the model. For convenience,

a generalized model structure for describing a non-stationary object can be used:
B(ka)  cfka™)

A(k,q—l)y(k):mu(k)+ )w(k)

where
3 -1\ _ ~ -1 ~ —I.
Bk, =1+by(k)g by (K)g

E(kat)=1ra(k)at+.+a (k)
The variable & k) used in the relationship is called the prediction error
or generalized residual. Equation (18) itself is called a pseudolinear regression
due to the nonlinear dependence of the vector ¢(k) on ©(k).

The structures discussed above can actually lead to a large number of models,
depending on which of the sets are included in the model. A, B,C.

For convenience, a generalized model structure for describing a non-stationary
object can be used:
B(ka)  cfka™)

A(k,q—l)y(k)z—)u(k)+é(k—crl)

k), 19
B(k,q_1 wik) &)

12



where
é(k,q_l):l+ Bl(k)q_l+...+5| (k)q";

C(k,q_l):1+ & (K)at+..+6 (k)q_I .

However, for most practical purposes this structure is too general.
In applications, one or more of the five polynomials are usually assumed to be
equal to 1. Using the above ®(k) vector of generally non-stationary parameters

and the generalized history vector (o(k) allows us to represent model (19) as

a pseudo-linear regression (18). If the input signals u(k) and outputs y(k) are
vectors (p, x1) and (pyxl) respectively, then the simplest generalization of the

set of models (6) is
y(k)+ A (k)y(k—1)+..+ Ay(k)y(k—n)=
=By (K)u(k —1)+...+ By (K)u(k =m)+w(k)’
where A (k), Bj(k) are the matrices of dimensions pyxpy and pyxp,

(20)

respectively. Similarly, matrix polynomials of the variable are introduced: of the

models (6) there are
A(k,q‘l) A(K)a 4t Ay (k)™

B(k,a ™) =B(k)a ™ +..+ B (K)g ™.

In this case, we get not a vector, but a ®(k) matrix of the required parameters

of dimension ((npy + mpu) py) ;
T

O(K)=[ A(K), Ap(K),... Aq (K), By (K),ors By (K) | (21)

and
T
o(k)=| =y (k=1),s=y" (k=n)u" (k=2 (k-m)| = (22)
a column vector of dimension (nx py +mx pu)xl, which allows us to represent (21)

by the matrix equation of linear regression (13).

These formulas can be considered as a set of linear regressions written one
under the other with the same input vector.

Thus, as follows from the above, the description of a py linear dynamic

stochastic object by equation (13) is quite general. On the other hand, the
representation of the object under study by model (13) allows the use of

13



well-developed methods of regression analysis and methods for identifying static
objects for identifying parameters.

These formulas can be viewed as a set of linear regressions written one under
the other with the same input vector. However, the application of regression analysis
methods requires certain assumptions regarding the statistical properties of useful
signals and interference. In particular, it is assumed that the interference is a random
Y vector with zero mathematical expectation and a diagonal covariance matrix.

M{¥(K)l=0, i=12..k, cov{¥((k)}=aql. (23)
Here M {o}— the symbol is the symbol of mathematical expectation,

a\%,— Is the variance of noise,

I —is the identity matrix of dimension k x k..

All limitations associated with classical regression analysis are determined
by the traditional criterion of squared errors and, accordingly, the least squares
method, which is quite rigidly tied to the normal distribution law of variables
and disturbances. If, however, it is only known about the interference that it is
limited in amplitude

w(k)[ <5, (24)
then other methods are used to estimate the parameters, which do not use any
information about the statistical properties of disturbances except for their belonging
to a certain limited interval.

Currently, for estimating parameters in the presence of limited-amplitude
interference, the most widely used algorithms are those based on the polytope method
(and, as a special case, orthotopes), algorithms containing a dead zone, and
algorithms based on constructing ellipsoids. This direction is currently developing
rapidly and attracts much research.

2. Recursive identification algorithms

We consider an object described by the pseudolinear regression equation (13):

y(k)=©" (k)o(k)+w(k)
with noise satisfying constraint (24)
‘W(k)‘ <9.
Then equation (13) can be rewritten as

y(k)=0" (k)o(k)+w(k)

14



with a vector of sought parameters satisfying the system of inequalities
‘W(k)‘ <J.
Then equation (13) can be rewritten as
T
&(k)=y(k)-0" (k)o(k)
with a vector é)(k) sought parameters satisfying the system of inequalities

(y(k)—®T (k)cu(k))2 <% vk=12,..

Only those that belong to the set can be used as estimates.
With the vector of the sought parameters satisfying the system of inequalities.
Only those that belong to the set can be used as estimates:

S(k):{(a:y((k)—@T(p(k))zs&z}. (25)

The undefined parameters belong to the domain bounded by the
hyperplanes (25). The domain is a simple connected domain. The space is a convex
polytope, which can become quite complex if - is large (Fig. 2).

From a geometric point of view, the set S(k) is a monotonically increasing

sequence of intersections of convex polytopes F (k)

S(k)= (k)Fj:s(k—l)nF(k) (26)
j=1
F(k)={0:]y(k)-@n(k) <s]. (27)

Calculating estimates © e S(k) is a complex problem, the solution of which
can be significantly simplified by constructing a certain set that restricts S(k) [10].

These restrictions can be specified in the form of orthotopes [11]. The problem of
constructing an identification algorithm consists of finding a procedure for recurrent
refinement based on the existing values when new observations of input and output
signals arrive S(k). The region of uncertain parameters, limited by hyperplanes (25),
can be approximated by an orthotope whose edges are parallel to the axes.
A geometric illustration of this approach is shown in Fig. 3.
The boundaries Opin, OmaxOf the indefinite interval are associated with the
i -th parameter and give an idea of the minimum and maximum values of the criterion
Ji (0) =6y, (28)

where is the permissible area of parameters © is the area S (k)

15



@2 A S
4
_4A >
O
Fig. 2. Finding the range of acceptable values
®] min ®m1n él max = G)max ®1

Fig. 3. Approximation of an indefinite interval by an orthotop

Criterion (28) is determined by a set of linear inequalities. Each boundary,
therefore, is obtained by solving the problem of linear programming [9, 10].
Calculating the boundaries of the orthotope requires the solution of linear
programming tasks, where — the size of the space. Each of the linear programming
problems contains linear inequalities. The resulting algorithm is not recurrent

16



and involves a large number of more complex calculations than algorithms
of the method of least squares (MHK).

When the area S(k) Is narrow and oriented at a large angle to the axes,

limiting the axial orthotope can give very inaccurate results. However, it is possible
to try to work with an orthotope of minimal volume.).

If it is known about the interference that they satisfy the condition (24),
then this information can be taken into account in the algorithm containing the
zone of insensitivity. At the same time, the requirements regarding the knowledge
of the properties of interference are reduced, but the identification algorithm
itself is coarsened.

The idea of using the insensitivity zone in the algorithm is based on the fact
that even in the case of accurate determination of the model parameters, there
remains an error (mismatch between the output signals of the object and the model),
the magnitude of which is determined by the magnitude of the noise (24). On the
identification algorithm it will be as follows. The magnitude of the error

©(k —1)=0(k) in the case is equal

T
y(k)-0" (k)p(k)=w(k),
as follows. The error value in the case of ®(k —1)=©(k) is equal to

T
y(k)=0 " (k)op(k)=w(k),
that is, on the (k —1)-m step, the correction of the estimate ®(k —1) will be made

on the value, defined w(k) and on the (k-1)-om step, the ©(k—1)estimate

will be obtained. To prevent this from happening, a zone of insensitivity is
introduced, in which case

y(K)-©' (K)p(k)<5(K)

that is, on the second step, the correction of the estimate will be made on the value
determined and on the second step, the estimate will be obtained. To prevent this
from happening, a zone of insensitivity is introduced, in which case
p—0 at ¢>0;
E(p)=40 at |o|<d;
p+0 at p<-9,
no assessment correction occurs when.
Various algorithms including deadband type nonlinearity were considered
in the works [11-13].

17



If the noise distribution density is strictly limited in the interval (—5,5), then
these algorithms converge. The estimation procedure itself is reduced to the
sequential projection of current estimates G)(k—l) into a system of infinite bands
limited by parallel planes and determined by inequalities in the parameter space

5<y(K)-0' (k-1)p(k)<s.

Thus, in [14] the following algorithm was considered:

i(y(k)—®T(k—1)¢(k))
()|

which can be rewritten as:; which can be rewritten a

y(k)—®T(k_1)(p(k)‘ N “
bE

is the distance from the point ©(k —1)

O(k)=0(k-1)+ o(K), (29)

sign

0(k)=0(k-1)+p

where is p(k)z‘g(y(k)_@T(k_l)go(k)j

to the strip:

r<y(K)-0' (k-1)p(k)<r

where p(k):‘f(y(k)—(@T (k —l)qo(k))‘ — distance from the point ©(k —1) to the

strip —r <y(k)-©' (k—1)p(k)<r.
In [15] the dynamics of the Strip algorithm was studied:

@(k):@(k_1)+7w(k)y(k)‘®T(k2)‘”(k)¢(k), (31)
(k)]

where

0, it ‘y(k)—@T (k-1)p(k)2 5
w(k)= . (32)
L it |y(k)-0' (k-1)p(k)|<s.

In the work [16] the problem of constructing an algorithm with a dead zone
that minimizes the criterion was considered

J(@(k))z%”@(k)—@(k—l)

18
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under restriction

le(k)|<5(k) (34)
and provided that the a posteriori error eo(k) satisfies the relation
(€°(K)=i%(k)r(K)i(k)) =0 (35)
Here
(k)= y(K)-0' (K)p(K), (36)
i(k):{o, it |e(k)|<o; 37)
L it Je(k)[>d,
io(k):sign(e(k)). (38)

As can be seen from (36), the difference between the a posteriori error eO(k)

and e(k) is that when calculating eo(k) at the k -th step, the estimate ©(k ) obtained

at the k same step is used, and not ®(k —1), used in e(k).

In this case, the problem of constructing an algorithm is reduced to minimizing
the Lagrange function of the form:

J(@(k),ﬂ(k))=%H®(k)—®(k—1)

where is the Lagrange multiplier (k).

[

2()( (k)= (k)3 (k) Ji(k),  (39)

From the minimum condition it follows

a(@(k)/l(k))zo_ a(@)(k)i(k))_o 0
60 ’ oA o
from which we obtain a system of equations, solving which we find
O(k)=0(k-1)+A(k)e(k)i(k), (41)
M{(e(k)—i(k)r(k))/u«p(muz, it (k)0 2
0, if  o(k)=0.

The procedure (41)-(42) is a variation of the Kaczmarz algorithm,
implementing a combination of the normalized least squares algorithm and the
projection algorithm with a dead zone [18, 19].

The error functions used in the algorithms, taking into account the dead zone,
are shown in Fig. 4, 5.

The dead zone shown in Fig. 4 is described by the relations.

19



fle(k).5) 4

fle(k),d)=e(k)

- I/
) " e(k—)

Fig. 4. The dead zone described by (42)

The use of elements implementing the dead zone shown in Fig. 5 and described
by the relation has become widespread.

e(k)-s(k)signe(k), if [e(k)=s;

f(e(k)’é):{o, if ‘e(k‘)‘<5. (49
7 (e(k).5) } 7 (e(k).8)-5(k)
~5(k)
5(k) e(k)
/(e(k).8)+5(k)

Fig. 5. The dead zone described by (44)

As noted earlier, the calculation of estimates © S(k) is @ complex problem,
the solution of which can be significantly simplified by constructing a certain set,
S(k) bounding in the form of ellipsoids [20], the center of which coincides
with ©(k). In identification problems, algorithms based on the construction

of ellipsoids and using the following properties of a unit ellipsoid have
become widespread [21]:

Ez{XeRp:XTA_lxsl},A:AT >0

20



— the axes of the ellipsoid form an orthogonal system of eigenvectors of
the Amatrix, and the ﬁ,ill 2 semi-axes are equal to, where are the 4; eigenvalues
A(i=12,..,p);

— the volume of the ellipsoid is proportional to the product of the semi-axes,
i.e. proportional to </det A;

2
k
— the sum of the squares of the semi-axes >’ (/11-1/ 2) Is equal to the trace of the
=1
matrix A.
Let

Ew_n:{®(@_@up4»Tv4w_gga_@w_1gsﬂ} (45)

some ellipsoid that contains the intersection, i.e. S(k-1). Here S(k-1)eE(k -1)is
the center of the ellipsoid s(k-1)e E(k —1)and is the matrix defining the semi-axes

E(k—1) (i.e. the orientation and dimensions of the ellipsoid). The matrix P(k —1) is
symmetrically permutable, and P(k —1) -p' (k —1) >0. For degenerate ellipsoids, the

constraints correspond to two parallel hyperplanes, P(k-1)=P' (k-1)>0 where is
determined non-uniquely and is a matrix P(k —1) with unit rank.

The center of the ellipsoid ®(k —1) is an estimate of the desired parameter

vector ® at time k-1. The arrival of new measurements and gives the following
value, and the intersection (26) due to the fact that S(k-1)e E(k-1), is completely

included in the intersection E(k —1) NF (k) The new ellipsoid is constructed so that.

(E(k-)NF(K)} cE(K). (46)
In addition, the new assessment must provide the condition
Ex <Ex. (47)

Thus, the task of constructing an algorithm consists of finding such a recurrent
refinement based ®(k),P_1(k),r20n the existing values upon @(k),P_l(k),r2

receipt of new observations of input and output signals that (46) and (47) are
satisfied. A geometric illustration of this approach is shown in Fig. 6.
The ellipsoid E(k) is constructed with initial conditions E(k), where | is the

identity matrix of size px p, and is « some sufficiently large number. This means
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that the initial ellipsoid Ey is a sphere of radius a¥?. The expression for the
construction E(k) is as follows [22]:

®O =0, PO =al,
P(k-1)(y(k)-¢" (K)O(k-1))

1+¢" (k)P(k-1)p(k)
Q_PW—4M4M¢T&NXK—Q
1+¢' (K)P(k-1)p(k)

which is identical in structure to the recurrent least squares method (RLSM).

o(k), (48)

P(k)=P(k- (49)

-~ A

o, E(k-1) E(k)

Fig. 6. Ellipsoid constraint

To minimize the geometric dimensions of an ellipsoid E(k), criteria such as

minimum volume or minimum trace are used. The resulting algorithms are called,
respectively, the «minimum volume algorithm» (or «volume-minimizing algorithmy)
and the «minimum trace algorithm» (or «trace-minimizing algorithmy).

In [22], a recurrent procedure for calculating an ellipsoid E(k) was propose

In the work [22], a recurrent procedure for calculating the ellipsoid was
proposed. To minimize the geometric dimensions of an ellipsoid, criteria such as
minimum volume or minimum trace are used. The resulting algorithms are called,
respectively, the «minimum volume algorithm» (or «volume-minimizing algorithmy)
and the «minimum trace algorithm» (or «trace-minimizing algorithmy).
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E(k):{(a:a(k)((a—@(k—l))T PL(k-1)(0-0(k-1))+
p)y(k)-0 (k _1)(,)(k))2 <a?(K)+ Ak)r?) - (50)

={®:(®—®(k —1))T P~(k —1)(®—®(k—1))s rz},
where «(k)e(0,1) is the parameter for forgetting outdated information; is the

parameter for weighing (selecting) newly incoming information$
where «(k)<(0,1) - obsolescence parameter;

B(k)(0,1) - weighting (selection) parameter for newly received information.
The task of constructing an algorithm is reduced to finding the center @(k) of

an ellipsoid E(k). After transformations, we arrive at a standard optimal algorithm
constructed on the basis of bounded ellipsoids:

O(k)=0(k-1)+B(k)P(k)p(k)e(k); (51)

1 (g ARP(K=-De(K)e' (K)P(k-1)]
P(k)_a(k) P(k-1 a(k)+,8(k)(pT(k)P(k—1)(p(k) ’ 2
o(k)=y(k) - O (k) (K). (53

Various modifications of the algorithm (50)—(53) can be obtained by specifying
the rules for setting freely selectable parameters of the algorithm «(k) and B(k).

In [23], it was proposed to select the parameters as follows:
a(K)=1/r?, o(K)=A(k)/r?. (54)
The variable ﬂ(k), which is determined by minimizing the geometric
dimensions of the ellipsoid E(k), depends on both the step number and the values of

the input variables. In principle, it is possible to accept, but this means that the newly
received measures do not carry any new information. In this case, the dimensions
of the ellipsoid do not change, and the estimates will not be refined.

The variable /1(k), which is determined by minimizing the geometric
dimensions of the ellipsoid E(k), depends on both the step number and the values
of the input variables. In principle, it is possible to accept A(k)=0, but this

means that the newly received measurements do not carry any new information.
In this case, the dimensions of the ellipsoid do not change and there will be no
refinement of the estimates.
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Ellipsoidal algorithms have become widespread not only in identification
problems, but also in control problems when detecting disorders and monitoring
parameter changes. At the same time, these algorithms, due to their numerical
cumbersomeness, are poorly suited for real-time operation, and therefore their
use in real-time control and management problems seems very problematic.
In this regard, it seems appropriate to synthesize identification algorithms that
are numerically simple, fast-acting, and suited for real-time operation in a closed
loop of an adaptive control system.

3. Control systems for dynamic stochastic objects

Any control object (CO) is characterized by the following main groups
of variables:

— variables characterizing the state of the object and the signals at its output,
and their totality will be designated by the vector y. These variables in the control

process must be maintained at a given level or changed according to a given law
described by the vector y. The control accuracy may vary depending on the

requirements dictated by the technology and the capabilities of the control algorithm.
As a rule, the variables included in the vector are measured either directly or
calculated using the mathematical model of the CO;

— variables, by changing which the regulator can affect the technological
process for the purpose of control. The totality of these variables will be described
by the vector of control actions;

— variables, the changes of which are not related to the impact of the control
system. These variables reflect the impact of external conditions on the control
object, changes in the characteristics of the process itself, etc. They are called
disturbing effects and are denoted by the vector. The vector of disturbing effects,
in turn, can be divided into two components, the first of which can be measured,
and the second cannot. As a rule, the second component describes random effects
(interference) to which any real object is subject.

A linear stochastic control object [20] can be described by the following
differential equation

y(t)+a d (t)+ +andny£t)_

) | ) ) ) ) 'y(t) =
ot du(t dMu(t dw(t d'y(t
= fo o + B ” +oot B —m +w(t)+7 +ot o



where y(t), u(t) and w(t) are the output, control, and disturbance signals,

respectively, at the time t;
are the orders of the object by output, control, and disturbance, respectively;
are the n, m, I parameters of the object.

Qualitatively, the meaning of any problem in control theory is to select such
control effects so that the control object behaves in some desired way, most often
such that the output signals would be in some sense close to a given law, i.e. it is
required to ensure a minimum of some function of the control error, where there
IS continuous time.

Control laws based on low-order controllers, such as PID controllers,
can provide optimal control of objects usually not higher than the second order.
Although in practice PID controllers are often used to control higher-order objects,
the quality of control in this case can be far from optimal. In addition, tuning
a PID controller requires high qualifications and is most often performed using
heuristic rules such as the Ziegler—Nichols rule and the Takahashi rule based on it.
At the same time, the importance of effective controller tuning is difficult to
overestimate, since even small variations in parameters can lead to a significant
change in the type of transient processes, which can lead to overexpenditure
of energy resources, a decrease in the safety of technological processes and
a deterioration in product quality. Thus, there is a need to develop automated
procedures for tuning controllers that would reduce the influence of subjective
factors, such as the experience of the operator or engineer performing the tuning and
improve the quality of control. Moreover, optimal control can be achieved using
controllers whose order is equal to the order of the control amplifier.

Control laws based on low-order controllers, such as PID controllers,
can provide optimal control of objects usually not higher than the second order.
Although in practice PID controllers are often used to control higher-order objects,
the quality of control in this case can be far from optimal. In addition, tuning
a PID controller requires high qualifications and is most often performed using
heuristic rules such as the Ziegler—Nichols rule and the Takahashi rule based on it.
At the same time, the importance of effective controller tuning is difficult to
overestimate, since even small variations in parameters can lead to a significant
change in the type of transient processes, which can lead to overexpenditure
of energy resources, a decrease in the safety of technological processes and
a deterioration in product quality. Thus, there is a need to develop automated
procedures for tuning controllers that would reduce the influence of subjective
factors, such as the experience of the operator or engineer performing the tuning and
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improve the quality of control. Moreover, optimal control can be achieved using
controllers whose order is equal to the order of the control amplifier,

Adaptive controllers can be divided into two classes.

The first class includes self-optimizing controllers, whose task is to achieve the
best control quality for a given optimality criterion and the presence of certain
information about the object and its signals.

The adaptation process in control systems with this type of controller occurs
in three stages:

1. Identification of the object or control system as a whole.

2. Calculation of the controller.

3. Adjustment of the controller or control system as a whole.

The second group of adaptive controllers includes controllers with
a reference model.

Their task is to obtain such a response of the closed control loop to a certain
input signal that would be as close as possible to the response to the same signal
of the reference model.

This adaptation principle assumes the presence of some measurable external
signal (for example, a reference action in a tracking system), and adaptation is
performed only in those periods when this signal begins to change. In this case,
the adaptation process also consists of:

1. ldentification of the object or the control system as a whole.

2. Calculation of the regulator.

3. Adjustment of the regulator or the control system as a whole.

The second group of adaptive regulators includes regulators with
a reference model.

Their task is to obtain such a response of the closed control loop to a certain
input signal that would be as close as possible to the response to the same signal
of the reference model.

Conclusions

The analysis of various literary sources devoted to the solution of control
problems allowed us to present the existing approaches to solving the specified
problems and the place of this study in the following diagram. Here, the class
of adaptive critical control systems is especially highlighted.

The problem of adaptive identification, control and critical management of
dynamic, non-stationary, stochastic objects under conditions of normal operation
and significant a priori and current uncertainty about disturbances acting on
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the object (there is no information about the nature and character of disturbances)
Is considered using training models and in the presence of various types of
restrictions (on amplitudes, rate of change, energy, etc.) of control and output signals,
IS non-stationary.

The problem of adaptive identification, control and critical management of
dynamic, non-stationary, stochastic objects under conditions of normal operation
and significant a priori and current uncertainty about disturbances acting on the
object (there is no information about the nature and character of disturbances) using
training models and in the presence of various types of restrictions (on amplitudes,
rate of change, energy, etc.) of control and output signals is considered, is
non-stationary. Developed in works [1-7] and summarized in the monograph [8],
a new approach to the synthesis of robust methods of estimation, identification
and adaptive control of static and dynamic objects under uncertainty is based on the
set-theoretic approach to the interpretation of uncertainty. In this case, the main
idea of the approach to the formalization of uncertainties of unknown nature is the
use of parametric families of multiple estimates that cover the entire space and can be
considered as fuzzy multiple estimates of unknown quantities. This idea is used
for simultaneous estimation of both unknown parameters of the object and
unknown characteristics of unmeasured disturbances included in the extended
vector of estimates. The algorithm for adjusting the estimates of the trained model
is built in the class of recurrent finitely convergent procedures for solving
systems of inequalities [9].

The synthesis of control algorithms themselves is reduced to the problem of
stochastic optimization of the mathematical expectation of a certain function or
functional that determines the requirements for the desired value of the output signal
of the object. An analysis of various literary sources devoted to solving control
problems made it possible to present existing approaches to solving these problems
and the place of this study in the following diagram. Here, the class of adaptive
critical control systems is especially highlighted. The problem of adaptive
identification, control and critical management of dynamic, non-stationary, stochastic
objects under conditions of normal operation and significant a priori and current
uncertainty about disturbances acting on the object (there is no information about the
nature and nature of disturbances) is considered using training models and in the
presence of various types of restrictions (on amplitudes, rate of change, energy, etc.)
of control and output signals, is considered.

It is assumed that the parameters of the control law are a priori unknown and
can change unpredictably over time, and external disturbances are of an unknown
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nature (stochastic, deterministic, chaotic, etc.) and are limited in amplitude.
The control goal is considered to be achieved if all inequalities are satisfied.

Thus, the work is the study and solution of the problem of adaptive critical
control of dynamic non-stationary objects operating under conditions of significant
a priori and current uncertainty, using training models.

To achieve the stated goal, it is necessary to solve the following problems:

—analysis and selection of structures of models, methods, procedures and
spaces of signal description for solving the problem of adaptive critical control;

— development of methods and algorithms of critical control for ARMAX
objects taking into account different representations of signals acting on the control
object, optimization of parameters;

—synthesis of adaptive identification methods that are not based on
optimization of analytical evaluation criteria and intended for operation in the
circuit of a critical control system;

—search for optimal conditions that ensure maximum performance of
identification methods when working with non-stationary objects;

—development and analysis of methods and algorithms of adaptive
critical control based on the proposed critical control procedures and adaptive
identification methods;

—simulation modeling and experimental studies of synthesized control laws
for dynamic objects of various types;

— implementation of adaptive critical control methods.
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DIGITAL TRANSFORMATION PROJECT MANAGEMENT:
INNOVATIVE APPROACHES AND TOOLS
Baryshevskyi A.

In today’s rapidly evolving digital ecosystem, organizations must navigate complex shifts in
technology, structure, and culture. Drawing on case studies across banking, automotive, and smart
city projects and reflecting on current legislative advances, this paper argues for a blended
governance approach that harmonizes long-term strategy with iterative delivery. We show how
Al-powered risk monitoring and embedded compliance checkpoints — illustrated by the EU Al Act’s
latest guidelines — enhance project resilience and stakeholder confidence. Our findings reveal
a 28-33% increase in speed-to-market and marked improvements in governance transparency.

Introduction

Digital transformation transcends mere technology upgrades, encompassing
fundamental changes in processes, organizational design, and corporate mindset.
Unlike classic software projects, these initiatives unfold in environments where
innovations such as 5G, 10T, and generative Al rapidly alter competitive landscapes
and reshape user expectations. A fintech firm, for instance, pivoted its mobile
payment platform twice in 2024 to integrate new biometric authentication features,
aiming to outpace both regulatory demands and market entrants [1].

This volatility forces project leaders to juggle two critical imperatives. On one
hand, a clear strategic vision — captured in detailed roadmaps and aligned with
regulatory frameworks — anchors efforts and secures stakeholder buy-in. On the
other, the capacity for swift reprioritization — enabled by regular two-week sprint
cycles and real-time feedback sessions — allows teams to respond to emerging risks or
opportunities without derailing overarching goals. According to recent surveys,
organizations that deployed such hybrid structures reported nearly a 30% reduction
in cycle time alongside enhanced sponsor satisfaction [4].

Meanwhile, the regulatory backdrop is intensifying. As of August 2, 2025,
the EU Al Act enforces transparency, security-by-design, and documentation
requirements for general-purpose Al models - mandates that call for compliance to be
woven into project workflows from inception rather than appended at closure [2, 3].
This shift from retroactive audits to continuous governance underscores the need
for frameworks that integrate compliance, risk management, and adaptive planning
into every stage of digital transformation.
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Features and Challenges of Digital Transformation Initiatives

Digital transformation initiatives present a confluence of technical intricacies,
organizational restructuring, and cultural shift, creating a unique set of challenges
for project teams. On the technical front, architects must orchestrate a symphony
of public and private cloud services, legacy on-premises systems, edge devices,
and Al APIs. In one multinational retailer’s digital overhaul, integrating
point-of-sale systems with real-time inventory management and Al-driven demand
forecasting required seamless data pipelines and robust cybersecurity measures;
any misalignment threatened stockouts or data breaches [15].

At the organizational level, the migration from hierarchical silos to
cross-functional squads demands a redefinition of roles and responsibilities.
Traditional project management offices (PMOs) often struggle to adapt, yet when
a leading telecom provider shifted to a squad model for its 5G rollout, the PMO
transformed into a «lean governance hub» — providing just-in-time templates,
compliance checklists, and mentorship rather than rigid approval gates.
This transition reduced bureaucratic lag while preserving necessary oversight [4].

Cultural transformation constitutes the third axis of complexity. In a global
healthcare network’s digital patient portal project, clinicians and administrative staff
needed to adopt data-centric mindsets. To overcome initial resistance, project leaders
implemented a «data ambassador» program, recruiting influential clinicians to
champion usage, host peer-training sessions, and gather iterative feedback.
This grassroots approach drove adoption from 30 percent to 75 percent active user
engagement within six months [5].

Beyond these core dimensions lie secondary challenges: managing a diverse
vendor ecosystem, aligning international regulatory requirements — such as GDPR,
sector-specific healthcare standards, and the EU Al Act — and ensuring scalability
across geographies. A cross-sector survey found that 62% of digital transformation
projects encountered significant vendor integration issues, and 48% struggled
with inconsistent compliance frameworks across regions, underscoring the need
for a unified governance architecture capable of absorbing complexity and
accelerating value delivery [15].

A Hybrid Governance Framework

Implementing a hybrid governance framework typically involves three
interlinked stages, each enriched through concrete examples drawn from recent
digital transformation efforts.
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Strategic Blueprinting and Contextual Scoping

At the outset, executive sponsors and project managers co-create a strategic
blueprint that defines long-term goals, establishes success metrics, and secures
budgetary commitments. For instance, when a major Eastern European bank
embarked on migrating its core systems to a hybrid cloud environment,
stakeholders convened a series of multi-day workshops to align on compliance
checkpoints tied to local financial regulations and the upcoming EU Al Act
requirements [3]. These early engagements also yield scenario-based roadmaps,
where teams anticipate potential market reactions — such as competitor feature
launches — and predefine optional pivot points.

Iterative Delivery Cycles in Action

Following the strategic phase, cross-functional pods proceed with short
sprints — often lasting two weeks — delivering minimum viable increments that users
can test. A global automotive manufacturer, for example, used this approach when
integrating an Al-powered driver-assistance system: hardware engineers, software
developers, and safety regulators collaborated in each iteration to validate sensor data
accuracy and interface usability. After every sprint, a demo day showcased the
working prototype to regulatory liaisons and dealership managers, whose feedback
directly influenced subsequent backlog refinement.

Adaptive Control Mechanisms with Live Governance Gates

To keep complex initiatives on track, organizations embed adaptive control
mechanisms alongside continuous monitoring tools. In a municipal «smart city»
project that deployed loT sensors for traffic and utility management, live dashboards
tracked key performance indicators — network uptime, data latency, and incident
response times. When latency exceeded the agreed threshold, an automated
governance gate paused further deployments until an incident review board assessed
root causes and approved remediation steps. This live gating mechanism prevented
service disruptions and maintained public trust.

Practical Lessons Learned

A cross-industry survey of 30 digital transformation cases reveals that projects
incorporating hybrid governance:

e Accelerated critical feature releases by 20-30%, as iterative feedback
reduced rework cycles.
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e Lowered regulatory non-conformance incidents by 25%, thanks to
embedded compliance reviews during early planning.

e Improved stakeholder engagement scores by 35%, since transparent
governance gates and demos fostered shared accountability.

These practical insights underscore the value of coupling strategic foresight
with executional agility — ensuring that digital transformation initiatives remain
adaptable, compliant, and stakeholder-centric [11].

Advanced Risk Surveillance and Stakeholder Engagement

Leading organizations now treat risk management as an ongoing dialogue
rather than a periodic checkpoint. In large-scale retail transformations — where
omnichannel platforms merge online storefronts with brick-and-mortar inventory —
project teams have deployed Al agents that continuously monitor sales patterns,
server performance, and customer feedback streams. When an unexpected surge in
mobile traffic coincided with a regional promotional campaign, the system
automatically flagged a potential bottleneck in the content delivery network,
prompting IT teams to scale resources in real time and prevent outages [12].

Similarly, in healthcare digitalization projects, machine learning models
analyze patient admission rates, telemedicine session durations, and EHR integration
errors to forecast capacity constraints. By combining these insights with stakeholder
sentiment analysis — derived from clinician and patient feedback on collaboration
portals — project managers can preemptively adjust staffing rosters and optimize
training schedules, reducing service delays by nearly 15 percent.

Stakeholder engagement has evolved beyond routine updates. In an international
energy firm’s smart grid rollout, the project office established a virtual stakeholder
hub where municipal regulators, community leaders, and technical experts co-created
decision criteria. Through synchronized workshops, stakeholders reviewed live risk
dashboards, debated mitigation options, and signed off on deployment phases
collectively. This participatory model not only accelerated approvals but also
fostered trust, which proved crucial when unexpected regulatory changes required
midstream design adaptations.

These cases illustrate how embedding Al-driven surveillance tools and
collaborative engagement frameworks transform risk from a roadblock into
an opportunity for alignment and innovation. By continuously integrating data-driven
foresight with multi-stakeholder input, digital transformation initiatives navigate
complexity while maintaining organizational momentum.
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Al-Powered Decision Support and Compliance Automation

The infusion of Al into project management extends beyond risk surveillance.
Natural language understanding engines can autonomously generate progress
narratives, tag documentation by topic, and surface regulatory clauses requiring
attention. Decision support modules, drawing on optimization algorithms,
recommend resource redistribution to address forecasted bottlenecks in real time.

To safeguard ethical and legal integrity, continuous compliance automation
integrates Al Act obligations directly into DevOps pipelines. At each build and
deployment stage, automated scripts verify model training data provenance, assess
bias metrics, and ensure security-by-design controls. Audit logs capture version
histories, model performance statistics, and incident responses — creating
an immutable trail for regulators and auditors [3]. Firms adopting such measures
report a 22 percent reduction in post-deployment non-conformities and streamline
certification processes for new Al capabilities [9].

Conclusion and Future Directions

Navigating the ever-shifting landscape of digital transformation demands that
project governance models evolve beyond static frameworks. Our analysis
underscores the imperative of embedding adaptability and compliance into the core of
project lifecycles. By weaving iterative feedback loops into strategic planning,
organizations gain the ability to course-correct in real time, mitigating emergent risks
before they escalate. The empirical cases from banking, automotive, and smart city
initiatives illustrate how hybrid governance not only accelerates feature delivery but
also fortifies stakeholder trust through transparent decision gates [11].

Looking ahead, the integration of Al into governance structures presents both
opportunities and complexities. Generative Al tools have the potential to automate
aspects of roadmap refinement and stakeholder communication, yet they introduce
new risk vectors — such as model hallucinations and data privacy concerns —
that must be preemptively managed. Future research should therefore investigate
how Al-driven governance assistants can be trained under compliance constraints
and audited for ethical performance [13].

Moreover, scaling these frameworks across small and medium-sized
enterprises (SMEs) remains an open challenge. SMEs often lack the resources to
deploy sophisticated Al surveillance platforms or maintain dedicated compliance
teams. Pilot programs could explore lightweight hybrid models that leverage
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cloud-based governance-as-a-service offerings, enabling SMEs to adopt best
practices without prohibitive upfront investments [14].

Finally, longitudinal studies are needed to assess the long-term impact of
regulatory regimes like the EU Al Act on innovation velocity. While immediate
compliance measures might introduce overhead, iterative adjustments to act
frameworks could yield a balanced ecosystem that supports both risk mitigation
and accelerated technology adoption. Such research will inform policymakers and
practitioners striving for governance architectures that evolve in step with
technological progress.
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INTEGRATION CAPABILITIES
FOR ENTERPRISE VALUE CHAIN MANAGEMENT
Bulavin D., Petrenko V.

The widespread use of decision support systems has become an indispensable tool for managing
complex value chains to the customer. We explore integration processes that encompass both
technological and organizational integration. Renowned methodologies in enterprise integration
state that integration processes need to be planned. However, planning cannot be precise as
business processes and technologies are changing rapidly, offering different potential solutions.
Integration approaches can be used to create flexible, loosely coupled structures that can quickly
meet specific integration needs. These new technical means depend on standards that work both
inside and outside the enterprise.

Introduction

The current state of economic development of Ukraine requires the study of
effective ways of information support of goods at all stages of the life cycle.
An important aspect of the activity of enterprises is the creation of an integral
information environment. In the professional literature, the integration of the
enterprise is usually considered at two levels — the system level and the
organizational level. Integration at the system level requires common standards and
definitions of data, as well as certain means of synchronization of communication
between different software applications. Usually, this is what is meant by the recently
coined term «Enterprise Application Integration». However, as Marcus and others
have pointed out [1], system integration in the sense of a software system alone is not
sufficient to ensure organizational efficiency and effectiveness. Organizations are
made up of individuals, departments, divisions, and functions that must also be
integrated for the success of the organization. Today, integration is a more
generalized term that refers to both behavioural patterns focused on both people and
systems. However, integration is most often used when discussing relationships
between software systems. According to many researchers, the integration of project
management methodology into management processes provides companies with a
real chance to provide both organizational and technological support for the
implementation of the enterprise development strategy.

The purpose of this study is to understand the experience of practitioners of
both disciplinary approaches and identify common mechanisms for their
implementation.
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Review of scientific literature on the topic

The publications were analyzed according to both strands of modern scientific
research, which led to a number of methodological recommendations for potential
scientists. Two main provisions can be observed here: firstly, digital technologies
provide customers with the opportunity to create products together with the
manufacturer, for example using digital platforms [2], and secondly, at the external
level, value is increasingly being created from a series of partnerships in a network
of shared values [3] and others [4], define coordination as the management of
dependencies between all activities of the organization. Many academic researchers
propose to apply a systematic technical approach to the integration of enterprises.
From the point of view of software developers, integration has little to do with the
specifics of the business. Instead, it is a question of how to understand the value
creation processes of a particular business. First, Mary Shaw [5], noted that the issue
of interconnection of systems was often not sufficiently thought out in relation to
integration processes. But they should be the main issue in the technological
renewal of the enterprise. Cris Dellarocas of the Massachusetts Institute of
Technology pointed out [6] at one time that there may be a need to give first-class
status to component interdependencies, since interdependence is a higher-level
concept than a simple relationship.

Unfortunately, current production management systems cannot support
comprehensive solutions for all scenarios. Most business applications are legacy
systems that have been developed over the years. While each of these software
systems does a good job with its assigned tasks, they are not equipped to handle
business scenarios across multiple application domains. The growing need for
customized products and services across many industries has made today’s global
supply chains more complex. This increased level of supply chain complexity, in
turn, has increased the level of uncertainty and risks faced by modern companies [7].
To reduce this level of uncertainty, businesses are trying to manage flexible supply
chains in a way that allows them to respond to demand [8, 9]. A large number of
different definitions of enterprise supply chain flexibility have been developed using
conceptual models, normative indices, and structural modeling [10]. Traditional
systems do not provide the right solutions for flexible supply chains. Their design
ideology does not provide the high level of decentralized governance required for
flexibility [11]. They are characterized by inflexibility in terms of supply chain
reconfiguration, high development and maintenance costs, and limited computing
resources to manage complex systems [12]. According to many researchers,
the integration of information technologies into management processes provides
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companies with a real chance to provide support for the implementation of the
strategy of digital transformation of the enterprise.

Presentation of the main material

In the space of growing chaos, it is already clear to everyone that as
corporations grow, the need for integration in the enterprise also grows. Integration is
really a business need, and it affects not only technological mechanisms, but also
requires reorganization (renewal) of proper organizational structures, goals and
incentives. Table 1 shows the aspects of technical and organizational integration
with a description of the known integration mechanisms. The list of resources and
activities required is shown in the first column, examples of software and means of
coordinating people in the second column, and in the third column — elements of
supporting infrastructure — in the right column.

Table 1
Analysis of technical and organizational integration
of the enterprise with a description of known tools
Resource Integration Need Integration Tools Infrastructure environment
1. Organizational Units E-mail, collaborative software, Organization
(Functions/Departments) lateral teams, strategy, budgets, policies/ structure
performance metrics
2. Decision Makers Email, collaborative software,
knowledge management systems,
face-to-face meetings, job design,
performance metrics
3. Business Processes (both | Workflow, Collaborative Systems, Systems Architecture

internal & external) SCM, CRM, Web Services, process
owners, teams, performance metrics,
service level agreements

4. Applications Inter-process communication,
Messaging, ERP, Web Services,
Organizational Integration

5. Data Data Dictionaries, Databases, XML

From the analysis of the table, it is concluded that effective integration requires
attention to the elements at all levels in both horizontal and vertical dimensions.
An integrated architecture exists to maintain coordination in the use of the firm’s
material, financial and human resources. Integration levels are described from top to
bottom — from the most general to the most specific. It should be noted that
integration is necessary not only within different layers, but also between layers.
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Our research focuses on the central column of the table, which also mentions the role
of infrastructure elements — standards, architecture, networks and organizational
structure — in promoting integration both within and between layers.

The upper level of organizational integration of enterprises is focused on the
layers of software tools within the existing structure along with the architecture and
standards of the network infrastructure. Professional literature on organizational
integration of enterprises is mainly focused on the levels of decision-making and
integration of various departments with an auxiliary organizational structure and
development strategy. To achieve this strategy, the integrated technical and
organizational components, must coordinate the financial and human resources
of the organization to achieve the objectives of the organization.

As you know, any organization is divided into several departments or
departments [13]. This division occurs because each department of the organization
must focus on the fulfillment of certain functional responsibilities. This specialization
leads to different attitudes of managers to the triangle of achieving goals:
orientation to time, costs and quality. Organizational integration requires, firstly,
the establishment of communication in such a way that departments are informed
about the activities of other departments and cross-functional processes are carried
out smoothly for the sake of common higher-level goals.

Proponents of the reengineering movement proposed matrix organizational
structures in which functional tasks are subordinated to a process approach. Adding
process owners and cross-functional teams to the organization promotes horizontal
coordination, but requires some kind of matrix management. The main challenge in
achieving departmental coordination is that the vertical chain of command and
authority must be aligned with the needs of the organization’s horizontal processes.
To address this problem, Rammler and Brahe [14] recommend that the share of
resources and goals of each department be determined based on the department’s
contribution to cross-functional processes. This approach differs significantly from
the usual practice, in which functional goals and performance indicators are set
by functions together with senior management without special consideration
of the needs of horizontal coordination.

The second layer of integration concerns decision-makers. The integration of
these individuals usually occurs when they coordinate their actions for the benefit of
the enterprise and are free to share their knowledge. To achieve this integration,
strategic decisions must be made by the highest levels of management. While classic
models of organizational hierarchies assume that top-level leaders are isolated
at the top, more recent publications show that decision-makers are in constant contact
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with each other, and their interactions are critical to the success of the company.
A newer way of thinking has led to the recognition that interactions between
executives in a company are not just about tasks. The psychological side of
integration in organizations should not be underestimated, since there are many
examples in which large projects have failed due to the interpersonal frictions of
higher-level managers. It is for this reason that decision-makers opt for less formal
forms of communication with their colleagues. And it is for this reason that
companies encourage social interaction between their executives.

Computer systems, as a rule, provide decision-makers with concise rather than
extensive information. Multimedia tools definitely increase the availability of
information. To promote communication, special software tools have been developed
to help decision-makers coordinate their activities, communicate and exchange
information and ideas.

Integration at the business process level consists of related sets of actions that
are performed by people and software agents according to business rules that can be
applied more or less strictly. The communication between the software and the
people who carry out the process is well integrated or coordinated when the process
Is efficient, precise and relevant to the task at hand from a technical and
organizational point of view. In addition, the objectives of each workflow must be
aligned with those of the organization as a whole. This is called intra-process
integration. External process integration means that an organization can seamlessly
link its internal processes with those of its suppliers, intermediaries, and customers.
A distinction is made between automated and partially automated process integration.
Fully automated internal/external process integration is considered achieved when
a firm connects to external agencies in real-time. At a higher level of integration,
external processes must be coordinated between all firms in the value chain to
achieve improved productivity and service.

Workflow management systems are specifically designed to support the
automation of business processes by moving work between participants according to
certain rules [15]. These systems provide visual interfaces for process design, manage
process instances, and easily interact with an organization’s legacy, client-Server, and
ERP applications. They also contain simple organizational models, such as who
reports to whom, who has the authority to approve what, who can perform which
roles, and who has access rights to which data and which applications. And they
perform the function of coordinating resources, managing work assignments and load
balancing between process participants. In this sense, the workflow promotes
integration at all levels, as indicated in Table 1. Historically, workflow has been used
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primarily to coordinate cross-functional and internal processes. Right now, the main
trend in workflow improvement is focused on integrating the entire value chain.

The fourth layer of integration considers the integration of software
applications. When application sets are integrated, each of them can cause the other
to perform a function. The goals of software integration are:

1. Break down complex processing tasks into separate steps performed by
relatively independent programs.

2. Support the interactive operation of universal shopping services by
combining different applications in a common interface.

3. Ensure the integration of data and information.

Application integration is now supported by a wide range of software. Initially,
such integration was supported by calls to remote procedure call protocols, then
transaction managers, and now application servers. A higher level of integration is
demonstrated by ERP systems connected through a common database. But ERP
systems cannot always bridge the gap between application and process layers.
This gives rise to complaints that it is easier to adapt an organization to an ERP
system, than to adapt the ERP system to meet organizational requirements [16].

At the lowest level of integration, data integration is defined. The goal of data
integration is to allow organizations to combine, aggregate, and report on data from
different sources. At the syntactic level, the software can process data stored on
different devices and in different formats. At the semantic level, the values of all data
items should have the same meaning across applications. Currently, the most popular
solution for data integration is the use of Extensible Markup Language (XML).
XML combines data and its description in one place, allowing applications to access
and understand data stored in heterogeneous files and different databases.

It was established that the integration of the enterprise must take place at many
technical and organizational levels. Some techniques that can be used at each level
have been introduced. Every organization needs an information system architecture
that supports enterprise-wide integration. If the enterprise is fully integrated, then
data from all existing applications can be shared. Such an ideal of integration
has existed throughout the history of the development of information systems.
But the search for the perfect integrated enterprise system continues. General
frameworks are preferable to point solutions. Now enterprises are striving to solve
the problem of integration as a whole, and not with separate point solutions.
This encourages developers to design systems that cover all business processes
of enterprises. Currently, integration mechanisms tend to weaken connections
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between the elements of the system, since in a loosely coupled environment, it is
easier to make a change in one separate part of the system.

The use of the XML data description language is becoming the de facto
standard in the enterprise. This is important because XML can describe all data
transferred between systems in the same way; significantly reducing the many file
formats supported by enterprises. Industry-wide efforts stimulate internal efforts.
So, for example, a set of definitions of data used by financial services companies
to interact with each other can also be used internally to integrate corporate
systems. After that, internal and external communication can use the same
standard set of messages. Both standards focused on specific manufacturing
industries and the new I1SO standard focused on the financial industry are examples
of industry models that are reflected in enterprises.

Consider three approaches to integration that have been proposed in both
industry and academia. The first approach is sequential integration of A - B.
Over time, this kind of sequential integration between applications has become more
complex with the advent of different programming languages. More modern
approaches to sequential integration, such as the UNIX shell system, provide
a user-friendly interface, but also have certain limitations. That two different
applications can exchange information using the same database server. This approach
can solve problems that consistent integration cannot handle. For example, any
transactional system, such as a booking system, can be implemented using database
technology. The third approach considers each part of the system as a separate entity
that can either create or receive messages [17]. This approach can work at
any scale files exchanging between large information systems.

Taking into account the above approaches, it is possible to describe commonly
used technical mechanisms of integration on an enterprise scale. Most companies
do not integrate two technological systems until they absolutely do not need it.
The easiest way to integrate is to set up a point-to-point interface. The order
management system can generate a file every night that is read by the commission
system the next morning. The disadvantage of this mechanism becomes obvious with
the growth of the number of systems in the enterprise. An IT organization can be
overwhelmed by the need to update and maintain file interfaces. The incremental
cost of each new interface is low, but the cumulative running costs for the
organization are high.

Many companies can integrate a significant portion of its operations by
replacing financial, HR, and manufacturing systems with an ERP system provided by
one of several major software vendors. All applications will use the same data model,
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the same databases, and the same interfaces. This approach has worked for many
companies. But ERP is more of an approach than a technology, and there are
indications that the next generation of ERP systems will take advantage of new
technological mechanisms, such as the Value Chain Management System (VCMS).
VCMS is a framework that helps organizations manage all activities related to the
creation and delivery of a product or service, from the initial phase to the final
delivery to the customer. It focuses on optimizing every step of the process to add
maximum value to both the business and the customer.

Table 2 summarizes the capabilities and advantages of modern IT tools for
effective VCMS. It should be emphasized that the autonomous decision-making
powers of information systems, combined with built-in capabilities for big data
analytics, can significantly increase the flexibility of the value chain.

Table 2
Capabilities and Advantages of Modern IT Tools
of Value Chain Management Systems

Element Ability Overview
1 2 3
Information Capture demand An agent can interact with other agents or humans
technology and information immediately | through the use of an agent communication
integration language
Information accessible to | The realization of a holistic cross — organizational
supply chain wide collaboration is possible. The short and simple
nature of software is an important enable of
this future.
Integrate with Semantic | Overall, the use of wrapper agents can
Web Service significantly facilitate integration with semantic
web services. The leverage of semantic web
services leads to a higher degree of information
integration.
Customer / Perceive opportunities to | Can diagnose new opportunities that could enrich
marketing increase customer value | customer value. Genetic algorithms leverage
sensitivity seems an important facilitator.
Customer-driven Can robustly response to customer preferences
products due to their inherent learning capabilities
Incorporate Semantic Overall agents through their learning ability can
Web Services leverage perceptions taken from semantic web
services in order to achieve a higher level of
customer sensitivity
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Continuation of the Table 2

1 2 3
Process Integration | Facilitate Rapid decision | Can demonstrate real — time responsiveness
& Performance making capability. In fact, learning ability is an important
management facilitator of this capability. Moreover, they can be

reconfigured with easiness to new business processes

Pro-actively update the Can real-time perceive their environment
mix of available supply | (software agents, manufacturing equipment).
chain process In this manner, they can real time adjust
manufacturing processes.

Leverage Semantic Web | Overall, performance management can be

Services enriched with big data interpreted under
a meaningful way.
Collaborative Representation of trust- | Based on previous research trust among partners
planning based relationships with | can be represented among agents matching
suppliers/customers reality.
Reduce Bullwhip effect — | Agents through the use of learning algorithms can
data accuracy achieve solutions that approach to optimal sharing
Leverage Semantic Web | The data inference can provide meaningful
Services information for all the nodes of the chain.
Conclusions

The analysis makes it possible to visually assess integration management
strategies in organizations that carry out project activities. We discussed which
technologies are suitable for software applications in organizations where shared
value chain processes are required. Thus, we theoretically linked big data analytics
and value chain performance. However, we understand that our study lacks empirical
research in the application of the proposed frameworks. ensures that our provisions
are limited. However, our further research will be aimed at identifying and validating
the potential benefits of Value Chain Management Systems. Future research may also
focus on building a general theory of organizational integration. For example, the
question of how certain qualities of value chain managers affect the implementation
of human-centered technologies in the decision-making process would be useful in
identifying the propensity of potential organizations to use Value Chain Management
Systems as a tool to support decision-making.
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EXPERIMENTAL EVALUATION OF MODERN UI/UX DESIGN TOOLS
AS A COMPONENT OF PROJECT MANAGEMENT
Cherkasov D., Kuznetsova Yu.

In today’s digital transformation environment, the quality of UI/UX design of web applications
determines the competitiveness of the product and the level of user satisfaction. The research
problem lies in the insufficient formalization of methods for assessing the effectiveness of
prototyping tools and interface implementation, which complicates the selection of optimal
technologies in the process of IT project management. The article presents an experimental model
aimed at comprehensively evaluating modern UI/UX design tools, in particular prototyping
environments (Figma, Adobe XD) and CSS frameworks (Bootstrap, Tailwind CSS, Material Ul).
The study is based on quantitative (task execution time, number of errors, code volume,
productivity) and qualitative (SUS, NPS scores, click heat maps, UX reviews) analysis methods.
The experimental results showed that Figma provides 17% faster prototyping compared to
Adobe XD, while Tailwind CSS demonstrated the highest interface performance according to
Lighthouse indicators. Material Ul, in turn, confirmed the effectiveness of using Material Design
principles to improve usability. The results obtained can be integrated into the project management
process to make informed decisions regarding the choice of UI/UX design tools. Thus, the research
contributes to the development of innovative IT project management technologies and improves
the quality of digital products.

Introduction

Relevance of research. In today’s digital environment, UI-UX design is one of
the main aspects in creating web applications, which must not only perform their
functions, but also be intuitive and user-friendly. Users expect high-quality
interaction with interfaces that provide fast and efficient work, which affects the
overall success of the product in the market.

Given the large number of competitive solutions, web applications that offer
a poor user experience have a significantly lower chance of success. A well-thought-
out UI-UX design can not only increase user engagement, but also reduce bounce
rates and increase conversion [1]. The constant development of technologies and
tools for creating interfaces requires the exploration of new approaches, methods
and tools for UI-UX development to adapt to changing user needs.

An analysis of publications by foreign scholars has shown that the subject
area of UIl-UX design in the context of web development remains insufficiently
formalized. There are a large number of methods and approaches that offer general
recommendations, but they often do not reveal key aspects specific to web
applications. For example, publications by researchers such as Alan Cooper
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(author of the book «The Inmates Are Running the Asylum» [5]) and Norman Donald
(author of «The Design of Everyday Things» [7]) offer general principles
of UX design, but specific recommendations for web applications are lacking.

Among the methods that are currently actively used in UI-UX design of web
applications, the following can be distinguished:

— Design Thinking [3] is a popular approach used by companies such as IBM
and IDEO to develop innovative products, including web applications. However,
this method focuses more on the general aspects of human interaction with a product
and does not offer specific tools for web applications.

— Human-Centered Design (HCD) [4] is a methodology that puts the user
at the center of the development process. Although this method is mainstream
at many companies such as Apple and Microsoft, its specific guidelines often need
to be adapted to the modern needs of web applications.

— Atomic design [2] is a methodology in Ul design that allows for the
optimal design of a design system. The concept was formulated by interface
developer Brad Frost under the slogan «Build systems, not pages». In other words,
instead of designing, for example, an interface page in its entirety at once, it is more
logical to assemble it in parts.

UI-UX issues in web design are also addressed by scholars such as Steve Krug
(author of the book «Don’t Make Me Think») [6], who emphasizes the simplicity of
interfaces but provides few specific recommendations regarding modern web
development technologies.

Companies like Figma, Adobe, and Sketch offer advanced tools for creating
UI-UX designs, but most of their solutions address general interface design issues
and do not address deeper problems specific to web applications. This situation
highlights the need for detailed experimental research into modern methods, tools,
and technologies that can be adapted or optimized for creating effective UI-UX
design for web applications. Studying such approaches will allow us to identify the
most relevant and effective technologies for ensuring user interface usability in the
context of modern web development.

Thus, this study aims to address this gap by offering specific recommendations
and tools to improve the web interface development process, which will significantly
improve the quality of user interaction with web applications and contribute to the
development of digital products in various industries.
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1. Setting the goals and objectives of the experimental study

General characteristics of the research methodology. The modern
development of digital technologies places increased demands on the quality of
web application interfaces, where not only visual appeal, but also the effectiveness
of user interaction plays a key role. This section presents the methodology of
an experimental study aimed at a comprehensive assessment of different approaches
to creating UI/UX design. The study will cover a comparative analysis of modern
prototyping tools (Figma, Adobe XD), interface implementation frameworks
(React, Tailwind CSS, Bootstrap, Material Ul), and design methodologies
(Design Thinking, User-Centered Design, Atomic Design).

The main focus of the research will be to identify the most effective
approaches to interface design through a comprehensive evaluation of various
combinations of tools, methodologies, and qualitative user assessments (SUS, NPS),
which will allow obtaining substantiated conclusions regarding the effectiveness of
individual approaches in specific usage scenarios.

The purpose of this experiment is to determine the most effective methods,
tools and technologies for developing UI/UX design for web applications in terms
of usability, user productivity and speed of implementation.

To achieve the goal, you must complete the following tasks:

— analyze feedback and experiment factors;

— compare popular Ul frameworks and libraries;

— determine the impact of different design tools on interface quality;

— empirical testing of the effectiveness of created interfaces using UX metrics;

— describe the task of the experiment;

— choose a method for processing the experiment results;

— determine the technical means of implementation;

— determine the software implementation tools.

2. Procedure for experimental studies methods, tools and technologies

Experimental research is implemented based on a structured approach that
includes three main components: methods for evaluating user experience, tools for
creating interface prototypes, and technologies for implementing web interfaces.

At the first stage of the study, the objects of the experiment are determined,
which include:

— UX evaluation methods: System Usability Scale (SUS), Customer Effort
Score (CES), Net Promoter Score (NPS), A/B testing;
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— tools for creating interfaces: Figma and Adobe XD;

— interface implementation technologies: Bootstrap, Tailwind CSS
frameworks and Material Ul Ul library.

For each object, the corresponding measured parameters are determined,
which allow for an objective comparison.

The experimental study of the methods is described below:

— System Usability Scale (SUS). Users are asked to fill out a standard
guestionnaire of 10 questions, where they rate the interface on a scale from 1 to 5.
Based on the answers, an average SUS score is calculated, which shows the level of
usability of the interface. Input data: SUS questionnaire; Output data: average score;

— Customer Effort Score (CES): Users rate how easy it was to complete
a task (such as signing up) on a scale of 1 to 7.

— Net Promoter Score (NPS). Users answer the question: «How likely are
you to recommend this app to others?» on a scale of 0 to 10. The results are
categorized into promoters (9—10 points), passives (7—8 points), and detractors (06
points). Input: NPS question; Output: net NPS score;

— A/B testing. Users are presented with two interface options, such as
different element designs or placement. The attractiveness score is measured
on a scale of 1-10, and data is collected from open comments, as well as
the percentage of users choosing each interface. Input: two interface options;
Output: percentage of users who preferred option A or B, average score on a scale
of 1-10 for each option.

These indicators are recorded through the Lyssna platform and Google Forms,
and assessments are collected both within the Prototype Test and Preference Test,
and through questionnaires after completing the scenario, to collect quantitative
data on user interaction with the web application, in particular, these include:
task completion time, number of errors, task completion rate.

Experimental research of Figma and Adobe XD tools is evaluated in terms
of the speed of creating prototypes, the number of clicks/actions to the final version,
and user interviews are additionally recorded regarding the ease of use of each tool,
which allows obtaining high-quality UX feedback:

— Input data: the same tasks for both tools;

— Initial data: execution time, number of iterations, participant feedback.

Experimental research of Bootstrap, Tailwind CSS and Material Ul
technologies, evaluated by the amount of CSS code (in KB), the speed of interface
implementation (in hours) and overall performance (Lighthouse scores). In parallel,
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a qualitative assessment is carried out: compliance with guidelines, ease of
customization of elements:

— Input data: interface layout;

— source data: comparative data for each criterion (CSS code volume,
creation speed, performance).

All recorded parameters are divided into quantitative and qualitative
assessment methods.

Quantitative methods include:

— task completion time;

— number of errors;

— convenience score (SUS);

— number of clicks to the target action;

— CSSfile size in KB;

— Interface implementation speed (in hours).

Qualitative methods include:

— UX user feedback;

— Interaction heatmaps;

— compliance with guidelines;

— post-test interview.

At the final stage, the data undergoes two-stage processing:

— primary processing involves aggregating data from Lyssna and
Google Forms, calculating average task completion time, number of errors, scores
on SUS, CES, NPS scales, A/B testing results (via Preference Test). In addition,
primary processing includes quantitative indicators obtained during experimental
research of interface implementation using various technologies (Tailwind CSS,
Bootstrap, Material Ul), in particular, the volume of generated CSS code (in KB),
interface development speed (in hours) and implementation performance according
to Lighthouse indicators;

— Secondary processing includes correlation analysis, visualization of
results (diagrams, graphs, histograms), as well as generalization of conclusions
about the effectiveness of each method, tool, and technology.

The input data at this stage are respondent ratings, clicks, time, satisfaction
level, heat maps, etc. The output results are structured performance tables, correlation
graphs, and a comparative conclusion on the optimal combination of tools
and technologies for creating UX-oriented interfaces. If there are not enough tools
for conducting experiments, a custom script will be created.
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Additionally, the reliability of the obtained results is ensured by repeating the
same test scenarios on several user groups, which allows reducing the influence of
subjective evaluations. To increase the accuracy of conclusions, statistical analysis
methods such as standard deviation and confidence intervals are also applied.
Comparative experiments are conducted in controlled conditions, which provides
reproducibility of the study. Moreover, qualitative data from user interviews are
triangulated with quantitative indicators, ensuring consistency of research outcomes.
Finally, the combination of several UX evaluation methods in parallel (SUS, CES,
NPS, A/B testing) increases the robustness of the conclusions and allows the
detection of potential contradictions between different types of metrics.

Fig. 1 presents a diagram of experimental research methods, tools and
technologies, for a better understanding of the sequence of actions and the
relationship between the stages of the study.
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Fig. 1. Scheme of experimental research

3. Analysis of factors and feedback of the experiment

Basic principles of the theory of experimental design. Experimental design
in UI/UX research is based on general principles of the scientific approach,
adapted to the specifics of digital interfaces. The theoretical basis of such planning
involves the consistent identification of key components of the research process
that ensure its objectivity and reproducibility.

The first stage is the analysis of existing research in the field of interface
design. This step allows you to identify relevant research directions, avoid
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duplication of already obtained results and form an effective methodology for
conducting your own experiment. Of particular importance is the study of similar
works that relate to the comparison of design tools and development frameworks.

Selecting dependent variables, or feedback, for an experiment is a critical
planning step. In the context of UI/UX research, feedback should adequately
reflect the effectiveness of the interface and the quality of the user experience.
Each selected indicator should be quantifiable, unambiguously interpreted,
and have clear practical meaning. For example, task completion time or the number
of user errors are objective metrics, while subjective usability assessments require
additional attention to the methods of their collection and analysis.

Independent variables, or factors of the experiment, define the main parameters
to be studied. In our case, these include the design tools used, development
frameworks, and interface creation methodologies. Unlike feedback, the number
of factors can be relatively large, but their selection should be determined by
a clear understanding of the research objectives and practical use [8].

An important aspect of planning is determining the parameters that will be
held constant throughout the experiment. These decisions are made based on the
research objectives and available resources, allowing you to focus on the most
relevant aspects of interface design.

Determination of experimental factors. When planning an experimental
study in the field of UI/UX design, special attention should be paid to identifying
key factors that will influence the quality and effectiveness of interfaces.
The selection of these factors should be based on a clear understanding of their
potential impact on the final result. An insufficiently thorough approach to
identifying factors can lead to incomplete or biased results, as the failure to take
into account important variables can significantly distort the picture of the study.

The factors of this study will be:

— prototyping tools (Figma and Adobe XD);

— framework and implementation library (Boostrap; Tailwind CSS, Material Ul);

— design methodology (Design Thinking, UCD, Atomic Design).

Determining the feedback of an experiment. When planning an experiment,
a key step is to determine the parameters that will serve as criteria for evaluating
the effectiveness of the solutions under study. These parameters, which are called
responses or optimization parameters in scientific terminology, should clearly
reflect the objectives of the study and be quantitatively measurable.

Real objects and processes are characterized by high complexity, which
necessitates the consideration of a set of interrelated parameters. Each object can be
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characterized by the entire set of parameters, or by one — a single optimization
parameter. The remaining characteristics do not disappear, but become restrictions
that set the limits of permissible values.

The optimization parameters for this study are:

time of completion of test tasks by users;

the number of errors that occur during interaction with the system;
SUS, CES, NPS interface evaluations;

subjective assessment of the design on a 5-point scale;

A/B testing results.

4. Selection of experiment participants

After determining the factors and feedback of the experiment, an important
stage is the formation of a group of testers. According to the research of
Jacob Nielsen, a leading usability expert, the optimal number of participants for
high-quality testing is 15 people. This number allows you to identify up to 95%
of usability problems while maintaining the effectiveness of the testing process,
up to all the specified tests. It is important to note that according to Nielsen’s
research, after the 5th tester, the main significant interface problems are identified,
and further testing serves to confirm and clarify the results [9].

Fig. 2 shows an example of a graph from these studies, which shows
the percentage of usability problems found in a web application relative to the
number of participants required to find them.

Usability
Problems ,,

100%

75%

Found

25%

3 6 9 12 15
Number of Test Users

Fig. 2. Graph of optimal sample size for research into web application usability issues
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For the research that will be conducted as part of the thesis, the following
criteria will be applied to the formation of a group of test participants:

1. Staff: 15 people.

Participants are divided into three categories based on experience level:
5 people with limited experience working with web applications, 5 intermediate
users who occasionally use such systems, and 5 professionals who have extensive
experience in this field and interact with various web applications on a daily basis.

2. Demographic characteristics.

Participants were selected based on age range (20-55 years), gender balance
(8 men, 7 women), and professional distribution (IT professionals, creative
professions, humanities). This selection ensures the representativeness of the
results for different categories of the target audience.

3. Participant selection criteria.

The experiment involved individuals with basic computer skills, but
with varying levels of familiarity with the presented web application interfaces.
Those who had participated in similar studies within the past six months were
excluded to minimize outside influences on the test results.

5. Methodology for processing experimental results

Statistical processing. In the process of experimental research of UI/UX design
of web applications, numerical values of key metrics will be obtained for each tested
combination of tools and methodologies. Since the results of user interaction with
interfaces always contain an element of randomness caused by individual
characteristics of participants and external factors, it is necessary to apply statistical
methods to validate the obtained data.

Using comparative analysis of average values using Student’s t-test for
independent samples will allow us to determine whether there are statistically
significant differences between different interface options in terms of such indicators
as task completion time and number of errors. In mathematical formalization,
this is expressed through the null and alternative hypotheses [10].

Statistical processing of experimental data is aimed at analyzing the reliability
of the obtained results, calculating their statistical indicators and determining whether
they belong to the same general population. Only after such analysis can conclusions
be drawn about the suitability of the data for further application. In addition,
this process allows you to obtain additional information about the phenomenon
or process under study.
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Data preprocessing. At the stage of data pre-processing, a set of measures
aimed at preparing information for further analysis is envisaged. The peculiarity of
working with UX research data is the need to process both quantitative and
gualitative indicators, which requires an individual approach to each type of data.

Primary processing begins with verification of the collected information for
completeness and integrity. For questionnaire data, special attention is paid to
identifying missing values, which may arise due to technical errors or respondents’
reluctance to answer individual questions. In case of significant omissions, either
an additional survey is provided or such observations are excluded from
further analysis. When identifying and processing outliers — extreme values that
may significantly affect the results of the study, for quantitative indicators
(task completion time, number of errors) the method using Fisher’s z-test is used.
Qualitative assessments (SUS, subjective assessments) are analyzed for internal
consistency using the coefficient of variation.

To ensure data comparability, a procedure for normalizing indicators is
provided, especially for metrics measured in different scales. Time indicators are
brought to a single scale, and subjective assessments are standardized taking into
account the peculiarities of assessment scales. The result of pre-processing is
a structured data set, ready for the application of statistical analysis methods.

Histograms. Since data is often random in nature, it is important to analyze
its distribution. This determines the choice of the right processing methods,
as different types of distributions require different approaches to analysis.

As part of the study, histograms will be used to analyze three main groups
of indicators:

1. For task completion times by users, a histogram will allow you to
identify typical values of time spent, as well as extreme cases that may indicate
problem areas of the interface;

2. Histograms of SUS ratings will help to assess the overall level of
user acceptance of the system. A normal distribution of these ratings will indicate
stability of the results, while the opposite distribution may indicate differences
in opinions among different groups of users;

3. For subjective design evaluations, histograms will reveal user preferences
for visual solutions. An important analysis will be to compare histograms
for different interface options.

Correlation. Correlation reflects a statistical relationship between two or more
variables, where a change in one variable is systematically associated with a change
in another. In the context of UX research, one might study the relationship between

56



framework type and user experience ratings. For quantitative data, the Pearson
correlation coefficient is used, and for ordinal data, the Spearman correlation
coefficient is used.

Correlation reflects the degree of dependence between random variables.
It can be:

— positive, where the coefficient is close to +1. An increase in the values
of one variable is accompanied by an increase in the other;

— negative, the coefficient is close to -1. An increase in one variable leads
to a decrease in the other;

— absent, where the coefficient is 0. There is no statistically significant
relationship between the variables.

The Pearson correlation coefficient is the most commonly used tool for
examining linear relationships between variables in statistical research. It is used
for variables measured on an interval or ratio scale and allows us to quantify both
the strength and direction of the relationship between them.

The range of values for the Pearson correlation coefficient is limited to the
interval from -1 to +1. The maximum positive value of +1 indicates a perfect
direct linear relationship, when all data points lie exactly on the increasing line.
On the contrary, a value of -1 indicates a perfect inverse relationship, where
an increase in one variable is accompanied by a proportional decrease in the other.
A zero value of the coefficient means the absence of any linear relationship
between the studied indicators.

The graphical interpretation of the correlation coefficient is based on the
analysis of the scattering of points on the coordinate plane. The closer the points are
to an imaginary straight line that reflects the average relationship between the
variables, the higher the absolute value of the correlation coefficient (see fig. 3).

Spearman’s rank correlation method is an effective tool for detecting statistical
relationships between variables, especially when the data are ordinal or do not meet
the assumptions of parametric methods. The essence of this approach is to analyze
the relationship between the ranks of values, rather than their absolute values.

Spearman’s correlation coefficient belongs to nonparametric analysis tools
and does not require strict assumptions about the nature of the distribution
of the original data.

Like Pearson’s coefficient, Spearman’s coefficient varies from -1 to +1,
with extreme values indicating a complete direct or inverse relationship between
ranks, and a value of zero indicating the absence of any monotonic relationship.
Positive values of the coefficient indicate that an increase in one variable

S7



iIs accompanied by an increase in the other, while negative values indicate
the opposite trend.

p:-f -'If:p"-'.ﬂ

0< p <+1 p=+1 p=0

Fig. 3. Pearson correlation coefficient

The choice between Pearson and Spearman coefficients in this study will be
made after a careful analysis of the nature of the distribution of the obtained data.
For metrics measured in interval scales or ratios with a normal distribution,
the parametric Pearson method will be used. In cases where the data are ordinal
or significantly deviate from a normal distribution, priority will be given to the
non-parametric Spearman coefficient.

Analysis of using Figma for Ul prototyping. Figma is the leading Ul
prototyping tool. This section will analyze the use of Figma for Ul prototyping,
including the time to create mockups, ease of teamwork, and the efficiency
of communicating designs to developers. It will be compared to Adobe XD,
which is also a popular tool in the industry.

The main difference between Adobe XD and Figma is that it specializes
in creating dynamic interfaces with advanced animation capabilities. The most
significant advantage of this tool is the Auto-Animate feature, which allows you
to design complex page transitions with minimal effort.

An important feature of Adobe XD is its close interaction with other
Adobe Creative Cloud products, including Photoshop and Illustrator.
This integration provides a seamless workflow for designers who use these
applications to prepare graphic elements that can be easily imported into Adobe XD.
This interconnection allows you to effectively combine work with vector
graphics and prototyping in a single environment.
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Let’s look at Figma and Adobe XD in terms of their effectiveness for
prototyping Ul for web applications. The focus is on Figma, as it is one of the most
popular tools among UI/UX designers due to its cloud-based platform, and it has
a number of features that significantly impact the Ul creation process.
Its architecture is focused on collaborative editing, which allows not only
designers but also developers, analysts, and customers to be involved in the process.
Figma’s prototyping tools include built-in interactive transitions between screens,
the ability to implement interaction logic through «Smart Animate», and the ability
to create components and variants, which allows you to design dynamic interfaces
with adaptive behavior. Figma does not require installing applications, works
in the browser, and automatically saves all changes.

For a comparative analysis of the effectiveness of using Figma and Adobe XD,
Thl. 1 was formed according to the main criteria necessary for Ul prototyping.
The comparison includes platform availability, teamwork capabilities, prototyping
functions, integration with third-party tools, performance on large projects,
and accessibility in terms of cost. This allows for an objective evaluation of the

advantages and limitations of each tool in real design workflows.

Table 1

Comparison of Figma and Adobe XD in the context of Ul prototyping

Criterion Figma Adobe XD
Platform Web interface, cross-platform Desktop application for Windows and
(Windows, macOS, Linux via browser). | macOS, no browser version.
Teamwork Real-time collaborative editing, Commenting via Creative Cloud,

commenting, version history.

collaborative editing of the project
(Coediting mode).

Prototyping

Smart Animate, interactive transitions,
various tool options.

Auto-Animate, 3D Transforms,
Repeat Grid support for voice
interactions (\Voice mode).

Integration Plugins, API, support for Zeplin, Jira, | Deep integration with Adobe Creative
Slack. Cloud (Hlustrator, Photoshop).

Work offline An internet connection is required for | Full offline work.
most features.

Productivity with | High with stable internet, but requires | Higher stability thanks to local

large projects browser restrictions. storage.

Prototype 2.7 hours (average time for 3.2 hours (average time for

creation speed a 7-screen layout) a 7-screen layout)

Accessibility Free plan with limitations; paid Available as part of Adobe Creative

version from $15/month.

Cloud, starting at $28.8/month;
free version with limited functionality.
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Fig. 4 shows the Figma interface when creating an interactive prototype,
showing how the Smart Animate feature is used to create smooth transitions
between screens.
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Fig. 4. Figma interface when creating a prototype using Smart Animate

Summarizing the results of the analysis, we can conclude that Figma is the
optimal tool for creating web application prototypes. Its capabilities, including the
layout of interfaces based on reusable elements, support for Smart Animate for
smooth interactions, as well as flexible organization of collaboration, allow you to
achieve high speed and accuracy during Ul design, in particular, it is 17% faster
(based on our own research) and easier to develop prototypes than inAdobe XD.
In addition, Figma’s browser-based accessibility and low entry threshold make
it convenient for both team use and individual development. This makes Figma
superior to Adobe XD in most practical prototyping cases and proves to be the most
convenient environment for developing modern web interfaces.
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Analysis of the use of CSS frameworks and Ul libraries for interface
implementation. Developing a front-end application without ready-made libraries
allows you to create an interface according to your own rules from scratch.
However, using such libraries not only saves development time, but also helps create
clean and symmetrical layouts without additional effort. They cover a wide range
of elements such as: buttons, forms, drop-down menus, modal windows, as well as
tools for grid systems, styling, and user event handling.

In the modern web development ecosystem, there are many Ul libraries,
each with its own features, advantages, and limitations. In this section, we will
perform a comparative analysis of selected CSS frameworks and Ul libraries:
Tailwind CSS, Bootstrap, Material Ul, for implementing user interfaces.

Tailwind CSS is a relatively new front-end framework, first released on
November 1, 2017, with its first version being created by Adam Watan and Steve
Shoger. The library has since garnered significant attention and has even been
adopted by major companies including Algolia and Mozilla.

Bootstrap was originally developed by Mark Otto and Jacob Thornton while
they were both working at Twitter. The first version was first released on Friday,
August 19, 2011. Bootstrap originally used CSS and optionally jQuery design
templates for its components. However, in the latest version, Bootstrap 5, jQuery
support was dropped in favor of plain JavaScript. It provides a set of pre-built
components and styles that developers can use to quickly build web applications,
and it also uses a grid system to improve layout and has a consistent visual
style across all of its components.

Material Ul is Google’s implementation of Material Design as a set of React
components that is primarily focused on mobile devices — we write the code for
mobile devices first, and then scale the components as needed using CSS media
queries. To ensure proper rendering and touch scaling on all devices, a «responsive
viewport» meta tag is added to the <head> element.

Unlike traditional CSS frameworks like Bootstrap, which provide pre-built
styles and components, Tailwind CSS instead provides a set of low-level
utility classes that allow developers to create their own designs right out of
the box. Tailwind classes can be combined and composed to create any type
of interface, from simple buttons to complex components. This approach is
inspired by the «atomic» CSS ideology, which involves using many small,
single-purpose CSS classes to style elements quickly and intuitively.

Tailwind CSS works by scanning class names across all HTML files,
JavaScript components, and other templates, then generating the appropriate
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styles and writing them to a static CSS file. Below is an example of how to create
a basic blue button in Bootstrap, MUI, and Tailwind CSS. This comparison
demonstrates the different approaches to styling components: Bootstrap provides
predefined utility classes, MUI offers ready-to-use React components with built-in
customization, while Tailwind CSS gives developers low-level control over
design through utility-first classes.

Implementation using Tailwind CSS:

<button class=«bg-blue-500 hover:bg-blue-600 text-white font-bold py-2 px-4
rounded»> Normal button </button>

Example of pure Bootstrap:

<button class="btn btn-primary”> Normal button </button>

Example in Material Ul:

<Button variant=«contained» color=«primary»> Normal button </Button>

From this example, you can see that unlike other libraries, Tailwind allows
you to directly customize elements using helper classes. The developer can
manually specify the color variant, the background color on hover, etc. It is also
possible to use one library together with another, although this is not recommended,
because different libraries and frameworks have the same class names, for example,
the classes «container», «px» and «mx» exist in both Bootstrap and Tailwind,
the use of which can cause conflicts during design. Tbl. 2 shows a comparative
analysis of these libraries.

Table 2
Comparative analysis of Bootstrap, Tailwind CSS and Material Ul

Criterion Bootstrap (v5.X) | Tailwind CSS (v4.X) |Material Ul (v7.X)
Library size (minified CSS) |~165+ kB ~190+ kB ~335+ kB
Standard interface ~3.2 hours ~4.1 hours ~3.8 hours

development time

Customization flexibility

Limited to topics

Full customization

Customization possible via
JSS, more complex
configuration

Performance (Lighthouse |82/100 95/100 78/100
Score)
Popularity (GitHub Stars) | 172k 88k 95k

Support for adaptability

Built-in adaptive
grid

Utilitarian approach

Component library based on
Material Design

React integration

Through the React-
Bootstrap library

Direct, via
JavaScript XML

Native (all components are
designed specifically for React)

Number of
templates/themes

5000+

A set of built-in
utility classes

300+ (MUI Store)
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Thus, each of the analyzed libraries has its strengths and weaknesses. Bootstrap
Is the easiest to use, thanks to a wide range of ready-to-use components. Tailwind
CSS, on the contrary, requires more experience and setup time, as it works at the
atomic class level, but provides a unique approach to web design, and more
opportunities for styling. MUI is ideal for React applications and provides
a clean, modern design that meets Google’s recommendations for Material Design.
The use of these libraries allows you to effectively implement modern web interfaces
taking into account the criteria of usability and visual appeal.

6. Tools for collecting UX feedback and conducting usability testing

One of the main stages of the experiment is collecting UX feedback
and conducting usability testing with subsequent analysis of the data obtained.
The quality of the collected information, and therefore the validity of the research
conclusions, depends on the correct choice of tools. This section discusses in detail
the following tools — the Lyssna platform (formerly UsabilityHub) and Google
Forms, which were selected for conducting UX research.

Lyssna is a platform for remote user research, where you can conduct
both moderated and unmoderated research in the form of interviews,
usability tests, design surveys, etc. The platform provides a wide range
of testing methods, each of which is focused on studying certain aspects of UX,
fig. 5 shows all the available tests of this platform:

1. Prototype test — allows you to upload interactive prototypes from Figma,
challenge users, and analyze their actions. This method is especially useful for
evaluating System Usability Scale (SUS), Net Promoter Score (NPS), and heat maps,
as it allows you to customize metrics to suit your research needs.

2. First click test — determines whether users find key interface elements
the first time.

3. Five-second test — helps to evaluate the first impression of the design.

4. Design survey — allows you to ask questions while viewing an image
or video.

5. Preference test — used for A/B testing when users choose between
two design options.

6. Card sort & Tree test — examines the information architecture of the product.

7. Live website test — records user actions on a real website.

For unmoderated tests, Lyssna supports PNG, JPG, GIF, MP3, MP4, CSV,
Figma prototype files, as well as live website testing. This means you can easily test
designs exported from tools like Figma, Sketch, or Invision, screenshots from live
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sites, live websites themselves, or even photos of sketches. For moderated studies,
the features are a bit more extensive — you can share your screen to get feedback
on your designs regardless of the file type, or link participants to your website so you
can watch them share their screen and complete a task or set of tasks.
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Fig. 5. Available unmoderated tests of the Lyssna platform

The study will pay particular attention to Prototype Test, as this type of

testing provides a variety of opportunities for creating individual user interaction
scenarios with a prototype built in Figma. This allows you to integrate an already
developed interface from the Figma environment directly into the Lyssna platform,
after which you can set specific tasks for the user, define the logic of the scenarios,
select evaluation metrics — such as System Usability Scale (SUS), Net Promoter



Score (NPS), click heat maps, and others. The process of connecting and configuring
such testing is demonstrated in fig. 7. Another important advantage is the automatic
generation of reporting on the test results, which includes both quantitative
and qualitative indicators. For comparative analysis of different design solutions,
Lyssna implemented Preference Test, which performs the functions of A/B testing
and was chosen as the second tool in this study.

Another key functionality of Lyssna, presented in fig. 6, is the ability to
customize the distribution of testing. The researcher can generate a unique link
to the test and send it to the target audience, or use the service of finding
respondents directly on the platform. At the same time, the available targeting tools
allow you to specify the specification by demographic parameters, professional
skills, employment status, etc. This is especially important in cases where the
product is aimed at a narrow segment of users, or when an analysis of a large
group of potential users is required in a short time. In addition, Lyssna provides
real-time statistics on the progress of responses, which simplifies monitoring
and accelerates data collection. The flexibility of respondent management also helps
reduce testing costs, while maintaining high reliability of the collected data.

The second tool chosen for collecting UX feedback was Google Forms.
Although Google Forms is not a specialized tool for UX research, it was chosen
as a supporting tool for conducting A/B testing and collecting subjective user
ratings and UX feedback.

Google Forms is a cloud-based software that allows you to create, conduct, and
analyze surveys, tests, questionnaires, feedback forms, and other methods of
collecting data online. This tool is part of the Google Workspace suite and is
available through a web browser. The universal and free platform provides
an interface for constructing questionnaires using different types of questions
(open, closed, scale, rank), logical branching, and automated statistical processing
functions (visualization in the form of graphs, tables, and charts).

0é- £0)
o® 4
Recruit from our panel Recruit with a Lyssna link

,92‘1 Ower 620,000 panelists @ 124 countries Use a link to invite users via any channel you like.
s 55 languages '{}; 3585+ attributes

G} ~30 min average turnaround

Fig. 6. Available Lyssna features for testing distribution
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Fig. 7. Example of configuring Prototype test to SUS metric

Within the framework of this study, Google Forms is used to implement basic
A/B tests, where respondents are shown two different implementations of the
interface (for example, a login page or a home page) and asked questions about
convenience, visual perception, ease of navigation, etc. Google Forms will also
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be used to collect feedback from respondents who have passed the tests from the
Lyssna platform, on open-ended questions, as well as to implement a survey on the
SUS scale in case of access restrictions to Lyssna. They can leave their wishes for
adding or removing various features to the future web application, based on its
prototype, and give an expert assessment of its visual component.

Thus, using the above tools provides the opportunity not only to compare
different interface options, but also to identify specific problem areas, understand the
reasons for certain user behavior, and, as a result, make informed decisions about
product improvement.

7. Algorithm for conducting the experiment

To conduct a comparative experiment on the study of UI/UX design
of web applications, each stage of the study is performed taking into account the
goals of the experiment, the types of interfaces being analyzed, and the specifics
of the tools used to implement and evaluate the design. This section provides
a step-by-step description of the algorithm that will be used within the study to
systematically test the hypotheses formed and collect data for further analytical
processing. Experimental research begins with a clear definition of the scientific
hypotheses to be tested. Three key hypotheses were formulated within the
framework of this work:

— H1. Using Figma during the prototyping stage reduces the number of
implementation errors compared to Adobe XD by 15%;

— H2. Using Tailwind CSS allows you to speed up the implementation of
responsive Ul compared to Bootstrap;

— H3. Interfaces created according to the principles of Material Design
(Material Ul) demonstrate 15-20% better usability indicators on the SUS scale
compared to interfaces without clear design guidelines.

In order to compare the effectiveness of UI/UX approaches, it is necessary
to create several interface mockups using modern prototyping tools — Figma and
Adobe XD. The mockups reflect the same structure and functionality, but are
implemented in different styles, according to the capabilities of the specified tools.
Particular attention is paid to adaptability, speed of implementation, navigation logic,
as well as compliance with modern design principles.

The next step is to implement each of the layouts as web interfaces using
the three most popular CSS frameworks: Tailwind CSS, Bootstrap, and Material UI.
The choice of these frameworks is due to their widespread use in web development
and different concepts of organizing styles. Tailwind provides a high level of
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customization, Bootstrap provides rapid development using ready-made components,
and Material UI implements Google’s design principles.

Creating user test scenarios. For each implementation of the interface,
you need to create a separate test scenario that involves the user performing a series
of tasks sequentially. The scenarios are focused on typical actions that reflect
the main goals of using the interface.

Example of a scenario in the Lyssna platform (Prototype Test): «Imagine that
you are a new user of the web application. Your goal is to register on the platform,
get acquainted with the main functions of your personal account and change your
profile settings. Find the «Register» button, go to the registration form, create a test
profile, open the «My Profile» section and change your username.

This scenario allows you to test navigation logic, intuitive element placement,
task execution time, and identify potential errors.

After completing the tasks, the respondent will be offered:

— assess the difficulty of each step on a scale from 1 to 5;

— fill out the standard SUS questionnaire;

— Indicate the probability of recommending the service (NPS);

— provide free comments about the interaction experience.

The next stage will be UX testing. At this stage, a series of UX tests are
launched using the Lyssna platform, using the following test types: Prototype Test
(interactive prototype testing), Preference Test (choosing the best option), SUS
(System Usability Scale), NPS (Net Promoter Score), as well as heatmaps. Each test
is configured according to the interaction scenarios described above. To conduct
the tests, you need to recruit 15 users with different experience (from beginners
to professionals) with a balance by gender and age (20-55 years). The collected
data will be stored in the platform’s analytics system for further analysis.

The test results are exported for quantitative and qualitative analysis. Indicators
such as average task completion time, number of clicks, accuracy of execution,
SUS/NPS scores, visual patterns on heat maps, etc. are evaluated. For quantitative
data, the Pearson correlation coefficient is used, and for ordinal data, the Spearman
correlation coefficient is used. For analysis, a tabular form, correlation analysis,
construction of diagrams and comparative graphs are used. The use of descriptive
statistics and, if necessary, methods of hypothetical testing (t-test) is also envisaged.

The final stage, based on the results obtained, will be a comparative analysis
of the effectiveness of the tools used (Tailwind, Bootstrap, Material Ul),
prototyping tools (Figma, Adobe XD), as well as UX assessment methods.
In particular, the advantages and limitations of each approach, compliance with
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user expectations, as well as recommendations and conclusions regarding the
optimal choice of UI/UX design tools for the implementation of web applications
in future projects will be determined.

Conclusions

As a result of the second section, a complete experimental model was
developed to study the effectiveness of methods, tools, and technologies for
developing UI/UX design for web applications. Relevant factors and experimental
feedback were identified, including the use of various CSS frameworks (Tailwind
CSS, Bootstrap, Material Ul), prototyping tools (Figma, Adobe XD), and
UX evaluation metrics (SUS, NPS, click heatmaps).

A plan for conducting an experimental study was developed and described,
which includes setting goals, selecting participants (15 respondents with different
levels of experience with web applications) and a method for processing results using
statistical, correlation analysis, and histograms. An analysis of prototyping tools
(Figma, Adobe XD) and CSS frameworks (Bootstrap, Tailwind CSS, Material Ul)
was conducted, their advantages and disadvantages were identified. The use of the
Lyssna and Google Forms platforms for implementing UX testing was justified,
and the methodology for creating test scenarios, integrating with Figma, and
implementing evaluation using SUS, NPS, and heat map metrics was described.

In the future, the results of this study can be expanded towards integration
with automated UX analysis methods based on processing large amounts of
data (datasets) and the use of adaptive machine learning models (AutoML).
Such integration will allow more accurate prediction of user behavior patterns
and reduce the time required for manual analysis. Additionally, the application of
predictive analytics may uncover hidden correlations between interface design
parameters and user satisfaction levels.
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INTEGRATING EPIDEMIC SIMULATION
INTO CRISIS MANAGEMENT PROGRAMS: LESSONS FROM UKRAINE
Chumachenko D., Meniailov le., Bazilevych K., Parfeniuk Yu., Chumachenko T.

Crisis-management programs (PHEOC/ICS) need decision-ready analytics under uncertainty.
Russian war in Ukraine, marked by attacks on health care, sustained displacement, and
environmental shocks, exposes the limits of ad-hoc modelling and the value of routine, integrated
simulation support. To synthesize recent evidence on how epidemic simulation can be embedded in
crisis-management workflows and to distill practical lessons from the Ukraine context.
Methods: Rapid narrative review of 2023-2025 peer-reviewed studies and authoritative guidance.
Findings were thematically mapped to PHEOC/ICS functions. The literature converges on four
effective integration points: planning, operations, logistics, and risk communication. Multi-model
ensembles are most reliable for short horizons; scenario exercises support medium-term strategy
when assumptions are explicit and versioned. Displacement-aware inputs can triangulate shifting
catchments; modular focus areas include measles catch-up, polio immunity maintenance, TB care
cascades, and WASH-sensitive risks after infrastructure damage. Enablers are a fixed cadence,
standard one-page briefs, clear roles (modelling liaison), equity checkpoints, and decision logs.
Common barriers are data plumbing, staffing, and product—process mismatches. We provide
an operational template and a concise checklist that translate current evidence into routine
command practices: weekly ensemble briefs, scheduled scenario cycles, displacement-aware data
pipelines, and explicit mapping of outputs to ICS artefacts. These steps are immediately actionable
in Ukraine and transferable to other high-constraint settings.

Introduction

Public health emergencies place decision makers under tight time and
information constraints. Incident management frameworks, such as the Public Health
Emergency Operations Centre (PHEOC) and the Incident Command System (ICS),
were built to structure those decisions by coordinating information, operations, and
logistics across agencies [1]. Epidemic simulation can add value in this setting by
translating surveillance and capacity data into short-term forecasts and scenario
comparisons aligned with incident action planning [2]. Evidence from the COVID-19
period shows the promise of modelling and the limits that arise when assumptions
shift or uncertainty is not communicated well [3]. Recent reviews argue that models
inform policy best when integrated into established response workflows, with clear
products, cadence, and roles [4]. However, scoping work on PHEOCs finds that such
integration remains uneven, with data management, staffing, and governance
gaps [5]. These points motivate a focused synthesis on how to embed epidemic
simulation into crisis management programs in feasible and useful ways.
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Ukraine offers a critical case. Since the escalation of the Russian war in 2022,
the health system has faced sustained attacks on facilities and personnel, persistent
displacement, and strain on routine services. WHO has documented more than
two thousand attacks on health care in Ukraine [6], and UNHCR reports millions
of people displaced inside the country and across borders [7]. These conditions
complicate surveillance, supply chains, and access to care, precisely the areas
where crisis programs and decision support must perform.

The epidemiological risk landscape has also shifted. The WHO European
Region reported the highest number of measles cases in over 25 years
in 2024, underscoring the danger of immunity gaps in mobile and hard-to-reach
populations [8]. At the same time, Ukraine’s 2021 c¢VDPV2 polio outbreak was
officially closed in September 2023, showing that targeted vaccination can succeed
despite conflict [9]. Tuberculosis (including drug-resistant TB) remains a regional
concern, with WHO’s 2024 global report and country assessments noting elevated
incidence and challenges linked to displacement and service disruption [10].
Conflict-related environmental shocks further raise risk: the 2023 destruction of the
Kakhovka Dam degraded water and sanitation infrastructure and, according to recent
studies, mobilized legacy heavy metals and other contaminants, hazards that can
elevate water- and rodent-borne disease risks in affected communities [11]. Together,
these signals illustrate the need and the opportunity to use simulation to anticipate
burdens and compare interventions under constraints.

Operationalizing simulation in this setting requires reliable situational inputs.
Recent work shows that displacement and population mixing, key drivers of
infectious spread, can be monitored using complementary data sources [12]. Studies
have nowcast internal displacement in Ukraine using social media activity,
GPS-based human mobility, and satellite-based vehicle counts, offering different
coverage and bias profiles [13]. Combined with routine surveillance and capacity
data, these streams can help parameterize timely models to inform planning meetings
and resource allocation.

This rapid review synthesizes practical lessons on integrating epidemic
simulation into crisis management programs, drawing on Ukraine as the primary
context. We map where models can support the ICS/PHEOC cycle, summarize
enablers and barriers identified in recent guidance and reviews, and distil actionable
steps suitable for short, repeatable decision cycles. The aim is to translate current
evidence into simple, usable guidance for teams making high-stakes choices
under uncertainty.
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Methods

We conducted a rapid narrative review to synthesize how epidemic simulation
Is integrated into crisis management programs, with Ukraine as the focal context.
Methods followed evidence-informed rapid-review guidance and recent handbooks
for narrative synthesis. Specifically, we drew on the 2024 Cochrane Rapid Reviews
Methods recommendations, the JBI Manual for Evidence Synthesis, and reporting
resources for non-meta-analytic syntheses.

We included sources that examine epidemic modelling/simulation used for or
proposed to support incident management, emergency operations, or policy decision
making, or describe crisis management frameworks relevant to modelling integration
or analyze Ukraine’s public health emergency management since 2022, where
modelling or decision support is discussed. We considered peer-reviewed articles
and authoritative organizational reports/guidance to ensure operational relevance.
Framework references for PHEOC/ICS/HICS were used to anchor concepts.

We prioritized items published January 1, 2023 — August 25, 2025 to reflect
current practice. Seminal earlier framework documents were retained when no newer
equivalents existed.

We searched PubMed/MEDLINE, Scopus, and Web of Science for peer-
reviewed literature, and we searched targeted grey literature portals and
organizational sites.

Given the narrative, mixed-evidence scope, we assessed reporting quality
and credibility rather than applying study-design-specific risk-of-bias tools across all
sources. We used the SANRA quality elements for narrative and guidance documents
to guide appraisal and structure notes on strengths/limitations. For textual/qualitative
evidence, we used JBI 2024 textual-evidence guidance to judge clarity, coherence,
and source authority.

Results

The literature converges on a practical view of where simulation fits inside
emergency programs: models are most useful when their outputs are delivered
at the same rhythm and decision points as an IMS or PHEOC. Guidance from
WHO’s EOC-NET and CDC’s IMS materials describes those decision points,
situation assessment, incident action planning, resource tasking, and public
briefings, and emphasizes the information flows and roles that turn analyses
into orders [14, 15]. In this frame, simulation is not an external «report» but
a recurring input to the incident action plan and the briefing cycle.
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Recent evaluations have found that multi-model approaches are the most
dependable way to supply these recurring inputs [16]. Studies of the U.S. Forecast
Hub and Scenario Modelling Hub show that ensembles stabilize performance and
yield better-calibrated short-term forecasts than most single models [17]. At the same
time, longer-range scenario exercises support planning when assumptions are
explicit and versioned. These hubs also document what increases use in practice:
fixed delivery schedules, common file formats, and concise uncertainty statements
that explain what could change the recommendation.

Several reviews add why this «hub mindset» aligns with decision-making.
First, decisions are often comparative rather than absolute, making ensembles
and structured scenarios a natural fit [18]. Second, the design of scenarios matters:
framing choices with decision analysis principles improves relevance and
transparency [19]. Third, the interface needs care, knowledge-translation roles,
standard slide templates, and decision logs to reduce friction between modellers
and incident managers [20].

Applied to Ukraine’s conditions since 2022, the same integration logic
becomes more urgent. WHO/Europe has verified more than 2,254 attacks on health
care as of February 2025, disrupting facilities, staff safety, supply routes, and routine
data systems, precisely the elements an operations section depends on [6]. In parallel,
UNHCR reports that millions of people remain displaced inside the country, and
millions more are abroad, creating shifting catchments and uncertain denominators
for service planning [7]. In such a setting, routine model products that plug into the
incident briefing are more valuable than one-off analytics.

Recent studies also expand the data layer for displacement-aware planning.
High-frequency social-media advertising data have been used to nowcast internal
displacement at the subnational scale during the first months of the invasion [12].
Very high-resolution satellite car counts and other remote-sensing approaches
provide complementary signals [21]. Newer work triangulates across digital traces
to track flows across borders [22]. Each source has bias and coverage limitations,
but together, they offer timely proxies when administrative data lags, useful for
prioritizing outreach, staging supplies, and adjusting micro-plans.

The communicable disease picture in and around Ukraine sharpens the
operational need for this pairing of models and command processes. WHO/Europe
and UNICEF recorded 127,350 measles cases in the Region in 2024, the highest
since 1997, while ECDC reports sustained transmission into early 2025 [8, 23].
Those signals argue for displacement-aware catch-up vaccination scenarios linked
to incident triggers and logistics checklists. Conversely, the cVDPV2 polio outbreak

74



detected in 2021 was formally closed in September 2023, a reminder that targeted
campaigns can deliver results even under wartime constraints when surveillance,
micro-planning, and operations align [9].

Tuberculosis remains a persistent concern that crosses borders and care
systems. The WHO Global Tuberculosis Report 2024 and the joint ECDC/WHO
regional surveillance report describe ongoing burdens of TB and MDR/RR-TB
and highlight pressures on case finding and continuity of care, precisely the weak
points during conflict and displacement [10, 24]. For integration, the most relevant
model outputs are those that stress-test the care cascade and quantify the effect
of treatment interruptions on outcomes and resourcing.

Environmental shocks compound these risks. Peer-reviewed analyses of
the Kakhovka Dam breach document pulses of sediment and nutrients into the
north-western Black Sea and raise plausible concerns about contaminant mobilization
and WASH-related disease hazards downstream [25]. UNEP’s independent
assessment and scientific reporting underscore how cascading environmental effects
alter the operating environment for public health programs [26]. In such contexts,
the literature supports using scenario-based simulations to test whether safe-water
distribution, vector control, and surveillance boosts are adequate under different
access and supply constraints.

The same sources clearly state what helps and hinders integration. On the
enabling side, PHEOC/IMS provides the standing products and cadence into which
ensembles and scenarios can be dropped with minimal translation. Recent European
and WHO guidance also elevates simulation exercises (SimEx) and after-action
reviews (AARs) as the main tools to institutionalize the modeller—operator
handshake [27]. Teams can rehearse thresholds, see whether forecasts actually
change orders, and refine formats before the next activation.

On the barrier side, a 2023 scoping review finds recurrent gaps in data
management, staffing, and information-sharing inside PHEOCs, along with product—
process mismatches [5]. These findings explain why otherwise strong analyses have
limited impact: without clear data plumbing and a place on the agenda, forecasts
arrive too late or in the wrong shape. Recent work on exercise design offers practical
remedies, clarifying objectives, standardizing artefacts, and embedding evaluation,
so that integration is practised, not improvised [28].

Equity is another thread running through recent guidance that interacts
directly with modelling. Hospital and system-level studies propose concrete ways
to embed equity roles and metrics into HICS, from job action sheets to activation
checklists [29]. These structures make it easier to translate model outputs about
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coverage gaps among displaced or hard-to-reach groups into tasking [30].
This is especially relevant in Ukraine and host countries, where access barriers
vary by location and status.

The extended evidence suggests a simple pattern. First, ensembles and
structured scenarios, delivered on a fixed cadence and documented with clear
assumptions, perform more reliably and are easier to use in command settings than
bespoke single-model reports. Second, the fit to the decision matters: when outputs
are linked explicitly to ICS/PHEOC products (incident objectives, resource
checklists, job action sheets), uptake improves. Third, Ukraine’s operating
constraints, attacks on care, sustained displacement, and environmental disruption,
shape both the parameters and the feasible options the models should test. The most
useful simulations, therefore, combine displacement-aware catchment estimates,
care-cascade stress tests, and WASH-sensitive scenarios, all embedded in the
routine briefing rhythm of the response.

The literature is consistent on communication: decision makers respond
better to probabilistic outputs with plain language caveats and a short statement of
«what would change our advice», rather than to point estimates [31]. New guidance
from WHO on communicating uncertainty in health emergencies and qualitative
work with policy users reinforces this [32]. When these practices are institutionalized,
a standard slide, a named liaison, and a decision log, simulation stops being
an occasional input and becomes part of the program’s operating system.

Table 1 presents a checklist that distils recent evidence on embedding epidemic
simulation in crisis-management programs, focusing on conflict-affected settings
such as Ukraine.

Table 1
Checklist
Action Implementation Why it matters
1 2 3

Anchor modelling inside | Place a modelling/analysis cell under | PHEOCs are designed to

the command structure Planning in the PHEOC/ICS org coordinate analysis into action.
chart; pre-define activation levels and | Explicitly placing modelling in
reporting lines. the workflow improves uptake.

Adopt a fixed cadence & | Issue a one-page briefing on a set Forecast/scenario hubs show

standard products schedule (e.g., weekly forecasts; higher policy use when outputs
monthly scenarios) with assumptions, | are routinized and standardized.
uncertainty bands, and «what would
change the advicey.
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Continuation of the Table 1

1

2

3

Prefer ensembles & hubs
for operations

Use an ensemble for near-term
indicators; use multi-team scenario
hubs for horizon scanning.

Ensembles are better calibrated
on average; scenario hubs
support comparative planning
when assumptions are explicit.

Map outputs directly to
ICS artifacts

Tie thresholds to 1CS-202 (Incident
Obijectives); turn options into ICS-

204 (Assignments); log rationale in
ICS-214 (Activity Log).

Direct mapping turns numbers
into orders without
reformatting.

Specify the minimum
viable data feeds

Maintain live feeds for:
surveillance/labs; immunization &
stocks; facility capacity;
displacement/mobility; WASH/env.

Guidance identifies these as
core information streams for
effective PHEOC operations.

Triangulate displacement
& access

When registries lag, combine Meta
ads, GPS/mobile mobility, and
satellite car counts to refine
catchments and outreach.

Recent Ukraine studies validate
each proxy and their
complementarity for
subnational nowcasting.

Stress-test WASH-
sensitive scenarios

Include safe-water, surveillance, and
vector-control options under different
access/supply constraints.

UNEP rapid assessment and
peer-reviewed analyses
document contamination risks
and hydrologic disruption after
the dam breach.

Build an equity
checkpoint into every
cycle

Name an Equity Lead in
HICS/PHEOC; add an «equity
impact» line to each modelling brief
and I1CS-202.

Empirical and review work
shows practical ways to embed
equity roles and metrics

into HICS.

Use plain-language
uncertainty

Report probabilistic ranges; state key
assumptions and explicit triggers for
revision; align with RCCE principles.

Clear uncertainty communication
increases trust and actionability
in emergencies.

Exercise the interface;
learn from it

Run SimEx that rehearse how
forecasts change orders; conduct
AARs to check timeliness,
comprehension, and impact.

WHO/EU guidance and recent
SimEXx reports highlight
SIMEX/AARSs as key
institutional levers.

Record decisions &
rationale

Keep a decision log linked to the
modelling brief and ICS-214.

Standardized activity logs support
accountability and rapid updates.

Plan data plumbing &
governance

Document owners, sharing agreements,
refresh rates, and fallbacks; resource
the information function.

PHEOC assessments cite data
management and staffing as
recurrent gaps.

Define roles & liaisons

Assign a Modelling Liaison to
Planning/Incident Commander; pair with
Risk-Comms lead for joint briefings.

Formal role definitions reduce
friction and align products with
decisions.

Match questions to
methods

Use ensembles for staffing/supply in
the next 1-4 weeks; scenarios to
compare strategic options;
nowcasting for situational awareness.

Different decision horizons
require different tools; CDC
articulates the scenario role,
and recent ensemble work
supports near-term use.

Close the loop with
evaluation

Add a standing «Was this useful?»
item to planning meetings; track
actions linked to modelling in AAR.

Continuous evaluation is
embedded in current preparedness
and exercise guidance.
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Discussion

Our results show that simulation becomes useful when it is delivered at the
same points where command teams make choices, during planning, operations,
logistics, and briefings, and on a regular cadence. This placement is not incidental:
PHEOC/IMS guidance is built around recurring products (situation assessments,
incident objectives, resource requests) and a meeting rhythm that converts
information into tasking. Aligning model outputs to that rhythm lowers the cost
of use. It explains why programs that treat simulation as a standing input,
rather than an occasional report, see more consistent uptake. Recent WHO materials
on EOC practice, and national handbooks derived from them, reinforce this
operational logic [14].

The evidence is strongest for two model types serving different horizons.
First, near-term ensembles offer more stable accuracy than individual models for
the one-to-four-week window that operations sections care about [33]. Evaluations
of the US Forecast Hub repeatedly show better calibration and fewer large errors
when teams are combined [34]. Second, scenario hubs can inform planning
several months out when the big drivers are stated upfront and versioned,
a point underscored by the formal assessment of the US Scenario Modelling Hub [3].
These findings support a dual track in crisis programs: ensembles for staffing,
beds, and supplies, scenarios for strategy and contingency planning.

The Ukraine case adds concrete constraints that shape how those tools should
be used. Sustained attacks on health care have reduced facility availability and
disrupted routine data flows; at the same time, displacement has remained large
and mobile, shifting catchments and denominators. Under such conditions, the value
of simulation lies less in precise point prediction and more in converting noisy inputs
into threshold-based options that map to incident objectives and orders. Documented
counts of attacks and current displacement totals indicate this is not a transient
problem. Hence, making simulation a routine part of PHEOC planning is a practical
response rather than a research ideal.

Interpreting our results from data sources, we see that the literature supports
a pragmatic triangulation strategy. Social media advertising data, mobile device
mobility traces, and satellite-based car counts introduce bias. However, when
combined, they move faster than registries and can track subnational population
change closely enough to steer outreach and staging. The implication for practice is
not to replace administrative data but to treat these feeds as early signals that are
folded into the PHEOC information function with explicit caveats and periodic
checks against surveys or official tallies.
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Our results also indicated that disease risks around Ukraine pull in different
directions: a surge of measles across the WHO European Region in 2024 demands
catch-up vaccination and outreach, while the formal closure of Ukraine’s 2021
cVDPV2 polio outbreak shows that targeted campaigns can succeed even
during conflict. Rather than contradicting each other, these signals point to modular
use of simulation: short-term demand forecasts and micro-planning support
for measles; monitoring and contingency scenarios to maintain polio immunity
in mobile populations.

For tuberculosis, our results suggest shifting the modelling question from
«how many infections?» to «where does the care cascade break under strain?».
Regional surveillance highlights the continued burden of MDR/RR-TB and
the risk posed by treatment interruptions [35]. In that context, scenario comparisons
that test adherence support, drug supply continuity, and cross-border referral are
more decision-relevant than transmission-only outputs.

Environmental disruption after the Kakhovka Dam breach sharpens this
orientation toward scenarios. Studies document altered hydrology and likely
mobilization of contaminants, but the operational issue is whether current WASH
measures and surveillance remain adequate under different access constraints.
The results, therefore, support embedding WASH-sensitive scenarios, safe-water
distribution, vector control, and intensified testing into the planning cycle for the
affected oblasts.

The enablers and barriers we identified also interpret the results in practical
terms. Scoping reviews of PHEOCs consistently flag data management, staffing,
and information-sharing as limiting factors; our mapping to ICS artefacts directly
responds to those gaps, making it easier for numbers to become orders. Likewise,
the prominence of simulation exercises and after-action reviews in current ECDC
and WHO guidance matches the result that integration improves when teams rehearse
thresholds and hand-offs before activation.

The results on communication argue for disciplined uncertainty practices.
WHO’s 2024-2025 guidance clearly states that confidence grows when leaders and
the public hear what is known, what is unknown, and what would change the advice.
Translating that into one-page briefs for the Planning meeting, paired with a decision
log, turns a general principle into a repeatable habit that supports accountability
and rapid revision.
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Conclusions

This chapter shows that epidemic simulation has the greatest impact when
treated as a routine input to command work rather than an occasional technical
add-on. This framing is feasible and necessary in the Ukraine context, marked by
attacks on health care, sustained displacement, and environmental shocks: near-term
ensembles support operations. At the same time, scenario exercises guide strategy
under shifting constraints.

The paper consolidates recent literature into a coherent, operational integration
template for crisis programs. It contributes a dual-track approach that pairs
short-horizon ensembles with medium-term scenario hubs; a displacement-aware data
strategy that triangulates social media, mobility, and satellite signals; an explicit
equity checkpoint embedded in ICS/PHEOC cycles; and a direct mapping of model
outputs to incident artefacts.

The evidence-informed checklist can be adopted immediately: designate
a modelling liaison in Planning, issue weekly one-page ensemble briefs,
run scheduled scenario cycles linked to triggers, maintain a decision log, and
stand up minimum data feeds for surveillance, capacity, displacement, and WASH.
These steps reduce the friction between analysis and orders, improve accountability,
and are transferable to other high-constraint settings. Future work should evaluate
how these practices change decisions and outcomes and standardise reporting
for operational modelling.

This study was funded by the National Research Foundation of Ukraine in the
framework of the research project 2023.03/0197 on the topic «Multidisciplinary
study of the impact of emergency situations on the infectious diseases spreading
to support management decision making in the field of population biosafety ».
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INFRASTRUCTURE PROJECTS:
ASSESSMENT OF ANTHROPOGENIC IMPACT ON RIVER ECOSYSTEMS
Danshyna S., Podorozhko K.

The aim of the study is to improve the accuracy of assessing anthropogenic impacts on rivers by
developing an integrated approach that combines functional modeling and satellite monitoring.
The methodological foundations for assessing anthropogenic pressure on river ecosystems
within infrastructure projects are considered. Using the IDEFO methodology, a functional model of
the assessment process is proposed, which structures the sequence of actions, input and output
data for monitoring and analyzing anthropogenic impacts on rivers. Particular attention is paid to
the processing of data on anthropogenic factors, in particular hydrological, morphological,
and Earth remote sensing data.

Introduction

Infrastructure projects (e.g., construction of water supply, sewage, transport,
and energy facilities, residential and social buildings, etc.) which implement strategic
efforts to achieve social, economic, and environmental sustainability goals aimed at
solving long-term problems, become a means of creating and realizing values
with long-term consequences for the environment and society. Such projects
are expensive, controversial, and complex to manage, requiring mandatory
assessment of their impact on natural resources, ecosystem services, and social
services to prevent overspending, social conflicts, and reputational losses, ensuring
project sustainability [1, 2]. Therefore, a comprehensive approach to assessing the
environmental impact of infrastructure projects is needed, combining traditional
assessments of cost, time, and quality [1].

Intensive infrastructure development — transport, energy, water supply, housing
construction — is increasingly affecting the state of water ecosystems, particularly
rivers, which are sensitive to anthropogenic changes. The construction
of facilities within river basins is accompanied by [3]:

1. Changes in riverbed processes, as construction affects water flow velocity,
sediment transport, and riverbed erosion, which in turn leads to a decrease in the
regenerative capacity of riverbeds.

2. Pollution of rivers, as the discharge of industrial waste, agricultural
chemicals, and urban wastewater significantly deteriorates water quality. Water
pollution with heavy metals, pesticides, and nitrates leads to the degradation of
ecosystems and the deterioration of living conditions for many aquatic species.
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3. Changes in the hydrological regime, in particular due to agricultural
land reclamation, the use of water resources for industrial needs, and the
straightening of river channels.

In this regard, there is a growing need for reliable tools that allow for
a scientifically sound assessment of the impact of infrastructure projects on the
aquatic environment at the planning and decision-making stages [4].

Functional model of the assessment process
for anthropogenic impact on rivers

When developing infrastructure projects, it has become common practice to
consider the various consequences of decisions, which are characterized not only by
direct profits but also by non-monetary aspects. In particular, environmental, health,
and safety issues are receiving increasing attention to prevent both short-term and
long-term damage [5]. The anthropogenic impact on rivers is a multifaceted problem,
the theoretical, methodological, and methodological aspects of which are addressed
in scientific works by geographers, hydrochemists, hydromeliorators, and ecologists
Vyshnevsky P.F., Kirilyuk O.V., Levkivsky S.S., Likho O.A., Myskovets l.Ya.,
Morokova V.V., Rybalova O.V., Solovey T.V., Tymchenko Z.V., Khilchevsky V.K.,
Tsvetova O.V., Yasenchuk T.O., Yatsyk A.V., and others. Various methods have
been developed that can be used to identify weaknesses in infrastructure projects that
require technical measures or to compare different options for prioritizing resource
investments. However, their scope of application varies between methods.
For example, infrastructure project risk assessment focuses on random problems
that may arise in river systems, while life cycle assessment (LCA) identifies
long-term and sustainable impacts on river basins. ldeally, several assessment
methods should be used to take into account the impact on different areas when
making decisions [1, 5]. However, in practice, project managers face difficulties:

— when collecting the necessary data for the implementation of non-traditional
approaches to project assessment, such as LCA,;

— when combining assessment results obtained using different methods during
decision-making;

— when systematizing tools, data, and measures at different stages of the project
life cycle.

Therefore, scientists increasingly turn to Earth remote sensing (ERS) methods
in the study and assessment of anthropogenic impacts of infrastructure projects.
For example, the use of satellite data and aerial photography allows assessing the
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scale and dynamics of changes in river systems under the influence of human
activity. In scientific publications on this topic, ERS data are used for [2-4]:

1. Monitoring changes in river channels using multi-year series of satellite
images, which allows identifying changes within the channel, displacement of
channel forms, and changes in coastlines.

2. Assessing the impact of the construction of hydraulic structures
(dams, weirs, canals), when ERS data make it possible to clearly track the effects
of sediment retention upstream, bank erosion in the lower reaches of rivers,
and artificial changes in the hydrodynamics of river systems, as well as to identify
the consequences of flooding or erosion of banks, etc.

3. Determination of changes in river systems and degradation of natural
river landscapes due to agricultural development, changes in drainage, and/or land
reclamation. Here, satellite images are used to track changes in the area of irrigated
land, the expansion of agricultural land, the drainage of coastal areas, and the
Increase in water abstraction from rivers.

4. Investigation of erosion processes and sedimentation over large areas,
where high-resolution images are used to analyze coastal erosion, identify areas
most susceptible to sedimentation processes, track changes in channel dynamics, etc.

The combination of modern geographic information systems (GIS) and
ERS data creates new approaches for assessing the impact of infrastructure projects
on the aquatic environment. However, in practice, there is often no comprehensive
solution that would allow not only to record changes, but also to proactively mitigate
the effects of impact, taking into account spatial, temporal, and regulatory
parameters. That is why, at the planning, assessment, and implementation stages
of an infrastructure project, it is important to have a tool that allows [4]:

— model scenarios of impact on the aquatic environment,

— assess the level of risk from human activities,

—visualize the spatial location of critical areas (pollution, riverbed
degradation, etc.),

—make management decisions based on data rather than intuition or
«average estimatesy.

In recent years, such decision support systems have become increasingly
important. This trend will continue in the future, but most likely on a much larger
scale. Although until recently the focus was on individual software tools and services,
their integration into engineering workflows is becoming a new and complex area of
research and development [6], requiring a systematic approach that takes into account
the interrelationships between natural, technical, social, and managerial components.
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The key point here is to accurately define the necessary data and information, tools,
and modeling mechanisms at different stages of evaluation and to present the entire
process in the form of a business model.

An effective tool for developing a decision support system is the IDEFO
functional modeling methodology. It presents the system as a business model of
comprehensive information analysis [5-7], which is commonly used in several
infrastructure project evaluation methods, with a particular focus on the
environmental assessment of its life cycle and the assessment of risks during project
implementation (Fig. 1).

Gsessmem of Anthropogenic Pressure on River Ecosystems within Infrastructure PI‘OJ%

A A
Integration of the IDEF0 L. 5 Formalization of X
1\“1 del info Proi Decision-Making Based on . Development of Regulations
odel mto Project s Responsibilities and
Visualized Data and Internal Standards

Management Stages Procedure

Fig. 1. Stages of assessment of the anthropogenic impact
on river ecosystems within infrastructure projects

Thus, in the functional model, environmental, health, and safety aspects are
considered as new project evaluation criteria alongside traditional economic and
technical indicators. This approach allows linking the logic of environmental
monitoring processes with project implementation processes, visualizing information
and functional links between decision-making stages, and identifying points of
influence where environmental risks can be minimized [7].

Fig. 2 shows the IDEFO model of the process of assessing the anthropogenic
impact of infrastructure projects on rivers. In accordance with the provisions of the
functional modeling methodology, this model defines the structure of information
technology for assessing the anthropogenic impact on the state of rivers. It provides
a systematic and transparent description of the project assessment stages, when the
manager must take into account various types of requirements for the conservation
of water and biological resources and the maintenance of the ecological status
of river ecosystems, the availability of relevant design constraints and resources
at different stages of design, etc.
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Fig. 2. IDEFO model as a structure of information technology
for assessment of anthropogenic impact on river ecosystems
within infrastructure projects

The proposed IDEFO model visualizes the procedure for obtaining assessments
of anthropogenic impact on rivers, taking into account various aspects of data
acquisition at the stages of the infrastructure project life cycle (Table 1). It provides
an understanding of the characteristics and volumes of data required for the formation
of assessments [6, 8] and enables the creation of regulations and internal project
standards. For example, based on the IDEFO model, it is possible to develop:

— regulations for environmental support of the project (when and which process
blocks are involved at the stage of assessment formation);

— checklists for project managers (what data is needed to obtain assessments,
when they should be analyzed);

— algorithms for decision-making and developing alternatives (for example,
in cases of exceeding the impact level).

Such a system contributes to increasing the transparency of decisions, timely
identification of environmental risks, and optimization of control procedures.
Thanks to its integration into the planning, implementation, and monitoring
stages, the IDEFO model helps reduce uncertainty in management decision-making,
which in turn improves project management efficiency and reduces the anthropogenic
load on river ecosystems [7, 8].
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Table 1
Using the IDEFO model in project management stages

Project life cycle stage Use of the IDEFO model
I — provision of basic environmental data on the river basin area;
Initiation . . . .
— risk analysis at the site selection stage.
. — modeling of the impact of alternative project solutions;
Planning

— development of environmental protocols.

— assessment of the actual impact on the river ecosystem;
Implementation — monitoring of project deviations;
— development of corrective measures.

— generation of a final project report;
Completion — assessment of the residual load on river ecosystems;
— recommendations for the future.

In the changing conditions of infrastructure project implementation,
uncertainty in the distribution of functions among project participants, the absence
of clearly defined procedures for action in critical environmental situations, and
insufficient integration between technical and environmental solutions can lead to
irreversible damage to water ecosystems. Formalization based on the proposed
IDEFO model allows establishing transparent links between functional management
blocks and specific performers, regulatory constraints, and documentation.
This ensures not only the effectiveness of management decisions but also their
compliance with environmental legislation and international standards [8, 9].
In conditions of environmental instability and growing demands for sustainable
development, effective management of environmental projects requires a clear
understanding of who makes decisions, when, and on the basis of what data [9, 10].
Each block of the IDEFO model can be linked to specific departments of organizations
or institutions (State Water Agency, design institutes, environmental departments, etc.),
documents (technical specifications, water body passport, etc.), regulatory restrictions
(water protection zones, maximum permissible concentrations, etc.).

The IDEFO model also provides elements for visualizing the obtained
assessments using GIS tools. Traditional approaches based solely on text documents
are insufficient in complex interdisciplinary tasks where spatial, temporal, and risk-
oriented indicators must be taken into account [8-10]. Visualization of data through
GIS maps, dynamic forecasting models, or analytical dashboards makes it possible
to increase the transparency and soundness of decisions, simplify communication
between participants, and minimize the influence of the human factor.

Thus, the proposed IDEFO model can be viewed as an «interaction
architecture» between data, processes, and decisions. Its use allows environmental
Issues to be integrated into the actual process of infrastructure project management —
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from analytics to practical environmental risk management in the context of
anthropogenic pressure on rivers.

Processing data on anthropogenic impact factors
on the state of river ecosystems

According to Fig. 2, at the first stage of assessing anthropogenic impact,
data of various types relating to the state of rivers should be processed. This stage is
based on the integration of information from various information resources, among
which hydrological, morphological indicators, and cartographic data play a key role.

Hydrological indicators include [11]: water consumption, the level of flow
regulation, and changes in the hydromorphological state of the riverbed.
Morphological data characterize the configuration and structural parameters of
riverbed forms and allow the identification of areas of intense erosion or sediment
accumulation [12, 13]. Anthropogenic factors of human activity, such as
the degree of coastal land cultivation, urbanization, and military operations,
are considered separately [14].

An important source of information is Earth remote sensing (ERS) data
obtained from high-resolution satellite images and aerial photography. The use of
multispectral images, in particular those obtained from Landsat satellites (Table 2)
and radar images, makes it possible to detect changes in the water surface, determine
the degree of siltation and fragmentation of aquatic ecosystems, and perform
automated classification of objects using GIS, in particular

ArcGIS and specialized processing software (in particular, using algorithms
in MS Visual Studio C#) [11, 12, 14].

At the processing stage, the input ERS data undergoes preliminary
cleaning, georeferencing, and integration into a single information and analytical
database [10, 11].

The results obtained are used to construct buffer zones for hydrological
stations, form tables of hydrological observations, and create maps of the spatial
distribution of anthropogenic loads. This enables further analysis in the subsequent
stages of assessment — verification of compliance with regulatory requirements,
modeling of riverbed morphodynamics, and refinement of anthropogenic
impact indices [14].
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Table 2

Information about Landsat 8, 7, 5 satellite channels [10, 11]

Description of Landsat 8 Landsat 7 Landsat 5
D Channel | Wavelength, | Channel | Wavelength, | Channel | Wavelength,
channel ranges
number um number um number um

Ultraviolet (UV) 1 0,433 -0,453 — — — —
Blue 2 0,450 - 0,515 1 0,450 - 0,515 1 0,450 - 0,515
Green 3 0,525 — 0,600 2 0,525 — 0,605 2 0,525 - 0,605
Red 4 0,630 — 0,680 3 0,630 - 0,690 3 0,630 — 0,690
Near IR (NIR) 5 0,845 - 0,885 4 0,750 — 0,900 4 0,750 — 0,900
Shortwave IR 2
(SWIR 2) 6 1,560 — 1,660 5 1,550 - 1,750 5 1,550 - 1,750
Shortwave IR 3
(SWIR 3) 7 2,100 — 2,300 7 2,090 — 2,350 7 2,090 - 2,350
Panchromatic
(PAN) 8 0,500 - 0,680 8 0,520 - 0,900 - -
Shortwave IR
(SWIR) 9 1,360 — 1,390 - - — —
Far IR (FIR 1) 10 10,30 -11,30 6-1 10,30 -11,30 6 10,40 -12,5
Far IR 2 (FIR 2) 11 11,50 -12,50 6-2 10,30 -11,30 — —

Thus, the use of spatial analysis methods and ERS data at the early stages

of an infrastructure project’s life cycle ensures a more informed assessment
of the environmental status of river systems, which in turn improves planning
quality, minimizes risks, and optimizes management decisions. This approach
contributes to more effective project implementation and enables the achievement
of sustainable development goals in the field of water ecosystems.

Conclusions

To improve the accuracy of assessing anthropogenic impacts on river
ecosystems within infrastructure projects, a functional model of the process has been
developed that combines system modeling using the IDEFO methodology and modern
Earth remote sensing data processing tools. The functional model clearly structures
the assessment process, defining the relationships between input data, analysis tools,
and expected results.

The proposed approach involves the integration of various types of data,
including hydrological, morphological, and cartographic data with multispectral
satellite images, ensuring improved spatial and temporal accuracy and relevance
of assessments. The use of GIS and specialized software allows automating the
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detection of changes in riverbed conditions, assessing the degree of anthropogenic
load, and timely identifying critical areas.

The practical significance of the results obtained lies in the possibility of
applying the developed model to improve water resource management, plan
environmental protection measures, and minimize the negative impacts of
infrastructure projects on river ecosystems. There is potential for scaling up to other
basin systems and integration into national and international environmental
monitoring systems. Issues of environmental support for infrastructure projects,
the development of regulatory and methodological documents, and the formation
of effective environmental policy in the water sector are being addressed.

The work was carried out with the support of the Ministry of Education
and Science of Ukraine (state registration numbers of projects 0125U000573,
0125U001680).
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MULTI-CRITERIA DECISION-MAKING APPROACHES FOR IT
OUTSOURCING PROJECT PORTFOLIO MANAGEMENT
Dobrytskyi D., Fonarova T.

The article provides an in-depth review of key multi-criteria decision-making (MCDM) approaches
relevant to IT outsourcing project portfolio management. The discussion covers the classification of
methods — from hierarchical and distance-based techniques to outranking, utility/efficiency, and
hybrid approaches — with a focus on their strengths, limitations, mathematical requirements, and
applicability in IT outsourcing environments. Comparative tables summarise advantages and
disadvantages, typical application scenarios, and decision-support criteria. The paper also
examines methodological aspects of selecting an MCDM method, considering data types, portfolio
scale, uncertainty, resource constraints, and integration with collaborative decision-making tools.
Additional frameworks for method selection are proposed, aiming to support IT outsourcing
companies in aligning portfolio decisions with strategic goals.

Introduction

Over the last decade, the IT outsourcing industry has shown stable growth,
accompanied by an intensification of competition. Companies aiming to maintain
or strengthen their market positions can no longer rely solely on financial indicators
when evaluating potential projects. Experience demonstrates that focusing
exclusively on revenue or profitability leads to the gradual erosion of key
competencies and increased portfolio wvulnerability to market fluctuations.
This challenge is particularly relevant in emerging IT service economies, where
export revenue from the sector constitutes a significant portion of national GDP.
In such contexts, competitive pressures demand that companies select projects based
not only on short-term profit but also on strategic alignment, capability development,
risk control, and optimal resource allocation.

Multi-Criteria Decision-Making (MCDM) methods provide a structured
framework to address this challenge. Unlike intuitive judgment or single-criterion
models, MCDM enables decision-makers to evaluate multiple heterogeneous factors
simultaneously, reduce subjectivity, and ensure that choices remain aligned with
long-term corporate strategy.

The selection of a specific method depends on various factors, including the
nature of available data, the complexity of the portfolio, the number of stakeholders
involved, and the resources available for model development. In the IT outsourcing
context, methods must be flexible enough to handle both quantitative and qualitative
criteria and support collaborative decision-making processes.
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1. Classification of MCDM Methods

In project portfolio management research, MCDM methods are commonly
grouped into categories that reflect their conceptual foundation and computational
logic. This section expands on each method group, outlining its main principles,
mathematical basis, and practical implications for IT outsourcing companies.

Table 1
Classification of MCDM methods
- Typical IT
Method group Examples Core principle Data type outsourcing tasks
Hierarchical AHP, ANP Pairwise comparison | Quantitative | Determining criteria
and criteria hierarchy |, qualitative | weights
Distance-based TOPSIS, VIKOR | Proximity to ideal Quantitative | Project ranking
solution
Outranking ELECTRE, Establishing relative | Quantitative | VVendor/partner
PROMETHEE preferences , qualitative | evaluation
Utility/ MAUT, DEA Integrated utility or Quantitative | Resource efficiency
Efficiency-based efficiency assessment evaluation
Hybrid AHP-TOPSIS, Combination of Mixed Comprehensive
ANP-VIKOR methods project selection

1.1 Hierarchical methods (AHP, ANP) — decompose complex decision
problems into levels: a goal at the top, criteria in the middle, and alternatives at the
bottom [6]. Decision-makers perform pairwise comparisons of elements within the
same level using a numerical scale (e.g., Saaty’s 1-9 scale) to express relative
Importance. The comparison matrices are processed to derive priority vectors
(weights), and a consistency ratio (CR) is calculated to verify logical coherence.
In IT outsourcing, these methods are useful for criteria weight determination when
selecting contracts or allocating resources.

1.2 Distance-based methods (TOPSIS, VIKOR) - rank alternatives
by calculating their relative closeness to an ideal solution and their distance from
an anti-ideal solution [4]. For example, in TOPSIS, each criterion is normalized,
weighted, and then used to compute Euclidean distances to the ideal and anti-ideal
points. The final score is the closeness coefficient.

1.3 Outranking methods (ELECTRE, PROMETHEE) — compare alternatives
pairwise to determine whether one outranks another based on concordance
and discordance indices [5, 7]. In IT outsourcing, these methods are valuable when
qualitative assessments are as important as quantitative measures.
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1.4 Utility/Efficiency-based methods (MAUT, DEA) - transform
performance on each criterion into a utility score or measure the efficiency of
each alternative as the ratio of weighted outputs to weighted inputs [8, 9].

1.5 Hybrid methods (AHP-TOPSIS, ANP-VIKOR, Fuzzy MCDM) -
combine complementary strengths of different approaches [3]. For IT outsourcing,
hybrid methods are attractive when both strategic alignment and numeric
performance indicators must be considered in one framework.

2. Comparative Analysis for IT Outsourcing

The diversity of multi-criteria decision-making methods available to managers
in the IT outsourcing sector reflects the broad spectrum of decision contexts
encountered in practice. While all MCDM approaches share the common goal
of integrating multiple evaluation criteria into a single, coherent assessment,
they differ significantly in their mathematical foundations, data requirements,
interpretability, and suitability for specific operational environments. Understanding
these differences is critical for ensuring that the selected method not only
yields a robust ranking of alternatives but also fits the strategic and operational
realities of a given company.

In the context of IT outsourcing project portfolio management, hierarchical
methods such as the Analytic Hierarchy Process (AHP) and the Analytic Network
Process (ANP) are often appreciated for their conceptual clarity and ability to capture
subjective judgments in a structured way [6]. They enable decision-makers to
decompose complex problems into manageable components, assigning weights to
criteria through systematic pairwise comparisons. This transparency makes them
particularly effective for strategic discussions in which consensus among
stakeholders is important. However, their reliance on human judgment can become
a limitation when the number of criteria and alternatives grows. In large-scale
portfolios, the cognitive burden of numerous pairwise comparisons can lead
to inconsistencies, and the subjective nature of the inputs may introduce bias
If not managed carefully [1].

Distance-based approaches, including the Technique for Order Preference
by Similarity to Ideal Solution (TOPSIS) and the VIKOR method, are grounded in
the geometric evaluation of alternatives relative to ideal and anti-ideal solutions [4].
They tend to perform well in environments where quantitative data are readily
available and comparable across alternatives. For IT outsourcing companies that
track detailed financial indicators, risk scores, and resource usage metrics, these
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methods offer an efficient and reproducible way to produce rankings. Their outputs
are straightforward to interpret: alternatives closer to the ideal point and further
from the anti-ideal point are preferred. Nonetheless, these approaches require
careful normalization of data, and their results can be sensitive to the weighting
scheme and the presence of outliers [10].

Outranking methods such as ELECTRE and PROMETHEE adopt a different
logic, focusing on the degree to which one alternative can be said to outrank another
based on concordance and discordance measures [5, 7]. This family of methods is
especially well suited to decision problems where both quantitative and qualitative
criteria play decisive roles and where the objective is not merely to produce
a strict ranking but to explore dominance relationships between alternatives.
In IT outsourcing, such methods can be valuable when evaluating strategic
partnerships or innovation-driven projects, where qualitative assessments — such as
brand fit or potential for technology transfer — are as significant as measurable
financial returns. However, their mathematical complexity and the need to calibrate
thresholds or preference functions may pose challenges for organizations without
specialized decision-analysis expertise.

Utility and efficiency-based methods, including Multi-Attribute Utility
Theory (MAUT) and Data Envelopment Analysis (DEA), provide yet another
perspective. MAUT aggregates multiple criteria into a single utility score, allowing
explicit modelling of the decision-maker’s risk preferences and trade-offs between
attributes [8]. DEA, on the other hand, measures the relative efficiency of alternatives
by comparing weighted outputs to weighted inputs [9]. These methods are
particularly attractive to larger IT outsourcing firms with the capacity to collect
and maintain high-quality datasets on project performance and resource utilization.
In such cases, DEA can uncover underperforming projects or teams, while MAUT
can integrate diverse performance dimensions into a unified decision framework.
Their main limitation lies in the need for extensive, accurate, and comparable data,
as well as in the technical expertise required to construct valid utility functions or
linear programming models.

Hybrid methods, most notably AHP-TOPSIS, seek to combine the advantages
of qualitative and quantitative approaches [3]. By using AHP to derive weights
and TOPSIS to conduct the final ranking, these methods allow strategic priorities
to be incorporated while ensuring that the evaluation reflects quantitative
performance metrics. For IT outsourcing portfolios that include both strategic
capability-building projects and high-revenue contracts, such hybrid models can
offer a balanced view. They also facilitate structured participation from multiple
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stakeholders, as the AHP stage can incorporate the perspectives of executives,
project managers, and technical leads. The trade-off is that hybrid methods are more
demanding in terms of modelling time and often require custom software or advanced
spreadsheet models to implement effectively.

When comparing these approaches holistically, it becomes evident that no
single method dominates across all decision contexts. Hierarchical methods
excel in clarity and stakeholder engagement but may falter under the weight of
large datasets. Distance-based methods are efficient for quantitative, well-structured
data but require careful preprocessing and may oversimplify nuanced strategic
considerations. Outranking methods handle complexity and mixed data types
gracefully yet demand more advanced methodological skills. Utility and efficiency
approaches provide a strong analytical foundation but depend heavily on data
quality. Hybrid models offer the promise of integration but come with higher
implementation costs.

Ultimately, the choice of method in IT outsourcing portfolio management must
balance analytical rigour with practical constraints, aligning the method’s strengths
with the company’s decision-making culture, data environment, and strategic
objectives. The tables below synthesize these comparative insights, summarizing
the advantages, limitations, and typical applications of each method within
the IT outsourcing context

Table 2
Advantages, limitations, and IT outsourcing applications of MCDM methods

Method Advantages Limitations IT outsourcing
applications
AHP / ANP Transparent; Subjectivity; limited Determining weights

consistency check;
intuitive for experts

number of criteria

for contract selection

TOPSIS / VIKOR

Quantitative accuracy;
accounts for both

Sensitive to data
normalization;

Ranking projects

benefits/costs full datasets needed
ELECTRE/ Works with Complex Supplier or partner
PROMETHEE incomplete/qualitative | interpretation; evaluation

data computationally

demanding

MAUT / DEA Integrated efficiency Requires large, Evaluating resource

assessment accurate datasets efficiency
AHP-TOPSIS Combines expertand | Requires specialized Comprehensive

guantitative evaluation

software

contract selection
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Table 3
Computational characteristics of MCDM methods

Complexity growth Sensitivity to Need for -
Method with alternatives weight changes | normalization Software availability
AHP / ANP Quadratic Hiah No Expert Choice,
(pairwise comparisons) g Super Decisions
TOPSIS / VIKOR | Linear Moderate Yes  |EXCel MATLAB,
Python libs
ELECTRE/ . Decision Lab,
PROMETHEE | Quadratic Low-Moderate No Visual PROMETHEE
Varies (linear; . DEA Solver, R,
MAUT / DEA LP complexity) Low Sometimes Python
AHP-TOPSIS Combination of above | Moderate—High Yes Custom integrations

3. Methodological Aspects of Selecting an MCDM Method

Selecting an appropriate multi-criteria decision-making method for IT
outsourcing project portfolio management is not a purely technical exercise;
it is a process shaped by the interplay of data availability, decision complexity,
organizational priorities, and the cultural environment in which decisions
are made. The methodological choice is ultimately a question of fit — between
the capabilities of a given approach and the operational realities of the company.

One of the most decisive factors in this process is the nature and quality of the
available data. When the evaluation must be based on qualitative judgments,
incomplete information, or linguistic descriptors, hierarchical approaches such
as the Analytic Hierarchy Process (AHP) or the Analytic Network Process (ANP)
provide a structured way to translate expert opinions into numerical priorities [6].
By contrast, when companies can rely on complete and consistent quantitative
indicators — such as net present value, risk exposure metrics, or resource allocation
figures — distance-based techniques like TOPSIS and VIKOR can produce rankings
that are both efficient to compute and easy to interpret [4]. In environments where
data are mixed or inherently uncertain, fuzzy extensions of these methods offer
an effective compromise, allowing qualitative assessments to be incorporated
into quantitative models [3].

The size of the portfolio and the number of evaluation criteria also exert
significant influence on method selection. Large portfolios containing dozens of
alternatives can quickly render hierarchical methods impractical due to the
exponential growth in pairwise comparisons. In such cases, approaches with linear
computational complexity, including TOPSIS, VIKOR, or Data Envelopment
Analysis (DEA), are generally more scalable [9]. Smaller portfolios with well-
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defined strategic objectives, on the other hand, can benefit from the transparency and
participatory nature of AHP, especially when stakeholder engagement is a priority.

Decision environments in IT outsourcing are often shaped by varying degrees
of risk and uncertainty, particularly when projects involve new technologies,
emerging markets, or untested business models. Under such conditions, outranking
approaches like ELECTRE and PROMETHEE [5, 7] provide valuable flexibility
by accommodating partial dominance and by allowing the decision-maker to set veto
thresholds for certain criteria. Hybrid models that incorporate fuzzy logic can
further enhance resilience to uncertainty by tolerating imprecision in both criteria
weights and performance scores [3].

Practical considerations such as time constraints and resource availability
frequently determine whether a method is viable in a given situation. When deadlines
are tight and analytical resources are limited, simpler models such as TOPSIS or
basic versions of the Multi-Attribute Utility Theory (MAUT) [8] can be implemented
using standard spreadsheet tools, providing timely results without sacrificing basic
methodological soundness. By contrast, strategic planning exercises that unfold
over longer time horizons can justify the greater investment required to implement
hybrid frameworks like AHP-TOPSIS, which combine the depth of qualitative
weighting with the precision of quantitative ranking [3].

Finally, the growing availability of collaborative decision-support systems
Is changing the way MCDM methods are selected and applied in IT outsourcing
contexts. Platforms such as decideXpert [3] integrate multiple decision-making
algorithms into a single environment, enabling geographically distributed teams
to participate in evaluations and receive real-time feedback on consistency and
sensitivity. The integration of such tools not only streamlines the computational
process but also improves transparency and stakeholder buy-in, reducing the
likelihood of disputes over final rankings.

In practice, method selection is rarely about finding the perfect algorithm;
rather, it is about aligning analytical capabilities with the strategic imperatives
of the firm. Smaller organizations with limited data may value transparency and
ease of use over methodological sophistication, whereas larger enterprises with
mature analytics infrastructures can afford to deploy more complex, data-intensive
models. The most effective choices are those that balance methodological rigour
with usability, ensuring that portfolio decisions are not only technically defensible
but also strategically coherent.

The key considerations outlined above can be synthesised into a condensed
framework, presented in the table below, which maps different decision contexts
to the most suitable MCDM methods for IT outsourcing portfolio management.

100



Conclusions

This extended review confirms that no single MCDM method universally
fits all IT outsourcing portfolio management contexts. Hierarchical methods
provide transparency and stakeholder engagement, distance-based methods offer
computational efficiency, outranking methods handle uncertainty well, utility and
efficiency methods excel with reliable data, and hybrid approaches balance strengths
at the cost of complexity.

For practitioners, adopting a method selection framework such as Table 4
can align decision contexts with the most appropriate tools. For researchers, future
work should explore integrating MCDM with Al-driven predictive analytics and
digital twin simulations, enabling dynamic re-ranking as conditions evolve.

Table 4
Method Selection Map for IT Outsourcing Portfolios
Decision context Data type Portfolio size Decision Recommended
urgency methods
Strategic, qualitative- I . AHP, ANP,
heavy evaluation Qualitative/mixed | Small Low Fuzzy AHP
Large portfolio, full .. . TOPSIS, VIKOR,
metrics available Quantitative Large Medium DEA
ELECTRE,
High uncertainty/risk | Mixed Medium/Large |Medium PROMETHEE,
Fuzzy MCDM
Rapid decision needed |Quantitative Any High TOPSIS, MAUT
Balanced qualitative & |\ .. oy Small/Medium | Low/Medium | Hybrid AHP-TOPSIS
quantitative
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MODELING THE FORMATION OF DRONE SWARMS
USING COMPONENT AND AGENT-BASED APPROACHES
Fedorovich O., Prohorov O., Leshenko Yu., Malieiev L. Kosenko V.

The task of studing the multi-component composition of military equipment (using UAVs as
an example) during the delivery and formation of the necessary stocks of weapons and their
components in a military conflict zone to ensure military superiority, which contributes to the
successful achievement of military operation objectives, has been formulated and is being
addressed. A multi-variant, multi-criteria problem is also being solved, which is related to the
modeling of the logistics process of ensuring military superiority in a military conflict zone.
The aim of the study is to model actions to provide combat units with various types of UAVs when
forming a drone swarm to ensure military superiority in the air in conditions of threats and
vulnerabilities associated with the logistics of supplying UAVs to the military conflict zone.
A component approach is used to represent weapons and their components in the process of
military equipment supply. A multi-layer component structure of UAVs is proposed for the
systematic representation of weapons and their components in the process of supply and stockpiling
in a military conflict zone. The factors of threats associated with the supply of the required types of
UAVs in the quantities necessary to form a drone swarm are investigated using qualitative
assessments by military experts and lexicographic ordering of possible UAV suppliers.
The selection of UAV suppliers has been optimized using integer programming. A model has been
created to optimize the logistics costs of supplying weapons and their components to the combat
zone. Optimization tasks are solved under conditions of conflicting criteria of time, costs, and risks
associated with the logistics of forming military superiority in the combat zone. An agent-based
simulation model for researching the logistics of military cargo delivery in a conflict zone has been
created. The results of the research can be used to model plans and logistics for the delivery of
weapons and their components to combat zones in order to create military superiority.

Introduction

In modern conditions, the success of a military operation depends on many
factors, including military superiority over a potential enemy [1, 2]. The use of
military equipment in a state of war requires an analysis of the necessary quantity
and range of weapons, taking into account the composition of their components,
in order to create military superiority in the zone of military conflict [3, 4].
Creating superiority in weapons and military equipment is one of the important
tasks in preparing for a military operation [5, 6].

Building military superiority is a complex logistical task that requires
the involvement of developers, suppliers of weapons and military equipment,
and participants in transport logistics in a heterogeneous transport environment
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with possible transshipments from one transport route to another and temporary
storage of military cargo [7].

There’s some tricky logistics involved in delivering small batches of weapons
and their components from manufacturers and suppliers who are far away from the
combat zone [8-10]. When forming stocks of military equipment, it is necessary to
take into account the composition of components that ensure the effective use of
weapons (ammunition, spare parts, repair Kits, auxiliary equipment) [11, 12].
The logistics of training military personnel to use modern weapons requires
considerable time. All of the above, in general, has an impact on the formation of
the combat capability of military units and the establishment of superiority
over the enemy in the zone of military conflict [13].

Today, within the Unmanned Systems Forces (USF), strike companies of
UAVs are being created, as well as other units specializing in various types of
unmanned aerial vehicles. Providing the USF with the necessary unmanned aerial
vehicles for forming drone swarms, equipment for their control, and ammunition
IS an important task.

Therefore, the topic of this publication is relevant, as it addresses and solves
the problem of logistics for ensuring superiority over the enemy in a military
conflict zone for the successful conduct of military operations under conditions
of threats and vulnerabilities associated with the logistics of supplying weapons to
UAV units [14, 15], as well as the use of the component method and a precedent-
based approach to analyze the logistics of supplying and forming stocks of weapons
and their components in the combat zone [16, 17].

1. Analysis of current publications and setting the task

An analysis of publications on this topic showed that existing works are mainly
related to individual aspects of the task at hand, such as research on requirements for
establishing military parity for the successful conduct of military operations [15],
logistics of military cargo transportation [18], and uncertainties related to military
transportation logistics [19]. There are no publications offering a comprehensive
solution to the proposed task, analyzing threats related to the violation of military
parity in a zone of military conflict, or logistical threats related to the transportation
of military cargo to a combat zone. In addition, the impact of possible vulnerabilities
related to the logistics of military cargo delivery to the combat zone, leading to
a violation of military parity and, as a result, to the death of armed forces personnel,
the destruction of defense infrastructure, the transition from offensive to defensive
actions, etc., has not been studied.

104



The existing operational and tactical logistical problems related to establishing
military superiority in a war zone have been analyzed, among which the following
are noteworthy:

1. The problem of the large number of weapon components and small delivery
batches to the war zone. In the existing literature, the task of forming stocks of
weapons and their components is considered mainly in peacetime. Army stocks of
weapons and manufacturers’ stocks are formed, and long-term plans are implemented
to form stocks of weapons for a sufficiently long period of time [19].

2. The logistical problem associated with the supply of weapons and their
components through logistical channels in conditions of military threat. In peacetime,
military equipment stocks are formed according to a pre-established schedule
and logistical supply chains [18].

3. The problem of military threats, which leads to disruptions and stoppages
in the supply of military equipment. In peacetime, threats are associated with
possible transport breakdowns, accidents on transport routes, the influence of climatic
factors, and the emergence of terrorist threats [20].

4. The problem of timely delivery of weapons and their components is related
to military circumstances and the nature of combat operations in the zone of
military conflict. In peacetime, when supplying military equipment, the
requirements for the formation of stocks of weapons and their components are
taken into account in accordance with pre-established plans for the formation
of stocks in army warehouses [21].

The purpose of the study is to model actions to provide units with different
types of UAVs when forming a drone swarm to ensure military superiority in the air
in conditions of threats and vulnerabilities associated with the logistics of supplying
UAVs to a military conflict zone using the component method to represent weapons
and their components in the process of supplying military equipment.

The main criteria for evaluating the achievement of the research objective
are threat levels, logistical risks, and the time and costs required to establish military
superiority in a military conflict zone.

To achieve the research objective, the following tasks must be solved:

1. To form a component structure of military equipment for the systematic
representation of weapons and their components (using UAVs as an example).

2. To develop a component method for creating innovative UAV models.

3. To analyze threat factors in the formation of military superiority in the air
in a military conflict zone.
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4. To conduct threat modeling in the logistics of production and supply of
weapons and military equipment to ensure air superiority in a military conflict zone.

5. To optimize logistics costs for the formation of stocks of weapons and
their components in a military conflict zone.

6. To develop a method for improving the efficiency of weapons use by
creating asymmetry in military parity in a military conflict zone.

7. To create an agent-based simulation model for researching the logistics
of production and supply of weapons and military equipment to a military
conflict zone to establish military superiority.

2. Modeling the provision of UAV units in a military conflict zone
using a component-based approach

2.1 Formation of the UAV component structure for systematic representation
of weapons and their components

For the effective use of weapons in a military conflict zone, it is necessary
to comprehensively supply, in the required quantities, all components of military
equipment (ME) related to the effective functioning of weapons:

— basic structural components (BSC);

—ammunition (A);

— spare parts and repair kits (SP);

— auxiliary equipment (AE), which for UAVs includes control, communication,
power supply, transportation, and training equipment;

— mobile workshops for repairing military equipment (MME).

The lack of the necessary quantity of weapon components in the war zone
(in accordance with NATO requirements and standards) leads to a reduction in the
combat effectiveness of military equipment, as well as the inefficient use of weapons.
Therefore, it is important to systematically present the architecture of military
equipment in the form of weapons and their supporting components.

Fig. 1 shows a hierarchical diagram of types of weapons, highlighting the
component structure of a particular type of military equipment.

Here, on the top level, you can see the types of weapons used in war
zones, with aviation equipment, including UAVSs, highlighted on the second level.
The third level shows the components.

For example, a typical copter-type UAV consists of the following components:

— body or fuselage (B);

— power unit (engine) (PU) ;

— autopilot (flight controller) with sensors (AP);
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— control equipment (CE);

—air screw (propeller) (AS);

— information signal and telemetry transmitter and receiver (ITR);
— onboard electronics (OE);

— power source (battery, generator) (PS);

— landing gear (chassis) (LG).

O-level Types of weapons
1st level - + —
Tanks Aviation Artillery
2nd level UAV
/// \‘\\i;:\;\i“‘*\i
// \\\ ;;*“\~;;;;;;
_— T~ T
3rd level - ~— —
spare parts and Main structural . Supporting Mobile
. Ammunition -
repair Kits components equipment workshops
- / ’/ //‘ i \\
4thlevel — / ‘
— yv v
B PU AP R PS

Crry

1 2...Nsc 1 2. .Nap
m-level

Fig. 1. Component structure of a type of military equipment (UAV)

At the next level are components that that make up the supporting elements.
For strike UAVs, ammunition is an important component. Combined-type UAVs
are adapted to drop combat grenades (F-1, RGD-5, RGO, RGN, RK-3) and mines
(VOG-17, 82 mm for the 2B14 mortar and 120 mm for the 2B11 and 2B12)
on the enemy. UAVs are transformed into high-precision weapons that
simultaneously perform aerial reconnaissance tasks. In general, ammunition
contains the following components:

— projectile body (PB);

— warhead elements (cone or arrow) (WE),

— warhead element mountings (WEM),

— explosive substance (ES).
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The details of military equipment can be further elaborated, taking into account
not only the processes of supplying weapons and their components to the zone
of military conflict, but also the processes of manufacturing military equipment.

The modern approach to the creation of military equipment, based on NATO
standards and regulations, allows new weapons to be created by combining existing
components (reusable components). Therefore, it is advisable to use the component
method when modeling the creation of new types of weapons.

The following typical components can be identified for the creation of
new military equipment:

—reusable components (RC), which can be used in various types and
kinds of weapons;

—components that, through the adaptation of RC (AC), can be used
in the creation of new types of weapons;

—new components (IC) of an innovative nature. These components
must be used to create innovative models of military equipment.

The creation of innovative types of UAVs with the predominant use of RCC
allows minimizing risks, development time, and costs. However, the tactical and
technical characteristics of UAVs and their combat effectiveness will not differ
significantly from existing ones. The predominant use of innovative components
allows for improving the tactical and technical characteristics for combat use of
UAVs (accuracy, range, kill zone, etc.), but at the same time increases the risks,
time, and costs of an innovative project. A compromise lies in the combined
use of RC, AC, and NC components in the military equipment being developed.
This allows for the creation of innovative UAV models with improved characteristics
while keeping project time and cost risks at a satisfactory level.

The use of the component method to represent the multilayered structure
of military equipment allows for a systematic analysis of the logistics of supplying
and forming comprehensive stocks of UAVs and their components in a military
conflict zone, taking into account two main areas [20]:

1. Supply of UAVs from army warehouses and manufacturers’ warehouses.

2. Production of UAVs for delivery and formation of necessary stocks in the
zone of military conflict.

The logistics of forming stocks of military equipment in the zone of military
conflict belongs to the «pull» type of logistics system. In this case, the requirements
for UAV stockpiles are determined at the operational-tactical level, taking into
account the situation and objectives of military operations in the war zone.
These requirements are initially analyzed at the army depot level. If army depots
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do not have sufficient stockpiles, the possibility of supplying them from
manufacturers’ warehouses is analyzed. If the requirements for the comprehensive
formation of UAV stocks in the zone of military conflict cannot be met using army
warehouses and manufacturers’ warehouses, production plans are drawn up to
eliminate the shortage of UAVs and their components.

The component method allows, taking into account the use of RC, AC, and NC
components, to determine the logistics requirements for the comprehensive
formation of military equipment stocks in a military conflict zone in the following
sequence of actions:

1. First, at the operational and tactical level, using expert assessments
of military specialists, requirements are formed for the required number Wj of

the j-th type of UAVs for use in the zone of military conflict. At the first level,
requirements for the supporting components of the weapon W jLare formed.
2. The availability of the required number of certain types of UAVs Wj;
in army warehouses is checked. If
Wi <Wj (1)
where le is the availability of UAVs of the j-th type in the army warehouses),
then the required amount of Wj; is supplied to the zone of military conflict to

form stocks of the j-th type of UAV.
3. If
Wi >Wi, (2)
then the availability of Wj; in the manufacturers’ warehouses is checked.
If
Wip <Wjp +Wis, 3)
then Wj, is delivered to the military conflict zone.
4. If
Wi >Wijy +Wijy 4)
then in this case production plans are formed for the output
AW > Wiy — (Wi + W] ) - (5)
5. To implement the production plans AWy, it is necessary to form auxiliary
plans for the production of supporting components of the third level of representation

of the component architecture of military equipment (see Fig. 1).
Let’s introduce the following notation:
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B —ammunition;

Z — spare parts;

V —auxiliary equipment;

M — mobile workshops.

Given these notations, we write the following constraints:

AWJ‘ZB ZWJ'ZB _(WJ!ZB -I-Wj'zB ),

AWja, 2Wja, _(WjZZ +WJ”22 ) ©)
AWJ‘ZV ZWJ'ZV —(WJ!ZV +Wj'2v ),

AszM ZWjZM _(WjZM +Wj2M ),
where AWjo.,AWjo . AW5 ,AWjp, . is the required amount of ammunition, spare
parts, auxiliary equipment, and mobile workshops for the comprehensive supply of
UAVs to the military conflict zone.
6. Further, if there is a need to produce components for the i-th level of

representation of the component architecture of military equipment, then in this case
it is necessary:

AWjiB ZWjiB —(WjiB +Wj'iB ),
AWjiZ ZWjiZ —(Wjiz +Wj’iz ), 0
AWji, 2 Wi, ~(Wji, +Wf;, )

AWjiy, =Wiiy, _(WjiM +Wiiy, )

Thus, the use of the component method in the integrated formation of UAV
stocks of various types, using warehouses and production of components, allows to
formulate requirements for the volume of stocks and production plans for different

levels of component representation.

2.2 Component method for creating innovative UAV prototypes

When creating new models of military equipment, not only reusable
components (RC) but also adaptive components (AC) and innovative (IC)
components may be used in the product. At the initial stages of military equipment
development, it is necessary to form the component architecture of the product,
taking into account the tactical and technical characteristics (TTC) set out in the
project specifications.
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A method for synthesizing innovative UAV models has been proposed, taking
into account multi-level component architecture, which is based on the active use
of existing components (EC), allowing to minimize project risks and reduce the
time required to create relevant weapons for use in a military conflict zone.
The component method consists of the following stages:

1. At the beginning, the component composition of the ME product is formed
at the subsystem level. TTCs are specified for each component. We search
for existing components with the required TTCs in a database formed based
on previous developments and existing weapons. The component database will be
presented in the form of precedent bases (PB), which accumulate the experience
of previous developments.

2. During the synthesis process, the following directions for creating the
component architecture of innovative UAV models are possible:

A) the PB database contains the necessary components for forming the
component architecture of the product at the first level (subsystem level). In this case,
we proceed to the next stage of design;

B) the precedent database contains components whose TTC does not fully
match those required in the technical specifications for the project. In this case,
It is necessary to search for similar components by TTC value. That is, it is necessary
to evaluate the similarity between the k -th precedent in the PB and the required p -th

component of the project. In doing so, both quantitative and qualitative metrics
can be used to evaluate similarity. In the simplest method of evaluating
similarity (Minkowski metric), Euclidean distance is used:

L
I = lelp. (=21 ) ®)

where | =1,L — 1st characteristic from TTC components in the project;
Ap| — value of the 1st characteristic for the r -th UAV component in the project;

A — value of the 1st characteristic for the k -th precedent in PB;

A — significance (weight) of the 1st characteristic.

In the early stages of creating a new military product, there are characteristics
whose proximity to the project can be assessed qualitatively. In this case,
the proximity assessment can be carried out using a qualitative representation.

111



For example, in the form of letters of the Latin alphabet:
A — maximum proximity of components
according to the 1st characteristic;
B — satisfactory proximity of components
B = according to the 1st characteristic; ©)
Pl c - allowable proximity of components
according to the 1st characteristic;
D — remoteness of components

according to the 1st characteristic.

Next, depending on the importance of the TTC UAV, an ordered list of
characteristic values (in the form of «wordsy) is compiled. For example: B, B, A, C,
B for five characteristics. Then, if there is not only one possible close component
available, but several in the precedent database, a list of «words» is formed. For
example:

B,B,C,A B
B,B,D,C,B
C,BD,CB
B,B,AC,B
A C D, A C.
The list of «words» is lexicographically sorted and takes the following form:
A CD,AC
B,B,AC,B
B,B,C,A B
B,B,D,C,B
C,B,D,C,B.

Next, the permissible proximity indication is set in the form of a «control

wordy. For example:

B,B,B,B,B|.
The «control word» is placed in an ordered list of «words»:
A C,DAC
B,BACB
B,B,B,B,B
B,B,C AB
B,B,D,C,B
C,B,D,C,B.

112



Next, select the closest component by the characteristic value in PB, which
Is adjacent to the «control word»: B, B, A, C, B. This component will be used

in further design;
C) there is no component in the PB of existing components with the

required proximity in terms of characteristics. In this case, we proceed to the
decomposition of the i-th level project component into possible components of
the lower (i +1) level of the multi-component architecture of the product and search

for the required components in the PB at the (i+1) level of representation.

Next, we repeat the actions in step 2;
D) a possible situation is related to the design of a new innovative component.

Figure 2 shows a diagram of the component synthesis of military equipment.

Formation of the component
composition of a new ME product

Level 1 _— —
P e
Component 1 p-th component m-th component
(subsystem) (subsystem) T (subsystem)
Variants —
/

Production of
innovative (new)
components in the
absence of close
analogues

he A contain:
related
components.

The k-th
component is
located in A.

related
components
in A

Component details at the
second level of
representation

Comparison and selection of
the most relevant component
in A

Level 2 21 22 23

Fig. 2. Component synthesis diagram for a new military equipment product
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2.3. Optimization of logistics costs for the supply of weapons and components
in the combat zone

The complexity of the integrated supply of weapons to the combat zone is
associated with the many supporting components of military equipment that are
necessary for the effective use of weapons (ammunition, spare parts, repair Kits,
auxiliary equipment for maintenance, training of military personnel, etc.) Therefore,
the task of optimizing logistics costs for the timely delivery of UAVs and their
components to the combat zone to create a military advantage is urgent.
The effectiveness of the use of a particular j-th type of UAV in the combat zone will
depend on the comprehensive supply of the required number of supporting
components (designated respectively as B, Z, V, M). To create a stockpile of UAVs
of the j-th type in the amount of W;, it is necessary that the number of UAVs

is in the interval:
Wj min SWj SWj max » (10)

here Wjmin corresponds to the insurance stocks Wj in the combat zone, which

ensure, taking into account military risks, the establishment of parity of forces for
the j-th type of A (without violating the nature of hostilities).

The value of W,y creates an asymmetry in the military parity of forces,

which can ensure a change in the nature of hostilities (transition from defensive
to offensive actions). Therefore, planning of weapons stocks within the limits
of (10) is the basis for the successful fulfillment of the objectives of a military
operation. Also, it is necessary to fulfill similar requirements for the formation
of stocks of supporting components of the j-th type of UAV (B, Z, V, M):

WjB min SWjB SWjB max

WjZ min SWjZ SWjZ max (11)
WjV min SWjV SVVjV max s
WjM min SWjM SWjM max -

The complex supply of UAV types and its supporting components can be
carried out through a variety of logistics channels (LC). Therefore, it is relevant
to solve the problem of optimizing the choice of LCs, taking into account logistics
costs and requirements for the timely formation of military equipment stocks
in the CZ, under conditions of possible military risks Rj. The optimization

problem belongs to the class of multivariate problems using a set of indicators
and constraints. To solve this optimization problem, we will use the method
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of integer (Boolean) programming. Let’s introduce a Boolean variable Xjik »

which has the following values:
1, if k-th logistics channel is selected

Xjik = for the supply of i-th components of j-th type of weapons; (12)
0, other wise.

Let us present the logistics indicators of military equipment supply in the
combat zone as follows:
1. The volume of UAV stocks that are formed in the area of military conflict:
Q Nj M
W=2 2 2 WjikXjik: (13)
j=li=1k=1
where Wiy is the number of i-th components of the j-th type of UAV, which

are supplied according to the k -th possible LC;
njj is the number of possible LCs from which the i-th components of

the j-th UAV type are selected for supply;
nj is the set of different components of the j-th UAV type;

Q is the number of UAV types entering the military conflict zone;
I =1 corresponds to the weapon, i=2,..., refers to the supporting components

of the weapon.
2. Time of delivery of UAVs to the zone of military conflict:
Q Nj M
T=2 % > tjikXiik: (14)
j=li=1k=1
where T <T', T’ is the permissible time that ensures timely delivery of weapons to
the military conflict zone;

tjik Is the time of delivery of batches of the i-th component for the j-th type
of weapon according to the selected k -th LC.
3. Risks of supplying UAVs to a military conflict zone under martial law:
Q Nj Mij
R= 22 2 TjikXjik (15)
j=li=1k=1
where R<R', R’ is the permissible risk of supplying weapons to the CZ;
Fjik is the risk of supplying batches of i-th components for the j-th type

of weapon according to the selected k -th LC.
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4. Logistical costs associated with the supply of UAVs to the zone of

military conflict:
Q Nj M
L=2 2> 2 ljikXik: (16)

j=li=1k=1

where L< L', L' is the allowable logistics costs of supply,
|jik iIs the logistics costs associated with the supply of the i -th component for

the j-th type of UAV according to the selected k -th LC.
To form the necessary UAV stocks in a military conflict zone under conditions

of military risks, in order to create a military advantage, it is necessary to:

Q Mj M
max W,W = > 3 3 WjixXjik (17)
j=li=1k=1
taking into account
Wjikmin SWjik SWjikmax forall j,i, k. (18)
The following conditions must be met:
Q Nj M
T<T'T=2 2 2 tiKkXjik:
j=li=1k=1
Q Nj M
R<R,R=3 3 3 rjikXjik, (19)
j=li=1k=1
Q Nj M
L<L'\L=2 > > ljikXjik-
j=li=1k=1

For the timely supply and formation of the necessary stocks of UAVs in the

zone of military conflict, under martial law, it is necessary:

_ Q Nj Mj
m|nT,T = Z Z Z tjikxjikf (20)
j=li=1k=1
Subject to the following restrictions:
Q Nj My
W2W' W =73 > > WiikXjik:
j=li=1k=1
Q Nj M
R<R,R=2% > X rjikXjik (21)
j=li=1k=1
Q Nj M
L<LUiL=2> > > ljikXjik -
j=li=1k=1
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The solution of the set optimization problems with Boolean variables can be
carried out by one of the possible methods of integer optimization (for example,
the modified branch-and-bound method).

3. Modeling the logistics
of establishing military superiority in a combat zone

3.1 Analysis of Threat Factors in Establishing Military Superiority
in the Combat Zone

In order to establish military superiority, it is necessary to analyze the main
components of weapons and military equipment in a particular area of military
conflict. For example, such components in the form of threat factors are the lack
of the following types of weapons in the required quantity:

—aviation (including unmanned aerial vehicles)

— heavy weapons,

—ammunition.

Suppose that, with the help of military experts, the required types and number
of UAVs for the area of military conflict under consideration are determined

in the form of a set — M, mjeM, i=1N. Where m; is the number of UAVs

of the i-th type required to establish military superiority, N is the number of
required types of UAVs to establish military superiority in the combat zone (CZ).

It is known, based on the available weapons, how many UAVs of the i-th type
are available in the CZ — mp; € Mg, where mg; is the availability of weapons of

the i -th type at the present time.
Then
Am; = m; —m; (22)
Is the number of weapons of the i-th type required to ensure military parity of
forces in the CZ. The greater is the value of Am;, the greater is the threat associated

with the lack of the required number of weapons of the i-th type. The emergence
of threats associated with the required number of certain types of UAVSs can
lead to losses in the CZ. Therefore, it is necessary to assess the level of threats, taking
into account possible factors related to the insufficient number of weapons.

For the convenience and simplicity of analyzing the level of threats, we use
the estimates of military experts for each i -th type of UAV.
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To do this, we will use qualitative assessments of the level of threats in the
form of linguistic variable values [21]:
A —low threat level
to the i-th type of weapon;
X; = yp P (23)
B — acceptable level of threat;

C — high level of threat.

For each i-th type of UAV, there is a set of suppliers F that can supply mj
weapons m;; <Am;. The value of mj;; is a factor that affects the threat level X

and is determined with the help of military experts for each i-th type of weapon.
In addition, it is necessary to take into account the time of production and
delivery tij of the i -th type of UAV by the j-th supplier. Let Wij denote the costs of

production and delivery of the i-th type of UAV by the j-th supplier, and rjj denote

the risks of production and delivery of the i-th type of UAV by the j-th supplier.
Let’s define these values in a qualitative scale as multiples of three estimates:

A —minimum delivery term;

tij= <B- acceptable delivery term;

C — maximum delivery term;

A — minimum costs;

wij =4 B —acceptable costs; (24)

C — maximum costs;

A — minimum risk;
ij = | B —acceptable risk;
C — maximum risk.

To determine the supplier in the set P, we represent each possible j-th
supplier for the i-th type of weapon as a sequence of qualitative values Xjj, tjj,

Wij, fij, where X is the level of threat established by military experts depending
on the value mjj, which is associated with the number of the i-th type of UAV

and can be supplied by the j-th supplier.
The list of qualitative values Xjj, tjj, wjj, rjj will be represented as a «word».

Then, for the set B of possible suppliers of the i-th type of UAV, we will get a list
of «wordsy that will represent the options chosen by the suppliers.
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For example, we have 10 options:
1.A,C,B,B
2.B,A,B,B
3.B,B,AB
4.C,A,A B
5.B,B,C,B
6.B,AC,C
7.C,A A A
8.B,B,AC
9.C,A A C
10. A, B, B, C.

By ordering the options in the lexical and graphical sense, we get:
10.A,B, B, C
1.A,C,B,B
2.B,A,B,B
6.B,AC,C
3.B,B,A B
8.B,B,A,C
5.B,B,C,B
7.C,A A A
4.C,A,A B
9.C,A A, C.

It is noticeable that the options with the lowest level of threat will be in
the top half of the ordered list of possible suppliers of UAVs of the i-th type.
In this example, it is advisable to take the second option of the supplier with
an acceptable level of threats, the minimum period of production and delivery
of the i-th type of UAV, the acceptable value of production and delivery costs,
and the acceptable value of risk.

Thus, for each i-th type of UAV, suppliers will be selected that ensure
the minimum level of threat for all weapons in the formation of military parity
of forces in the area of military conflict.

Given the large number of possible UAV suppliers, we will use quantitative
estimates to formulate an optimization problem of selecting a supplier from a set
of suppliers that minimizes the level of threats in the formation of air superiority
in the combat zone.
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Let zj; be a Boolean variable that takes the values:

1—if the i-th supplier is selected

Zjj = for the j-th type of weapons; (25)
0 — other wise;
wherein
N
Z Zij =1. (26)
j=1
Then, the threat criterion can be given in the following form:
N N
V=2 X VijZij, (27)
i=1j=1

where vjj Is a quantitative assessment of the level of threat proposed by military

experts (for example, on a 10-point scale) when choosing the j-th supplier of

the i-th type of UAV,
n; is the number of possible suppliers of the i -th type of UAV.

It should be noted that vjj depends on the number of mjj <Amj;, where mj; is

the actual number of UAVs of the i -th type that can be supplied by the j-th supplier.

The total time for the production and delivery of weapons (a pessimistic
estimate of the time associated with the sequential nature of the supply) is determined
by the formula:

N N
T =2 > tjz. (28)
i=1j=1
The costs associated with the production and supply of the necessary weapons
and military equipment to establish military superiority in the CZ are:

N N
W = Z Z Wijzij' (29)
i=1j=1

Risks of production and supply of weapons to establish military superiority
in the CZ are determined by the formula:

N N
R=2 2 %z (30)
i=1 j=1
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It is necessary to minimize the threat associated with the lack of the required
number of UAVSs of various types in the CZ:

N N0
minV, V = z Z VijZij, (31)
i=1j=1
if the following restrictions are met:
N N
TLT, T= Z Z tijzij’
i=1j=1
N N
W<W,wW=> > Wij Zij (32)
i=1j=1
N N
R<R, R=3% X Kz,
i=1j=1

where T',W', R" — respectively, the permissible values of the time of production
and delivery of UAVs, permissible costs and risks of establishing a military
advantage in the CZ.

In the case of possible parallel deliveries of UAVs to the CZ (optimistic
estimate of the delivery time), the time is defined as:

i=1{ j=
j=1
If military experts have difficulty determining threat assessments, then in this
case we will use the values

T ngXL% tijZijJ. (33)

Ami’j :Amij - m,’J ) (34)

which must be minimized during the production and delivery of UAVs to the CZ.
In this case, it is necessary:

N n
minAm’, Am'= > > Amjjzjj , (35)
i=1j=1
taking into account the permissible values;
N N
T<T ' T=> > tijzij’
i=1j=1
N N
W <W', W =3 ZWijZij, (36)
i=1j=1
N N
R<R' R= Z Z rijzij.
i=1j=1
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If, for the i-th type of UAV, it is possible to use not one supplier, but a group
of suppliers, then in this case, it is necessary to evaluate each k -th group of possible
suppliers for the j-th option of selecting suppliers of the i -th type of weapon:

Vij = Z Vljk’
tlj Z tljk’
(37)
Wij = Z Wuk’
|
lij = Z rljk’

where Ij Is the number of possible suppllers in the group for the j-th option

of selecting possible suppliers.
Then, to assess the level of threats, it is necessary to minimize the level of threat:

N (]
minV, V :Z Z{Zvijk]zij, (38)
=1 j=1{ k=1

while fulfilling the constraints:

m (1
T<T' T= E:Z[Ztuk}zu’

i=1 j=1| k=1

N o[
W<W', wW=>» Z[ZWiijzij' (39)

i=1 j=1 k=1

n (1]
R<R, R= %Z{Zﬁjk}zu

i=1j=1\ k=1

If there are difficulties associated with quantifying the military threat
level vijk , then it is necessary to:

N ni (1
minAm’, Am'=Y S [ 3 Ami’jk}zij, (40)

i=1j=1 k=1

122



taking into account the fulfillment of the constraints
, N n (]
T<T  T=> > Ztijk Zij

i=1 j=1{ k=1

N (]
W<SW,W=> 31 > Wijk |Zij (41)
i=1j=1\ k=1

N o[
R<R, R=3} Z{Z ﬁjk]zij-

i=1 j=1 k=1

3.2 Modeling threats in the logistics of UAV production and supply

In wartime, the logistics chains used for the production and supply of weapons
and military equipment to the conflict zone may be disrupted by threats related to the
aggressor’s actions. At the same time, the realization of threats leads to the excitation
of various vulnerabilities in the logistics of production and supply, which can
ultimately lead to losses in the area of military conflict. The logical chain that needs
to be investigated is: threat — vulnerabilities - losses.

Vulnerabilities may be related to the condition and bottlenecks in the
heterogeneous transportation network used to transport weapons and military
equipment. Threats to vulnerabilities may include:

— moral and physical obsolescence of the transportation system,

— bottlenecks in the form of transshipment of military cargo from one
transportation highway to another,

— necessary warehousing and temporary storage of military cargo in certain
locations of the transportation network,

—transportation of ammunition that may explode due to the actions
of the aggressor,

— violation of cargo size and weight requirements,

— violation of special transportation regime requirements, etc.

In the event of a threat from the aggressor (air raids, missile attacks, long-range
artillery, etc.), vulnerabilities are triggered, which lead to damage in the area of
military conflict. Therefore, there is an urgent task to determine the impact of threats
on the exploitation of vulnerabilities that lead to losses. This affects the nature
of hostilities in the zone of military conflict.

To analyze the logical sequence: threat — vulnerabilities — losses, we will
use the estimates of military experts, which are formed using a full factorial
experiment (FFE). As an example of such an analysis, let’s consider the impact
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of a threat in the form of an air raid on a section of a railroad on which a batch of
UAVs is being transported. Let’s assume that military experts who know the specific
route of the military cargo have identified three possible transportation vulnerabilities
in the form of factors x; of the FFE:

— cargo transshipment (),

— temporary storage (X; ) ,
— violation of the special transportation regime (x3).

Table 1 shows the FFE plan, where the plan lines correspond to possible
vulnerabilities (no vulnerabilities — the first line (-1, -1, —1), the presence of all
vulnerabilities — the last line of the plan (+1, +1, +1)).

Table 1
FFE plan for loss assessment

X1 X2 X3 y
1] -1 -1 -1 0
2 -1 -1 +1 5
3 -1 +1 -1 3
41 -1 +1 +1 8
5 +1 -1 -1 2
6 +1 -1 +1 7
7 +1 +1 -1 5
8 +1 +1 +1 10

The right column of the FFE plan contains military experts’ estimates of the
levels of damage that would result from the vulnerabilities in the event of
an air attack, for example, on a ten-point scale. The FFE plan can be used to
build a regression relationship that allows you to estimate the impact of individual
factors on damage, provided that certain vulnerabilities are triggered in the event
of a threat (air raid):

y = b +bpxq +0px +bax3 +Dy2Xgxp + 13X Xp + 023X X3 +By23XgXoX3,  (42)
where bg by, by, b3, byo, by3, 003, by03 are the coefficients associated with the

influence of factors X, X, X3 on the value of the amount of damage (y).

Let’s build the linear part of the regression dependence associated with the
impact of individual factors (vulnerabilities) on the amount of damage.
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After simple calculations, we get:

y =bg +byX +boXy +gX3 =5+ % +1,5%) + 2,5X3. (43)

The dependence obtained as a result of the virtual experiment indicates
the influence of individual factors:

1. According to experts, the most important vulnerability that is triggered by
an air raid is the violation of the special regime for the transportation of
military cargo (b3 =2,5).

2. Less important is the vulnerability associated with the temporary storage of
military cargo (b, =1,5).

3. Vulnerability associated with the transshipment of military cargo is the least
important in terms of the impact on damage in the event of an air raid (b, =1).

3.3 A method of increasing the effectiveness of the use of weapons by
creating an asymmetry in military parity of forces in a military conflict zone

Military parity of forces is associated with the use of almost identical types of
enemy weapons in a zone of military conflict. The emergence of new types of
weapons and military equipment makes it possible to use more effective weapons in
the conflict zone that far exceed the combat characteristics of their analogues
(for example, the use of a swarm of drones with increased range and accuracy
of impact). Therefore, by creating an asymmetry in the number of weapons and the
use of different types of UAVs in a swarm, it is possible to increase the overall
effectiveness of UAVs in a military conflict zone. Therefore, it is important to
develop a method to increase the effectiveness of the use of weapons in a zone of
military conflict by creating an asymmetry in the types of weapons in the military
parity of forces. Due to the multivariate nature of the asymmetry in the military
parity of forces, we will use the method of integer (Boolean) programming as
a mathematical tool for solving the problem.

Let Xjjx be a Boolean variable with the following values:
Xijk =1, if the j-th type of weapon

and its k-th supplier are selected

o 44
ijk for the i-th type of weapons; @4

Xijk =0, other wise.

Further, with the help of military specialists (experts), for each type of UAV,
the effectiveness gjj of using UAVs in a military conflict zone is determined.
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Then, for each type of UAV, the efficiency of use is as follows:

n Pj

Qi =2 2 GijMijk Xijk» (49)
j=1k=1

where Mijk Is the number of units of weapon components (ammunition, components,
supporting elements) that can be delivered by the k-th supplier of the j-th type

for the i-th type of UAV;,
P(j) Is the number of possible suppliers of the j-th type of weapon.

Then the overall effectiveness of UAVs in a military conflict zone:
N n Pj

Q=2 2 2 GijMijkXijk (46)
i=1 j=1k=1

where N is the number of types of UAVS.
To ensure air superiority in the conflict zone, it is necessary to:

N n Pj
maxQ, Q=2 > > GijMijkXijk» (47)
i=1 j=1k=1
taking into account the limitations:
, N n Pj
T<T, T=% > > tijkMijkXijk - (48)
i=1 j=1k=1

where T is the time spent on the production and delivery of the UAV and
its components to the combat zone;

T'" — is the permissible time allocated for the production and delivery of
the UAV and its components to the combat zone;

tijk Is the time spent on the production and supply of support for one UAV

of the i-th type, j-th type of components by the k -th supplier.

N n Pj
WSW, W =3 3 3 WijkMijkXijk (49)
=1 j=1k=1

where W is the cost of production and supply of weapons to the combat zone;
W' — allowable costs;
Wijjx — costs associated with the production and supply of one UAV of

the i-th type, j-th type of components by the k -th arms supplier.
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N n Pj

R<R,R=X 3 3 KijkMijkXijk (50)
i1 jo1k=1

where R — risks associated with the production and supply of weapons to the
combat zone;

R" —acceptable risks;

fijk Is the risk associated with the production and supply of one UAV of

the i-th type, j-th type of components by the k -th arms supplier.
The following condition must be met:
Pj

2. Xijk =1, (51)
k=1

which means the mandatory selection of a supplier for the i-th type of UAV,
j -th type of component.

3.4 Agent-based simulation model for studying the logistics of production
and supply of weapons to the combat zone to establish military superiority

To calculate the time required to provide UAV units with the necessary
weapons to establish military superiority in the air in the face of threats, a model
was created that allows simulating the dynamics of military cargo transportation
(requests in the simulation model), taking into account the emergence of threats
and the excitation of vulnerabilities, which leads to a halt in the movement of cargo
to the combat zone. The agent-based model was created using the Any Logic
simulation environment, taking into account the main events that occur during
the transportation of military cargo.

The transportation network for the supply of military cargo is represented as
a directed graph, in which the vertices are transport hubs and the edges are sections
of the transportation highway. Possible transshipment and temporary storage of
cargoes are considered in the form of corresponding modeling agents. The main
agents in the simulation model for studying the production and logistics of military
cargo supply to establish parity of forces in the conflict zone are:

1. Transport network description agent.

2. Request generator agent (military cargo).

3. Threat agent.

4. Vulnerability agent.

5. Military cargo transport route formation agent.

6. Transport hub agent.

7. Transport route section agent.
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8. Military cargo temporary storage (warehousing) agent.

9. Transshipment agent.

10. Military cargo time delay agent (due to vulnerability excitation).
11. Risk agent.

12. Combat zone agent (CZA).

13. Simulation control agent.

14. Simulation results agent.

Figure 3 shows a block diagram of the agent-based model.

1. Transport 2. Request
network generator agent
description agent (military cargo)

4. Agent of
3. Threat agent vulnerability
excitation

13. Simulation

5. Vulnerability agent / control agent \ 6. Transport hub

agent
7. Transport 8. Military cargo
route section temporary storage
agent (warehousing) agent

9.
. 10. Military cargo
Transshipment . v carg
time delay agent
agent

12. Combat zone

11. Risk agent agent

A 4

14.Simulation
results agents

Fig. 3. Block diagram of the agent model

Let us briefly describe the simulation modeling algorithm. With the help of
military experts, a transport network (or a fragment of it) is set to be used for the
transportation of military cargo to the CZ in the form of sets of transport nodes and
sections of a heterogeneous transport network (transport network description agent).
Next, the time of the start of the military cargo movement in the transportation
highway is set (the request generator agent). Then, with the help of the cargo route
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agent, the request (military cargo) is transported through transport nodes and sections
of the highway using the transport node agent and the highway section agent.
During the movement of a request (military cargo), vulnerabilities (vulnerability
agent) may be triggered due to threats (threat agent). This leads to a temporary delay
in the application (military cargo) for the period associated with the nature of the
threat and the triggered vulnerability. When the request (military cargo) arrives in the
combat zone (agent of the combat zone), the simulation stops and the results
are generated (agent of the simulation results) in the form of

— the time of receipt of applications (military cargo) in the combat zone;

— time spent on the transportation of military cargo along a given route
(without or with vulnerability triggering);

— total time delays of military cargo;

— violation of the terms of delivery of military cargo to the FOB;

— time spent on transshipment;

— time spent on temporary storage (warehousing) of military cargo.

An algorithm has been developed to find a route with the minimum time
required to transport military cargo in the CZ. In the case of risk assessments
proposed by military experts, an algorithm for the formation of accumulated
risk in the logistics of supply in the CZ (risk agent) was developed.

Conclusions

The study is related to the modeling of the integrated supply of military
equipment to a military conflict zone in the form of UAVs and supporting
components. A representation of military equipment in the form of a component
structure is formed. The problems with the integrated supply of various types of
UAVs to the military conflict zone are analyzed, which are related to: the variety
and multiplicity of types of UAVs and its components, small batches of supplies,
complex supply logistics, risks of timely delivery for the formation of military
equipment stocks. Using system analysis, a multicomponent structure of military
equipment was created, which includes weapons and their main components in the
form of a multilayer architecture. The main types of military equipment components
are identified: reusable components that ensure unification and reusability in different
types of military equipment; new components that need to be developed in projects to
create modern equipment; adapted components that can be used in new military
equipment by modifying reusable components. The formation of a multilayer
architecture of military equipment is carried out taking into account the separate
types of components. The creation of stocks of military equipment (various types
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of UAV systems and components) in the zone of military conflict is carried
out using: army warehouses, manufacturers’ warehouses, as well as by producing
the required amount of weapons.

An algorithm for the formation of UAV stocks has been developed, taking
into account the values of safety stocks necessary to establish military superiority
in the air. When creating modified UAV models to be used in a military conflict
zone, the component architecture of a new military equipment model is formed
using a precedent database that contains possible components for reuse. The search
for similar components in the database of precedents required for a new project is
carried out with an assessment of the proximity of components by tactical and
technical characteristics. Both quantitative and qualitative proximity estimates in the
form of linguistic variables are proposed.

An optimization model for selecting logistics channels for the supply of
weapons and their components to a military conflict zone, taking into account
logistics costs and risks, has been created.

The second part of the study is related to the modeling of threats in the logistics
process of forming a military advantage. As a result of the preliminary analysis,
the shortcomings of existing methods that consider certain aspects of the process
of establishing military parity and advantages that are not linked in a comprehensive
solution to the problem are identified. The author analyzes the threat factors
associated with the lack of military superiority and parity of forces in the zone of
military conflict. Military experts assessed various types of weapons to study their
impact on the balance of military forces. The assessment was carried out using
qualitative expert assessments in the form of linguistic variables. Given the large
number of possible options for choosing suppliers of different types of UAVS,
the method of integer (Boolean) programming is used. The criteria for evaluating
UAV suppliers are proposed, taking into account the time, costs and risks of
production and delivery. The article investigates the sequence: threats -
vulnerabilities — losses, which is associated with the emergence of threats in the
logistics of production and supply of UAVs to establish military superiority in
the air. The author shows how the emergence of a threat affects the creation of
vulnerabilities in the logistics of UAV production and supply, which leads to losses
in the area of military conflict.

A method for increasing the efficiency of weapons use through innovative
types of attack UAVs has been developed, which allows, by creating an asymmetry
in military parity of forces, to successfully accomplish the goals of a combat
operation in a conflict zone.
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An agent-based simulation model was developed to study the logistics process
of establishing military superiority in the air. The agent-based simulation model is
used to calculate the delivery time and formulate rational routes for the transportation
of military cargo, taking into account wartime threats.

The following mathematical and modeling methods were used: system
analysis; component design; precedent approach; lexicographic ordering of options;
theory of experiments, expert evaluation method, integer (Boolean) programming
method; multi-criteria optimization based on linguistic variables, agent-based
simulation modeling.

The proposed approach allows, in planning the objectives of a military
operation, to formulate requirements for the production and supply of weapons and
military equipment, and to plan weapons stocks for effective use (establishing
military superiority in the air) in a military conflict zone using various types of
UAVs when forming a drone swarm, which contributes to the successful execution
of military operations.

This study was funded by the National Research Foundation of Ukraine in the
framework of the research project 2023.03/0197 on the topic «Multidisciplinary
study of the impact of emergency situations on the infectious diseases spreading
to support management decision making in the field of population biosafety».
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DIGITIZATION OF IT TEAM MANAGEMENT PROCESSES
IN PROJECT MANAGEMENT:
THE ROLE OF INFORMATION SYSTEMS
AND ARTIFICIAL INTELLIGENCE
Kovalchuk O., Kobylkin D.

The monograph is devoted to the study of digitalization processes in IT team management
within project and program management, with a focus on the role of information systems
and artificial intelligence. The work examines the theoretical and methodological foundations
of digitalization, the evolution of management approaches from classical models to Agile,
DevOps, and scaled frameworks such as SAFe. Special attention is given to the analysis of project
and HR management information systems, as well as the integration of Al in planning, productivity
forecasting, resource optimization, and talent development processes. The authors present a team
life cycle model, highlighting key characteristics, challenges, and managerial tasks at various
stages of team formation, growth, stabilization, and renewal. Global and Ukrainian practical
cases of digitalization and the implementation of innovative technologies are presented,
demonstrating opportunities to enhance efficiency, transparency, and adaptability of teams
in dynamic IT environments. The monograph may be useful for researchers, educators,
IT team leaders, HR specialists, and managers aiming to apply modern digital approaches
to improve organizational performance.

Current trends in society and the economy dictate the need to transform project
management systems through the active implementation of digital technologies.
Human resource management (HR) is becoming particularly important, as human
capital remains a key factor in the success of any project. The use of information
systems and artificial intelligence (Al) tools opens up new opportunities
for optimizing the processes of selection, adaptation, motivation, and development
of personnel within the implementation of projects and programs.

Adaptive Agile methodologies for managing IT projects and programs
stimulate innovative team development and the search for new ideas. Masaaki Imai,
a well-known theorist and consultant in the field of quality management, developed
the KAIZEN concept. After World War 1l, management practices were introduced
in organizations, including Toyota, and contributed to Japan’s economic miracle.
This management system is aimed at the continuous improvement of processes
in the organization and its functional aspects. This method belongs to the group
of total quality management (TQM) systems. It can positively influence the processes
of building an HR management system, as its principles encourage each team
member to contribute to the achievement of project goals. A systematic approach
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to the implementation of minor stages has a positive impact on the overall success of
an IT project. KAIZEN practices also help to identify and eliminate project
bottlenecks and losses, namely financial, time resources, and team member efforts.

KAIZEN is combined with Agile methodologies and the Scrum method.
This allows for improved efficiency in team member communication. Daily sprints,
retrospectives, and meetings facilitate problem solving, progress monitoring,
rationalization proposals, and staff involvement in the implementation of
IT projects and programs.

According to Isaac Adizes’ theory, the life cycle of a team is characterized by
certain stages that reflect the development of the team from the moment of its
formation to the possible termination of its activities or restructuring. The first stage
Is the birth of the team, when its foundations are laid and the initial idea is formed.
During this period, goals and initial resources are defined, and a leader and shared
values are sought to determine the future direction of the team’s work. The main
tasks at this stage are to create the initial structure of the team and distribute
key functions among its members. At the same time, the team faces a number
of challenges, including uncertainty, lack of resources, and the need to establish
clear roles.

The second stage is the accelerated growth or youth of the team, when the team
rapidly increases in size and volume of work performed. At this stage, there is a need
to professionalize participants, standardize processes, and implement a management
system to avoid chaos. The main tasks are to build an effective organizational
structure, distribute responsibilities, and adapt to new challenges that arise in the
growth process. The youth stage is critical for consolidating the foundation of team
effectiveness, as it is during this period that the standards of cooperation and
interaction are established that will influence the further development of the team.

The third stage is stabilization or maturity, during which the team achieves
stability and efficiency, and its activities become recognizable and predictable.
The main tasks of this period are to maintain stability and efficiency while
simultaneously searching for new avenues of development. The team must avoid the
risk of complacency and loss of flexibility, which can lead to stagnation. Innovation
and adaptation to changes in the external environment become key factors in
maintaining the viability of the team at this stage.

The fourth stage is aging or renewal of the team, when productivity may
decline and signs of internal degradation may appear. At this stage, there is a need
for fundamental changes and a review of the team’s goals and values. The main tasks
are to update the structure, define a new mission, or, if reform is not possible,
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prepare for the end of the team’s activities. The aging stage demonstrates the
Importance of strategic management and the organization’s ability to transform its
teams to ensure long-term effectiveness.

Thus, the team life cycle model reflects the dynamics of its development,
outlines the key characteristics of each stage, potential challenges, and necessary
management decisions. Understanding these patterns allows managers to effectively
plan resources, develop team members’ competencies, and ensure long-term team
effectiveness, which is especially relevant for IT teams working in project and
program management, where the speed of change and complexity of tasks are
increasing significantly. The team life cycle according to Adizes is a dynamic
process where each team must be aware of its current position and actively work
to overcome the challenges of each stage to achieve further success.

By applying Kaizen principles, HR managers can transform themselves from
«administrators» to «facilitators» of change, helping teams to self-organize and
continuously improve, thereby moving between the stages of the team-building
life cycle. This not only increases efficiency but also strengthens corporate culture.

In today’s digital transformation environment, organizations are faced
with the need to simultaneously manage multiple teams working on complex
information products and services. The growth in the scale of digital initiatives,
the increase in the number of project participants, and the complexity of
inter-team interactions require organizations to adopt new approaches to planning,
coordination, and control. Traditional management methods no longer provide
the necessary level of flexibility and speed of response to changes in the market
environment. That is why digitalization, supported by the introduction of
information systems and artificial intelligence tools, is becoming a determining
factor in improving the efficiency of modern management processes.

Traditional Agile approaches, such as Scrum or Kanban, have proven
themselves well within small teams, but their application becomes limited when
scaled to the program or portfolio level. To address this issue, the Scaled Agile
Framework (SAFe) was developed, which is a methodological approach to the
coordinated management of a large number of teams within a single product vision.

Digitalization in team management is interpreted as the process of integrating
digital technologies into all stages of a project or program lifecycle, which allows
for the optimization of resource allocation, ensures process transparency,
and improves decision-making quality. In the context of IT teams, the evolution
of management methods is of particular importance: from classic hierarchical models
to modern flexible methodologies such as Agile and DevOps. Agile methodology
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has provided a new level of flexibility in managing small teams, but with the growth
of organizations, there has been a need for methods capable of integrating the work of
dozens or even hundreds of teams within a single strategic framework. The response
to this challenge was the formation of scalable models, among which the Scaled
Agile Framework (SAFe) occupies an important place.

Intelligent
Information
Management (IIM)

Enterprise
Content
Management
(ECM)

Document

Management
(DM)

Records

Management
(RM)

Fig. 1. Intelligent Information Management

SAFe combines Lean, Agile, and DevOps principles, allowing you to strike
a balance between task flexibility and strategic organizational goals. The framework
Is based on the Agile Release Train (ART) concept — a long-term cross-functional
structure that brings together several teams to work together on a product or program.
ART ensures synchronization of iterations, integration of results, and increased
transparency in the development process.

The SAFe structure provides for four levels of management:

» Team level — a separate team working according to Scrum or Kanban,
ensuring the completion of tasks within sprints.

* Program level — coordination of several teams within the ART, allowing
them to coordinate their work and jointly achieve intermediate results.

« Large Solution level — management of large systems that require the
interaction of several programs. This level provides scalability and integration
at the level of architecture and technological solutions.
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« Portfolio level — a strategic level that combines projects and programs
with common business goals, sets priorities, and allocates resources in accordance
with the company’s long-term strategy.

An important advantage of SAFe is its ability to ensure consistency between
business and technical teams, which is particularly relevant for the IT sector.
Thanks to SAFe, organizations can combine strategic planning with operational
flexibility, minimize risks, and respond more quickly to changes in the
market environment.

The digitization of HR processes involves the comprehensive use of
information systems to collect, process, and analyze employee data. This reduces
routine tasks and allows you to focus on strategic aspects of management. The use
of specialized HRM systems is integrated with project management systems,
allowing you to form optimal teams according to competencies and tasks.

The use of information systems within SAFe plays a key role. Project
and program management systems (Jira Align, Rally Software, Microsoft Azure
DevOps) allow you to visualize planning, track dependencies between teams, and
automate reporting processes. In addition, the use of artificial intelligence tools in
SAFe helps to improve the accuracy of risk forecasting, optimize resource planning,
and ensure a data-driven approach to management.

Thus, SAFe is not only a methodology for scaled Agile, but also
a comprehensive approach to managing large project portfolios, combining
organizational strategy with flexible teamwork practices. Its implementation in IT
team management ensures synchronization, transparency, and speed of management
decision-making, which is critically important in today’s digital environment.

Table 1
Global cases and the Ukrainian context: digital transformations

Category Case / Example Focused on

Training, team coordination,

World SAFe Toptal: Telecom Serbia Agile Release Train

WSJF, prioritization, synchronization

World SAFe Toptal: financial company implementation

Agile MVP, digital services,

Ukrainian case studies | Air Alert, Diia, Prozorro.Sale
e-government, transparency

Ukrainian case studies | Al-npoextu (Noty.ai, Signy) Task automation, Al assistants, SaaS

SAFe combines Lean, Agile, and DevOps principles, providing organizations
with a structured model for managing large programs and portfolios. Its distinctive
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feature is a multi-level management structure that covers the team, program, large
solution, and portfolio levels. At the team level, SAFe involves working in Scrum
or Kanban format; at the program level, it involves coordinating multiple teams
through Agile Release Train; at the large solution level, it focuses on integrating
complex systems; and at the portfolio level, it combines projects with long-term
business goals. Thanks to this, SAFe ensures synchronization between the
organization’s strategic priorities and the operational activities of teams, which is
especially important for the IT sector.

Information systems are an important element of digitalization management.
They serve as a basic tool for organizing teamwork, coordinating tasks, and
managing resources. Among the most common systems are Jira, Trello, Asana,
Monday.com, Microsoft Project, and ClickUp, which provide task management,
progress tracking, integration with third-party tools, and automation of some
processes. More complex solutions, such as Jira Align or Rally Software, allow
organizations to work according to SAFe principles and coordinate a large number of
teams within a single program. Information systems digitize key management
functions — planning, monitoring, control, and reporting — enabling managers to
respond more quickly and accurately to changes in the external and internal
environment. To eliminate IT project «losses», successful organizations use digital
services to automate HR processes: recruiting, onboarding, talent development, and
retention. Artificial intelligence is beginning to play a special role in modern team
management. Artificial intelligence in human resource management is used for:

« analyzing large amounts of data about candidates and employees;

» predicting productivity and staff turnover risks;

» creating individual staff development trajectories;

* supporting management decision-making.

In project management, this allows for more accurate planning, shorter task
completion times, and reduced risks associated with inefficient use of human capital.
Its integration into digital management systems allows for the automation of
a significant number of routine tasks: resource allocation, priority setting, task
completion time forecasting, risk identification, and team performance analysis.
Machine learning algorithms provide deeper analysis of large data sets and offer
recommendations for decision-making based on predictive analytics. In the context of
IT team management, this means the ability to proactively identify bottlenecks,
timely adjust team workloads, and optimize communications. At the same time,
the use of Al requires attention to issues of ethics, data protection, and preventing
excessive reliance on algorithms in the strategic decision-making process.
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There are numerous examples of successful application of SAFe and
information systems in combination with Al in global practice. For example,
international corporations such as Intel, AstraZeneca, Royal Philips, and Capital One
demonstrate the effectiveness of scalable Agile approaches in coordinating the
work of thousands of employees. Individual studies show that thanks to SAFe,
companies reduce time to market, improve alignment between business strategies
and technical solutions, and increase transparency for customers. In the financial
and telecommunications sectors, SAFe has solved the problem of inter-team
fragmentation by introducing mechanisms for synchronizing and prioritizing tasks
using the WSJF model.

Ukraine also has examples of large-scale digitalization of government,
which, although not always directly related to SAFe, demonstrate the effectiveness
of Agile and Al in large projects. In particular, the Diya platform has become
a symbol of digital transformation in public administration and was implemented
according to the principles of MVP and rapid scaling. The Air Alert system,
developed during military operations, demonstrated the capabilities of rapid iterative
development and integration of user needs in the shortest possible time. Prozorro.Sale
showed how digital tools can ensure transparency and efficiency in the management
of state assets. These examples show that the digitization of management can be
successfully applied not only in the commercial sector but also in public
administration, opening up new opportunities for the use of information systems
and artificial intelligence.

In today’s digital world, information systems and artificial intelligence are
becoming critical tools for human resource management, especially in the IT sector,
where the speed of change and complexity of tasks require teams to be highly
adaptable. Modern HR systems allow for the automation of a wide range of processes
that were previously performed manually, including recruitment, onboarding of new
employees, career planning, performance evaluation, and knowledge management.
Integrating these systems into project and program management provides more
accurate control over resources, effective task distribution, and optimization of
teamwork. Modern HR information systems such as SAP SuccessFactors, Workday,
Oracle HCM Cloud, BambooHR, and Personio allow you to collect and analyze large
amounts of employee data. These platforms provide centralized personnel
management, KPI tracking, performance monitoring, and competency development
planning in line with the organization’s strategy. Thanks to such systems, managers
can assess team performance in real time, identify bottlenecks in task execution, and
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make informed management decisions, which significantly increases the team’s
adaptability at all stages of its life cycle.

Artificial intelligence in HR opens up new opportunities for automating
decision-making processes. Machine learning algorithms allow you to predict the
effectiveness of candidates at the recruitment stage by analyzing both professional
and behavioral characteristics. Al assistants help automate the onboarding process for
new employees by selecting individual training plans and assessing progress in
mastering the necessary skills. In addition, intelligent systems analyze team
dynamics, identify potential conflicts, and provide recommendations for optimal task
distribution, which helps increase productivity and employee satisfaction. In project
and program management, the integration of HR information systems and Al
contributes to more effective human resource management in large-scale IT projects.
For example, automated systems can track team members’ workloads, predict task
completion times based on historical data, and suggest optimal resource allocation
scenarios. This is especially important during periods of rapid growth and team
stabilization, when the number of tasks and participants increases and the risk of
overload and loss of efficiency becomes critical.

The use of Al in HR also promotes the development of a personalized
approach to talent management. Intelligent platforms are capable of creating
individual development plans for employees, identifying training and upskilling
needs, and assessing the alignment of current competencies with the organization’s
strategic goals. This ensures the continuous development of the team, maintains its
motivation, and prevents the risk of stagnation, which is characteristic of the maturity
stages of the team life cycle. Special attention should be paid to data analytics in HR,
which allows managers to obtain data-driven insights into team performance.
Based on large amounts of information about productivity, participant interaction,
and project results, Al systems can generate forecasts of potential productivity
declines, suggest measures to optimize processes, or even identify hidden talents
among employees. This approach not only helps maintain high team performance but
also contributes to the strategic development of the organization as a whole.

Thus, the introduction of information systems and artificial intelligence in HR
allows for the creation of a new generation of human resource management systems,
where the automation of routine processes is combined with deep analytics and the
individualization of management decisions. For IT teams working in project
and program management, this means increased adaptability, efficiency, and
innovation at all stages of the life cycle, from the team’s inception to its stabilization
and renewal. The integration of HR information systems and Al also opens up
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prospects for further scientific research, in particular regarding the evaluation
of the effectiveness of algorithms in predicting team performance, studying the
impact of automated decisions on employee motivation, and developing ethical
standards for the use of artificial intelligence in human resource management.
This allows for the combination of strategic planning and digital technologies,
creating a comprehensive approach to managing IT teams in today’s environment.

Thus, the digitization of IT team management processes in project and program
management is a complex phenomenon that encompasses methodological,
technological, and organizational aspects. It is based on a combination of modern
approaches, such as Agile, DevOps, and SAFe, with the use of powerful information
systems and artificial intelligence tools. This allows organizations to increase their
adaptability to change, reduce project implementation time, improve communication
between teams, and ensure a higher level of transparency in management processes.
Prospects for further research lie in studying the practical aspects of integrating Al
Into program management systems, developing ethical standards for the use of
algorithms in management, and adapting scalable approaches to the specifics of the
Ukrainian IT sector. Therefore, the digitization of HR processes and the use of
artificial intelligence are becoming key factors in improving project management
efficiency. The integration of information systems into project management
contributes to the creation of flexible teams, the optimization of management
decisions, and the growth of organizations’ competitiveness.
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MANAGEMENT OF MONITORING AND CONTROL PROCESSES
IN INNOVATIVE PROJECTS OF UAV PARAMETERIZATION
AND SWARM FLIGHT: MODELS, STRATEGIES, ADAPTIVE SOLUTIONS
Kritskiy D., Malyeyeva O., Popov A., Gubka O., Kosenko N.

Within the framework of managing innovative projects for the development of autonomous aviation
systems, a comprehensive approach to the parameterization of unmanned aerial vehicles (UAVS)
and the creation of group flight control models in swarm structures has been investigated.
The aim of the work is to ensure the effective and safe operation of UAVs in a swarm by calculating
their parameters and controlling group flight in a changing air environment based on
a mathematical and knowledge-oriented model. The following tasks are addressed: analysis of
autonomy levels, identification of critical parameters of devices, modeling of airspace with conflict
assessment, and construction of airspace ontology. Analyze the levels of autonomy and control in
a UAV swarm; determine the key parameters of UAVs that affect their interaction; build
a mathematical model of airspace taking into account potential conflicts; develop an ontological
model of airspace zones taking into account accessibility categories and restrictions. Results:
The main focus is on the formation of design solutions for autonomous interaction between devices,
multi-level control in a swarm, and air environment modeling. Mathematical models and
a knowledge-based database have been developed to support innovative solutions for the
safe operation of UAVs in dynamic environments. The results can be integrated into
innovation management programs in the field of defense technologies, aviation design,
and intelligent transport systems..

Introduction

Unmanned aerial vehicles (UAVS) have been in increasing demand in recent
years for civil, commercial, and military applications. In military applications
in particular, drones are becoming an integral part of the future battlefield [1].
Due to the limitations of the payload and energy of a single aircraft, it has been
proposed to deploy swarms of drones for a variety of applications with higher
mission requirements, which is changing their future application [2]. Drone swarms
perform missions jointly and have the potential for rapid deployment and coverage
that goes beyond the individual capabilities of single units. Currently, the number of
simultaneous drone missions is estimated to be in the tens or hundreds.

The large-scale use of drones is a new innovative element of modern hybrid
warfare. The formation of strike drones into swarms, the planning of their missions
in waves, and the provision of adaptive control and coordination allow for the
mass destruction of relevant enemy targets and contribute to the successful execution
of operational and tactical actions by military leadership. The urgency of these issues
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is caused by the current military and political realities in Ukraine and corresponds
to urgent state priorities and needs.

In the current conditions of rapid development of autonomous systems,
there is a growing need for effective management of group flights of unmanned
aerial vehicles [3]. Such swarm structures allow for monitoring, search, mapping, and
reconnaissance tasks to be performed with minimal operator intervention. However,
the effective organization of a UAV swarm requires clear structuring of the aircraft,
determination of their technical and functional parameters, and the construction of
interaction models in a complex, changing air environment.

New adaptive and intelligent methods for planning and controlling combat
drones are one of the most important components of modern hybrid warfare, allowing
for increased military effectiveness in conditions of limited time and increased risk.

The intensive development of UAVs and the expansion of their areas of
application, particularly in the military sector, requires the introduction of innovative
solutions in the field of complex technological systems management. One promising
area is the use of UAV swarm systems, where a group of autonomous devices
performs joint tasks based on distributed interaction. Effective management of such
systems requires coordinated models for parameterization, data exchange, decision-
making under uncertainty, and the ability to adapt to a dynamic environment.

One of the key challenges is the formalization of models of autonomy, control
levels, and interaction scenarios for UAVs within a swarm. At the same time,
it is necessary to model the airspace, taking into account potential conflicts and
restricted access zones. To support adaptive planning and decision-making
in conditions of many variables, an approach is used to construct an ontological
model of flight zone categories.

In view of this, there is a need to develop a comprehensive approach
to managing innovative projects related to the development of UAV swarm systems.
Such projects combine elements of system analysis, mathematical modeling,
engineering design, and knowledge-based technologies. The creation of an effective
group flight model that takes into account changes in the air environment, potential
conflicts, and restrictions on airspace availability allows for high mission efficiency.

The development of mathematical and ontological models within such
projects allows for the optimization of planning, monitoring, and management
processes for innovative developments in the field of autonomous aviation
systems. At the same time, ensuring the safety and reliability of swarm solutions
Is a critically important step on the path to the practical implementation of
such technologies. That is why research aimed at parameterizing UAVs and
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formalizing group flight control models is an important component of strategic
management of innovative development in high-tech industries.

1. Analysis of autonomy, control levels,
and interaction of UAVs in a swarm

The autonomy of UAVs is a measure of independence from external influences
and the level of self-organization [4, 5] (Table 1). The first three levels (from 0 to 2)
correspond to UAVs that require constant human operator involvement. They use
systems that facilitate control, but constant analysis of the external situation is
necessary. Levels 3-5 of autonomy correspond to UAVs that are already capable of
moving independently and analyzing data obtained from the environment. Control of
level 3 and 4 drones can be transferred to a human operator if necessary, while level 5
corresponds to UAVSs that operate exclusively in autonomous mode.

Table 1
Levels of UAV autonomy
Level of autonomy 0 1 2 3 4 5
Degree of automation | None Low Part Conditional High Full
Avoiding obstacles None | Recognize and warn | Recognize and avoid | Recognize and orient

Let’s consider the levels of UAV autonomy and how the implementation
of autonomous UAYV control looks in practice:

Level 0. No automation. The pilot has complete control over every movement.
The platforms are constantly monitored 100% manually.

At zero autonomy, no function is performed by the drone independently.
All tasks, including maintaining altitude and the required flight speed, are the
sole responsibility of the operator. Such UAVs are very rare and are not intended
for swarm use. They are mainly used for racing or are the simplest UAVs loaded
with cameras for photo or video recording. Only an experienced operator can
successfully control such a drone.

Practical application: UAVs for model aircraft.

Level 1. Pilot assistance. The pilot remains in control of the overall operation
and safety of the UAV. However, the UAV may take over at least one vital function
for a certain period of time.

The first level of autonomy involves the UAV performing only basic functions,
such as automatically maintaining altitude or flight speed. Satellite or inertial
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navigation aids may be integrated into the control system, with data from these being
analyzed by the operator or a ground station. All key flight phases, from takeoff to
landing, remain under human control. Drones at this level may be equipped with
sensors and cameras, but are not capable of processing the information they receive
independently. They support GNSS for flight stabilization, while all inputs in terms
of course, altitude, and speed are made manually. At this level, collision detection
and avoidance functions are available to warn the pilot of nearby UAVs and other
obstacles, but some functions depend on manual control by the pilot. Due to their
limited capabilities, swarm systems cannot be created with these UAVS.

Applications: Mainly used for entertainment purposes, surveillance, photography,
and videography. Or used to obtain simple recreational photos and videos.

Military applications: localization and detection, photography and videography,
protection and monitoring.

Level 2. Partial automation. The pilot is still responsible for safe operation
and must be ready to take control of the UAV if something happens. However,
under certain conditions, the UAV can take control of the course, altitude, and speed.
The pilot monitors the airspace, flight conditions, and responds to emergencies.
Currently, most manufacturers are developing UAVs at this level, where the
platform can assist with navigation functions and allow the pilot to relinquish some
of their tasks.

At the second level of autonomy, the UAV is capable of performing certain
functions without operator intervention, such as stabilizing its position, following
a predetermined route, or keeping an object in the frame. However, overall flight
control and decision-making remain with the human operator. Data from navigation
systems (GPS, inertial sensors) can already be processed partially automatically,
but tasks such as obstacle avoidance still require operator intervention.

Practical application: a pre-programmed flight path is loaded onto the
autopilot and the UAV begins to perform tasks along these trajectories after takeoff.
This is now common practice in mapping. Some UAVs with this level of autonomy
have a built-in automatic takeoff and landing function, which makes the UAV easier
to control but does not make it more autonomous.

Military applications: mapping, surveying. This level allows UAVs to be used
for simple reconnaissance, monitoring, or delivery missions, but such drones are
extremely limited in swarm operations.

Level 3. Conditional automation. As in level 2, the UAV can fly on its own,
but the human pilot must still remain alert and be ready to take control at any time.
The UAV control system transmits data to the pilot about the need for intervention,
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so it is a backup system. This level means that the UAV can perform all functions
«under certain conditionsy.

At the third level of autonomy, UAVs gain obstacle recognition, which
complements the capabilities of the previous level. This allows the drone to analyze
its environment, but it cannot yet make decisions. When obstacles are detected,
the device stops and notifies the operator of the need for intervention.

In swarm interaction, two approaches are provided for UAVs of this level.
The first is control via a leader drone. In such a system, a person or ground
station controls one main drone, and all others follow it, having a direct connection
with the leader. At the same time, the distance from it should not exceed the
stable communication range. To avoid loss of control, when communication is lost,
a new leader is automatically selected from among the swarm members.

The second option is centralized control from a command center. In this case,
each UAV sends all data (coordinates, speed, direction of movement, acceleration,
sensor information, etc.) to the control center. The center analyzes the situation
and sends commands to the drones. With this architecture, there is no interaction
between the UAVs, and all decisions are made externally, not on board the aircraft.

Practical application: The UAV flies along a programmed flight path until its
onboard sensors detect an obstacle. Upon detection, the UAV stops and sends
an alarm signal about the object in its immediate vicinity. The pilot then manually
corrects the direction and altitude before the UAV continues flying along
its programmed path.

Military applications: mapping, monitoring, and cargo delivery. Swarm
systems with third-level autonomy drones have sufficient functionality for mapping
and security monitoring tasks.

Level 3+. Automated UAV deployment. Another way to measure UAV
autonomy is to consider the operating environment. Some manufacturers have made
progress in automating UAV deployment. This means that there is no human in the
loop to control the flight.

Practical application: the idea is to have a UAV installed on site that
frequently performs the same task (e.g., surveying a specific area twice a day).
The pre-programmed flight path remains unchanged, the UAV is equipped
with automated take-off and landing capabilities, and the landing site allows
the batteries to be recharged and the UAV to be automatically deployed according
to a set schedule.

Military applications: mapping, surveying, and protection and security.
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Level 4. High automation. The UAV can be controlled by a human, but this is
not always necessary. It can fly for long periods of time under certain circumstances.
UAVs are expected to have backup systems, so if one system fails, it will still
function. The behavior of a UAV depends on fixed built-in functionality or a fixed set
of rules that dictate the behavior of the system.

The fourth level of autonomy is currently the most advanced among existing
UAVs. Drones of this level are capable of independently processing information
received from installed equipment and making decisions based on it. For example,
when obstacles are detected, they can change their route without external commands
and successfully complete their tasks autonomously. However, in non-standard or
complex situations, drones may not achieve the planned result. Such UAVs can be
controlled either manually or completely autonomously.

Level 4 drone swarms operate independently of ground control.
Their autonomy allows them to exchange data with each other, including only
with the nearest devices. This optimizes energy consumption and reduces the
technical complexity requirements for each UAV. Such a swarm can include
drones of different models and with different equipment. Tasks are distributed
according to the capabilities of each drone and its specialization.

Bio-inspired algorithms based on the behavior of living organisms are often
used to create mechanisms for interaction between drones of this level. These can be
algorithms that mimic the actions of ants, bees, bats, or even simple biological
particles. Despite different approaches to solving problems, they share a common
idea: each drone independently searches for a way to achieve its goal using
information received from other members of the swarm. Over time, as the algorithm
works, the drones concentrate on the most promising objects for achieving the goal,
such as the closest, most valuable, or most important according to specified criteria.

Practical application: A UAV equipped with a specific set of sensors monitors
an object. In doing so, the UAV senses obstacles in its flight path and actively avoids
contact by changing direction and altitude. It finds a way to complete the task
while automatically changing the way it is performed.

Military applications: photography and video recording.

Level 5. Full automation. The UAV controls itself under all circumstances
without waiting for human intervention. This includes full automation of all flight
tasks under all conditions.

Such UAVs must use Al tools to plan their flights, in other words,
autonomous learning systems with the ability to modify routine behavior functions.
It is also important to remember that the fifth level of autonomy is a prerequisite
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for achieving two key goals in the unmanned industry: air mobility and
large UAVs for cargo delivery.

The fifth level of UAV autonomy remains hypothetical and has not yet been
implemented in practice. It is assumed that unmanned aircraft of this level will be
able to perform assigned tasks completely autonomously in any environment,
regardless of external factors. Their operation will be based on highly developed
artificial intelligence technologies that will allow drones to independently analyze
situations, make decisions, and adapt to changes.

The possibility of operator intervention will be implemented only as
an additional backup mechanism, not as the primary form of control.

The communication architecture in swarms of drones at this level will likely
be similar to that used in fourth-level UAVSs: data exchange between devices
will occur in a decentralized manner, with a preference for local interaction
between the closest members of the swarm.

The first three levels (0 to 2) correspond to UAVSs that require constant human
operator involvement. They use systems that facilitate control, but constant analysis
of the external situation is necessary. Autonomy levels 3-5 correspond to UAVs
that are already capable of moving independently and analyzing data obtained
from the environment. Control of level 3 and 4 drones can be transferred to
a human operator if necessary, while level 5 corresponds to UAVs that operate
exclusively in autonomous mode.

In accordance with the classification of UAV autonomy levels, let us consider
the levels of UAV control (Fig. 1).

At the first level, interaction with the environment occurs through the
control and modification of the operation of the executive mechanisms.

At the second level, the ability to control the rotation speed of the propellers
is added to the control of the executive mechanisms.

Today, the simplest flight controllers include a microcontroller with
a minimum set of sensors for assessing position, orientation, and altitude
(accelerometers, gyroscopes, barometers), which allow you to assess the position
and automatically influence the propeller rotation speeds, for example, to stabilize
the position in the air and maintain altitude.

The third level controls the orientation of the UAV, whose controller
IS equipped with a GPS sensor that allows it to orient itself in space.

At the fourth level, linear speed control is automated. In addition to the
angular speed and orientation controllers, the autopilot has a level for controlling
linear speeds and position.
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1. Control of executive mechanisms

¢

2. Rotation speed control

¢

3. Orientation control

¢

4. Linear speed control

¢

5. Spatial motion control

¢

6. Planning movement with obstacle
avoidance

¢

7. Automatic execution of application
tasks

¢

8. Group interaction

¢

9. Integration into a single airspace

Fig. 1. Levels of UAV motion control

At the fifth level, the movement of the UAV in space is controlled by
software. The principle of position control in autopilot mode is as follows:
the operator sets the coordinates of a virtual point in space, the autopilot calculates
the direction relative to the current coordinates of the UAV and forms a velocity
vector, which is sent to the speed controller. The speed controller forms the desired
angle of the UAV, which is sent to the controller responsible for the angle.
A properly configured control system allows stable flight in windy weather,

compensating for external influences.
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At the sixth level, intelligent planning systems are integrated into the UAV
control system. The UAV must be equipped with algorithms for obstacle avoidance
or independent reconnaissance of complex terrain. For this purpose, an on-board
computer with sensors is additionally used: cameras, lidars, radars, and other
additional devices.

At the seventh level, automatic execution of applied tasks appears. The tasks
of the UAV include independent route planning: for example, following any object or
automatically exploring and mapping the space.

The eighth level of control is provided by group interaction between UAVS.

The ninth level involves built-in air traffic control systems, as described in [6].

Here is a classification of UAV groups based on the types of interaction
between devices [7, 8]:

Level 1. Direct physical interaction. In this case, UAVs are connected directly
to each other and their movement is limited by forces that depend on the movement
of other UAVs. An example is the lifting and transport of cargo by several UAVS.
From the point of view of route planning and collision avoidance, all agents can be
considered as a single entity. Since the number of devices in this case is usually
small, both centralized and decentralized control systems can be used.

Level 2. Formations. The devices are not directly connected to each other, and
their relative positions are strictly defined to maintain the formation. Path planning
can be considered for a formation of several UAVs as a single entity. Collision
avoidance between devices can be built into the formation control algorithms.
Scalability becomes important for this approach, and therefore decentralized control
algorithms are preferred.

Level 3. Swarms of devices — a team of multiple UAVs, whose interaction
algorithms ensure collective behavior. The resulting movement of the group is not
necessarily a formation. Scalability is one of the most important issues in this
approach, so the use of decentralized algorithms is a prerequisite.

Level 4. Cooperation. UAVs from a group plan their movement according
to individual tasks that must be distributed to perform a higher-order mission
in the control system hierarchy [9]. These trajectories are usually geometrically
interrelated, as in the case of formations. Therefore, issues such as task allocation,
high-level planning, plan breakdown into subtasks, and conflict resolution must be
resolved before the higher-order mission can be executed. Accordingly, both
centralized and decentralized control system architectures must be used.

Figure 2 shows a schematic interaction between the UAVs described above.
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Fig. 2. Types of interactions between UAVSs:
A — direct physical interaction, B — formation, C — swarm, D — cooperation

Three possible control strategies can be identified:

— centralized — remote control with a dedicated base station, the swarm
leader is appointed from the central node;

— decentralized — the swarm leader is determined based on any algorithm
and does not depend on the central control station;

— mixed — combines the advantages of centralized and decentralized strategies
by selecting a swarm leader, if necessary, based on one of the algorithms with
the transfer of control rights to the operator [10].

2. Determination of UAV parameters for group flight

For successful group autonomous flight of a group of UAVS, it is necessary
to take into account: their density, the accuracy of positioning of each UAV,
and the possibility and quality of communication with the control panel.
An important condition is the stability of the UAV to wind gusts, turbulence,
and other factors. Table 2 shows the characteristics of known quadcopter
prototypes used for group flight.

A large number of quadcopters are required to create a UAV group, so it
was decided to focus on the budget model CLOVER from COEX.

During the development of a quadcopter prototype based on the COEX
CLOVER model, data available on the manufacturer’s website was taken into
account. Based on the prototype parameters and the xcopterCalc service
[https://www.ecalc.ch/xcoptercalc.php], calculations were performed to obtain
realistic results regarding flight time, compatibility, and the correctness of the
selected components. Thanks to the xcopterCalc component database, it is possible
to vary the parameters to obtain optimal values.
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Table 2
Quadcopter prototypes used for group flights

. e Network
Model Weight, g | Brightness Batter_y life, | Positioning connection Appearance
name min technology J
(Wi-Fi)
786 Huge LED 2.4 GHz and
IFO (without | g 25  |GPSRTK |<
ight 5.8 GHz range
battery)
5.8 GHz
EMO 540 12 lamps 35 GPS RTK WiEi
CLOVER {1000 LED strip 15 GPS 2.4 GHz

The service has a wide range of settings and a large database of electronic
components. The main settings that must be specified for the calculation (Fig. 3):

— model weight. When selecting a screw motor unit, the calculator
automatically takes into account their weight. Considering the maximum take-off
weight of 1000 g specified in the prototype, let’s consider a model weighing 1200 g,
including the screw motor unit;

— number of screws — for the model under development, as in the prototype,
for clarity, the service immediately draws the resulting configuration;

— frame dimensions — the diagonal distance between the motor axes, the size
Is specified as 450 mm;

— battery (lead-acid battery) — «LiPo 4500 mAh 35/50C» battery and
«Nominal» charge status; the number of batteries connected in parallel is specified
in the «P» field (if using a circuit with several batteries);

— regulator (ESC) — select a speed regulator from the list based on your
needs — max 60A,;

— in the attachments, specify the total consumption and weight of all
additional equipment to be installed, for example: camera, flashlight, etc.;

— motor — select based on the intended use of the multicopter, SunnySky
V4006-380;

— propeller — for the initial calculation, we will take propellers from the popular
manufacturer DJI with a diameter of 254 mm, three blades, and a pitch of 127 mm.
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General Model Weight #of Rofors: Frame Size: FCU Tilt Limit: Figld Elsvation Air Temperature: Pressure (QNH):

[1200 |q [lincl.Drive  +| |4 | [450  |mm [ no it v | (M3 |mAsL |25 t 1012 |hPa
[#23 o [fal v| [1772 lincn a7t |fasL |77 [*F 2991 inHg
Battery Cell Type (Cont./max. C) - charge state: Cﬂwﬂguraliun Cell Capacity: max. discharge: Resistance: WVoltage: C-Rate: Weight:
[ LiPo 4500man - 355500 ¥ |-[_nomal | l4]s [P (4500 |man [ 855 | {00036 jom (37 |v (35  |Ccont (116 g
[4500 |mantotal (50 |cmax (41 ez
Controller  Type: Current Resistance Weight: Accessories Gurrent drain: Weight
[ max60a v |60 |Acont 00045 |Ohm |80 g 0 o o g
\ G0 |A mar. | 28 |oa \ 0 \oz
Motor Manufacturer - Type (Kv) - Cooling: KV (wio forque): no-load Current: Limit (up to 15s) Resistance: Case Length #mag. Poles: Weight:
[ sunnysky w | - v4006-350 (360) vl |0 |pmv |04 |a@[t0 W[40 |[wv| [0  Jom |18 [mm 24| | 68 g
[good +| search... | [ Prog-fovtizard | (071 |inch 24 e
Propeller  Type - yoke fwist: Diameter Pitch: #Blades: PGanst/ TConst Gear Ratio:
[Du vl v [0 Jien |5 Jinch [3 | [ e | i |1 | caloulate |

34 |mm [17 0 |mm

Fig. 3. Calculation parameters

Figure 4 shows the results and configuration of the multicopter. It is important
to understand that the calculation is approximate and does not give guaranteed
results, but it clearly shows how flight characteristics change when components
and other parameters are changed. The figure shows:

— motor efficiency at optimal and maximum operating modes and in
hover mode;

— propeller motor group efficiency in hover and maximum operation;

— payload, maximum roll, rate of climb, and probable time with flight range.

Q)

x

52

238

32 14
Load Hover Flight Time electric Power est Temperature Thrust-Weight specific Thrust Configuration
Remarks:
Battery Motor @ Optimum Efficiency Motor @ Maximum Motor @ Hover Total Drive Multicopter
Load 318C Cument 8124 Current. 357 A Current 24 A Drive Weight- 162g All-up Weight 1200 g
Voltage: 1459V Voltage: 1442V Voltage: 1456V Voltage: 1465V 41 0z 423 0z
Rated Voitage: 1480V Revolutions™ 5050 rpm Revolutions™: 5289 rpm Revolutions™ 4131 rpm Thrust-Weight: 14:1 add. Payload: 2049
Energy: 66.6 Wh electric Power: 883W electric Power: 821 W Throttle (log): 638 % Current @ Hover: 966 A 720z
Total Capacity: 4500 mAh mech. Power 50w mech. Power: 429w Throttle (linear) 78 % Py(in) @ Hover 1429 W max Tilt -
Used Capacity- 3825 mAh Efficiency- 350 % Power-Weight: 173.7 Wikg electric Power 354W Piout) @ Hover: 1162 W max Speed 24 km/
min. Flight Time: 16.1 min 78.8 Wib mech. Power: 291w Efficiency @ Hover. 813 % 14.9 mph
Mixed Flight Time: 19.4 min Efficiency: 823 % Power-Weight: 119.1 Wikg ‘Current @ max 1430 A est Range 4410 m
Hover Flight Time: 2356 min est. Temperature: 3z2°C 54 Wib P(in) @ max: 2116 W 274 mi
Weight: 464 g a0 °F Efficiency. 822% Plout) @ max 1715 W est rate of climb: 1.8 mfs
16.4 oz est. Temperature: 30 °C Efficiency @ max: 81.1% 354 ftfmin
LA T 86 °F Total Disc Area 2027 dm?
et R specific Thrust 5.48 gW 314.19 in®
Voltage 1459V 0.3 0z vith Rotor fail o
Pawer: 208.3 W

Fig 4. Calculation results

Let us consider the results of calculating the flight range using the graph shown
in Figure 5. The left side of the graph shows the flight time (in minutes), the bottom
side shows the speed of the UAV during flight (in kilometers per hour), and the right
side shows the flight range (in meters). The green line shows the best range of flight
time and distance data obtained. Depending on the weather, like if there’s air
resistance or not, there are two types of time and range.
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Fig. 5. Simulated graph of flight time and distance

Figure 6 shows the characteristics of the motor. The total power is marked with
a circle on each characteristic curve. Based on the graph, we can see that the electric
power limit of the motor can be even higher. The maximum flight time shown
in Figure 5 (23.8 min) is calculated for the planned situation with the battery
discharged to 85%. In reality, the flight time to avoid complete battery discharge
will be no more than 19 minutes, i.e., a maximum discharge of 80%, which is
sufficient for a group flight of UAVs.

Motor Characteristic at Full Throttle

140 D el. Power [in W] ®
(0 Efficiznay [%]
B & max. Revolutions [in 100rpm]
120 | @ D waste Power [in 1W]
B & Motor Case Temp. ['C]

B Motor Gase Temp. averlimit [FC)
100

®

Motor @ Hover ) by eCalc V2.05

Ampere

Fig. 6. Engine characteristics at full throttle
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Considering that the calculation accuracy is £15% and the UAV does not
maintain a constant speed, the data obtained will differ slightly from the real scenario.

3. Mathematical models for constructing airspace maps
and assessing conflicts

The increase in the number of small unmanned aerial vehicles has led to the
emergence of a new task of unmanned traffic management (UTM). The main task of
UTM is to estimate the throughput capacity — how many UAVs can be safely
deployed with the possibility of successful management in a given airspace (AS).
This task can be solved by estimating the following parameters:

— factors limiting AS capabilities, such as the emergence of intractable conflicts
(if their probability is high, then measures to manage them should be identified);

— excessive UAV noise;

— interference with the UAV operator’s communications (taking into account
cybersecurity requirements, as encryption protocols require higher bandwidth).

The AS UTM throughput capacity assessment is based on air traffic
management models and methods [11, 12], which mainly deal with flight planning
from airport to airport. The UTM model differs in that it involves a larger number
of aircraft and operators, a variety of flight tasks, and the ability to take off and
land on unprepared sites. The limitations of the UTM model are the consideration
of permitted movement zones for UAVs and restrictions on height above
ground level (150 meters) [13].

Let us consider the stages of introducing UAVSs into a single airspace. Based on
NASA recommendations, four main stages have been identified, corresponding to
levels of technological capability:

1) UAV motion control technologies for agricultural monitoring, firefighting,
and infrastructure monitoring operations;

2) technologies for dynamic correction of airspace availability and
management of unforeseen circumstances;

3) technologies for determining safe separation between private UAVS in
moderately populated areas;

4) technologies for UAV operation in denser urban areas for tasks such as
information gathering and package delivery.

Let us consider the objectives of these stages.

Stage 1. Testing of single UAV flights. Studying the demand for flights
in sparsely populated areas.
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Stage 2. Initial integration of UAVSs into non-aggregated airspace, introduction
of a basic UTM model.

Stage 3. Integration of unmanned aircraft systems (UAS) into the airspace
of piloted aircraft, introduction of regional UTM.

Stage 4. Transparency in UAS management and situational awareness of
all air traffic participants, creation of a centralized UTM.

Various information subsystems are used to determine flight-permitted
areas and assess current traffic [14]. For example, the US Federal Aviation
Administration website [15] provides maps showing flight-permitted areas, areas
with flight altitude restrictions, and the possibility to register and obtain a flight
license in electronic form.

To create such a subsystem in Ukraine, it is necessary to assess the probable
traffic and collect information about no-fly zones.

The concept of the LiU UAV traffic probability map model is based on the
following works:

— Dutch model «Metropolis» [16] — a probability model where aircraft are
distributed evenly in a given AS. In general, the flight direction of UAVSs is evenly
distributed in a given AS circle (assuming that UAVs fly at the same altitude, i.e., the
model is two-dimensional). This allows the probability of conflicts to be obtained;

— the Cal model [17] improves the previous model in terms of selecting flight
end points. They are selected based on population density. In this case, each UAV
flight is a line connecting the starting and ending points, raised to a given altitude.

Due to the rational selection of the throughput capacity of a given AS, limited
by the number of UAVs, at which their safety decreases due to the emergence
of conflicts involving three or more UAVS, the quality of UTM is improved.

To determine the intensity of UAV traffic, modeling methods are used with
the application of a Poisson process model and a model for constructing
and evaluating a random geometric graph.

The following input data are required to build a map of the studied
AS for UAVs:

— region of interest R ;

— flight intensity D(g), given for each point g e R;

— observation duration T (T =12 hours, i.e., daily traffic);

— the expected number of UAV operations during the time T (the parameter N
changes during the experiments).

Considering the extremely low altitudes of AS, we assume that the demand
for AS is generated according to the Cal model: the start time of a flight from
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any point a€R is formed according to Poisson’s law, according to which the
intensity is proportional to the intensity of flights to a given point:
N D(a)
75(a) =T T pan
T rDdA
Point b is randomly selected as the end point of the flight. Based on the given
intensity of flights, the probability that the flight will end at the point be R is
D(b
p(b)= ook
| rDdA
The developed model calculates the point distribution of traffic. The intensity
of the appearance of a UAV flying from a to b at the point geab is equal

1)

(2)

to the Poisson process:
_ND(a)b(b)
=T 5
(JgDdA)
Integration for all origin-destination pairs allows us to determine the intensity
of UAVs at any point g :

ap =7s(a) p(b) )

A(9)= fﬂbabd'“\dB:;zE | D(a)D(b)dAdB, (4)
ab>g (fRDdA) T absg

where abag:{(a,b)e Rz:geab} Is the set of endpoints of all segments

containing g.
To create a simulation model, the above model must be represented discretely:
on R, we fix the grid L and the flight intensity D(g), which is set for each grid cell
g e L. The start time of flights from any cell of the grid a<L forms a Poisson
process, the intensity of which is
N D(a)

A(a)=F 5 Do

T ZXELD(X)
Is proportional to the intensity of flights in the cell, and the target flight cell b
Is randomly selected based on the density of the same probability:

D(b
p(b):#_
ZXELD(X)
The direct path of the UAV between cells a and b is represented by

a sequence of grid cells through which the UAV passes (Fig. 7). Let’s assume that
the UAV spends the same time t=1/v in each cell of the path, where | is the length

of the cell side, v is the UAV speed.

()

(6)
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Similarly to the continuous case for any cell g eab, UAVs flying from a to b
enter cell g according to a Poisson process with intensity:
tap = 7 () p(b) =L 2(2)D(B).
T ZXELD(X)
Summing up all the origin-destination pairs, we get that in general, the UAV
is located in any cell g of the segment ab with intensity

1 N
Q)= 3 ap = N5 ba)p(b), ®)
abag ° (ZXGLD(X))Z T ab>g

where ab>g = {(a, b) el?: ge ab} Is the set of endpoints of all segments containing g .

(7)

We call the graph of the function
m(g)= Y D(a)D(b) (9)
ab>g
the UAV map, which shows the probability of UAVs appearing in different cells.
In general, the number of UAVs n(g) that can be seen simultaneously in cell g

at time t is calculated as follows:

2(9)=2(g)t= t Nm(g). (10)

2
T (ZXE LD(X ))
In the experiments, the values of t and T do not change. Therefore, to simplify
the formulas, we normalize the density to.

t
T (ZXELD(X ))2

=1, (11)

and, respectively

A(9)=Nm(g) (12)
We will evaluate UAV conflicts using a random geometric graph model.
The Random geometric graphs (RGG) model will be used to model the number
of UAV conflicts and collisions within a given traffic volume. A RGG is
a graph G(S, R) with a set of vertices S, which is obtained by placing n vertices

randomly on the plane, with two vertices connected by an edge if the Euclidean
distance between them is no more than R. Given a number k >0, where py (S,R)

denotes the probability that G(S, R) has a connectedness of size at least k:
— p1(S,R) =1, since any vertex is a connected component of size 1;
— p2(S,R) — the probability that G(S, R) has an edge;
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— Pn(S,R) — the probability that the graph is connected;
— pk(S,R)=0 at k>n, since G(S, R) has only n vertices.

Suppose that R is a conflict event, e.g., two UAVs at a distance R may
collide. Then, for n randomly distributed UAVs (Fig. 7), the existence of
a subnetwork with connection size k in G(n,r) means that k UAVs are in

conflict (Fig. 8).
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Fig. 7. UAV location map Fig. 8. Random geometric graph

With a small subnetwork size (k=2), the conflict can be resolved using

simple rules (e.g., the right maneuver). For k>2, a conflict can mean a security
breach event or its probability py (S.R).

The parameter R represents the technical capabilities of the UAV -
communication quality, navigation accuracy, autopilot performance, etc. Therefore,
for the practical implementation of the RGG model in the UTM system,
it is necessary to find a distance R that will ensure a low probability py (S,R).
At the same time, it should be indicated what technical characteristics of the UAV
can ensure this distance.

Consider the problem of estimating pk(N,R) — the probability of observing

a connected component of size at least k in the daily traffic of intensity N . Fig. 9
shows a graph of modeling the probability p3(N,R) for N =10,200000R = 5,300 m.
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Fig. 9. Graph of probability modeling p3(N,R)

Let’s calculate the number of conflicts in RGG (related components) for
two UAVs (k=2). The total expected number of such conflicts is the sum

of conflicts for all pixel pairs:

C= Y C(9.9')+ XC(9) (13)

g,9'el? gel
where C(g,g') is the expected number of edges between nodes (UAVS) in
cells g andg’,

C(g) — is the expected number of edges between UAVs in cell g.

Estimating C(g,9’) can be difficult because it depends on the exact location
of the UAVs inside the cells g and g’ (Fig. 10, a). For example, r and | may be in
the following relationships with each other:

— if r>>1 (Fig. 10, b), then this case can be ignored, since

C(g.9')=0 (14)
every time the cells g and g’ are located «further than r « from each other and
C(g,g'):%in,n’Pr{n(g):n}Pr{n(g’)}=n’, (15)
n,n
for the cells g and g’ located «closer than r«. At r=500 m and | =150 m, this

event does not occur, since the condition r >>1 is not fulfilled;
—if r~1, you can reduce the grid so that the new cell size is I'<<r, but
calculations on the refined grid may take too much time;
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—if r<<lI, edges between UAVs can exist only for neighboring cells ¢
and g'. Moreover, the probability of such an edge is low (Fig. 10, c), since each
UAV must fall into a band of r -width near the cell boundary with probability

(M/12=rp. (16)

M T
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Fig. 10. Types of edges on the graph between nodes located in different cells

In addition, the distance between UAVs located near the cell boundary should
be less than r (which gives an additional probability coefficient r/I).

In general, the probability of an edge between cells is (r/l)3 (e.g., for r=5m,

| =150 m, it is about 10_4) and, accordingly, the sum of edges between cells in (13)
can be neglected.

Thus, we consider the sum of edges in the cells in formula (13) to obtain
the expected number of conflicts. For a UAV at a given moment, the expected

2
: 1 r . :
number of edges in cell g is En(n —1)71—2. Since the time of the UAV’s movement
in the cell is t, the total number of edges is

c:(n):%n(n_l)”Tr

Previously, it was believed that the number of UAVs in cell g (n(g))

(17)

according to the Poisson distribution law is Nm(g). Thus, the expected number of
edgesincell g is:

C(g):zc(n)Pr{n(g):n}:Z—Ian(n—l)Pr{n(g):n}:
n rn2m2 (18)
:Z—:(E[nz(g)]—E[n(g)])z%l(g),

where E[n(g)|=Var|n(g)]|=Nm(g).
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When summing C(g) over the entire grid during the entire simulation time,

using the sum of discrete moments T/t, we obtain the expected number of conflicts
during the flight:

_arN2T

a=""— Zm(g). (19)

gelL

Let’s assume that a UAV collision occurs at r=5 m. From the UAV map,
we obtain the average flight duration:

r= L S |abD(a)D(b)~2000c,  (20)

VIL|(|L] —1)(ng(g))2 a,bel?

where |L| is the total number of cells.

If we take into account the expected number of flight hours H =Nz, we can
see that this indicator will grow linearly, while the number of collisions Cq will

grow quadratically. For example, for N =2457, the expected number of conflicts
Is Cq =0.001. Thus, it is possible to calculate the acceptable value of traffic intensity

at which appropriate UTM measures are required.

4. Ontological model of flight zone categories

The probability of UAV conflicts in conditions of geometric variability
of existing static obstacles, such as buildings and terrain, should be assessed
taking into account the zones allowed for flight. To do this, we will create a model
of no-fly zones.

To build a map of the zones allowed for flight, we built an ontological model
of the regulatory document of the State Aviation Service of Ukraine «Temporary
Procedure for the Use of the Airspace of Ukrainey [18].

The Protégé platform was chosen to build the ontology, which is a free, open
ontology editor and a framework for building knowledge bases.

The structural elements of the ontology are arranged in a hierarchical order,
with the relevant information needed at the lowest level of the hierarchy.

Let:

— a finite set of categories is given

C Z(Cl,Cz,Cg,CAr),
where ¢, — forbidden zones,
¢y — flight restriction zones,
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c3 —danger zones,
C4 — temporarily reserved zones;

— a given feature space
P=BxPx... xR x...xPy,

where B is the set of features of the values of the i -th feature;

— is a finite set of elements of order

D =d4,d5,...,dj,...,dk .
— a feature function is given
f:D—>P, (fdj)=(p1, P2.-. PNi),

is the feature description of the structural element d; ;

— is an undefined function

®: DxC —{0,1},

which for each pair (dicj) determines whether this element d;, which has a feature

description ( fd; ), belongs to the category c; .
The following are the features used to define the categories:
[airspace] [list of categories] [categorized accordingly] [*] — ¢
For d; to be included in a category, a list of characteristics is needed

to determine whether the category is a subclass or a concept:
The following are the features for defining concepts and subclasses of
certain categories:
[*] [flights are performed] [without | not] [list of attributes] — dj

[*] [flights are not performed] [list of signs] — dq
[Flight restriction areas] [list of features] —d»
[Dangerous areas] [list of signs] — d3
where d; — signs of prohibited areas,
dy — signs of restricted areas,
d3 — signs of hazardous areas.

Below are the signs for defining subclasses of categories:
[*] [main streets] [list of features] — €;

[*] [operations zones] [list of features] — €5
[*] [roads of national importance] [list of features] — €
3

[*] [designated objects] [list of features] — €4
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These concepts were divided into subclasses of categories because each
concept describes one separate object, but they are connected by one common feature.

Based on the above features, the main categories and category subclasses
were identified, on the basis of which the ontological model will be developed:

a) restricted areas:

storage facilities for fuel, oil, gas, other hazardous substances and liquids, etc;
penitentiary institutions;

taxiways of airfields;

places of accidents and disasters;

power lines;

pre-trial detention centers

railways

product pipelines;

other important state and potentially dangerous facilities;

power plants

runways; and

taxiways of heliports;

state borders;

industrial zones;

sea ports;

railway stations;

central streets (cities, towns, villages);

areas of operations (special, police, anti-terrorist);

roads of national importance (international, national, regional, territorial);
objects designated by state authorities (the Ministry of Defense of Ukraine,

the Ministry of Internal Affairs of Ukraine, the State Border Guard Service of
Ukraine, the Security Service of Ukraine, the National Police of Ukraine, the
National Guard of Ukraine, the State Protection Department, other military
formations and law enforcement agencies established in accordance with the laws
of Ukraine and in respect of which security is provided);

b) flight restriction zones:

training grounds (bombing, firing, missile launches, use of military

explosive devices, neutralization of ammunition by means of their explosion, landing)

areas of firing to influence hydrometeorological processes in the atmosphere;

¢) hazardous areas: the space above the high seas.
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All categories and attributes are hierarchically linked by the IS-A relationship,
as each higher-level attribute is a generalization of the lower level.

Based on these categories and concepts, an ontological model was built, which
Is shown in Fig. 11.
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Fig. 11. Ontological model of flight zone categories

Using the developed ontological model, software was built that displays
prohibited, restricted, and dangerous areas on the map. The basic scenario of the
program’s operation in a generalized form will consist of the following steps:

Step 1. Obtain data from the ontological model and save it to the program’s
knowledge base.

Step 2. Process the data using map queries. An important question is whether
the existing electronic map can provide information on flight zones and how relevant
this information will be. During the development of the software product, testing
was only performed on available maps.

Step 3. Save the data.

Step 4. Output the data using an external service.

In this case, the external tools are Google API and a database server (Fig. 12).

The resulting map will enable the construction of a random geometric
graph model for simulating the number of conflicts and collisions between UAVs
within a given traffic volume, taking into account the areas permitted for flight.
In addition, using the model developed in [10], it is possible to estimate the
probability of UAV conflicts in a heavily built-up environment (Fig. 13).
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Fig. 12. Map showing flight zone categories

Fig. 13. Structuring of a heavily built-up urban environment

Conclusions

The levels of UAV autonomy and practical applications, including military
applications at each level, are considered. In accordance with the classification
of UAV autonomy levels, control levels are considered. UAV groups are classified
based on the types of interactions between devices.

Based on data on the parameters of prototypes and the xcopterCalc service,
calculations were performed to obtain realistic results regarding flight time,
compatibility, and the correctness of the selected components. Thus, parameters
were determined that ensure adaptive behavior in a swarm when environmental
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conditions change. Graphical results of flight range and engine performance
calculations are provided.

The parameters for assessing throughput capacity as the main task of
unmanned traffic control are considered. According to NASA recommendations,
four main stages corresponding to levels of technological capability have been
identified. The concept of a probabilistic traffic map model for small UAVs has been
applied. A generalized model of swarm interaction of UAVs has been constructed,
which takes into account a multi-level control system and data exchange between
devices. Modeling methods using a Poisson process model are used to determine
the intensity of UAV traffic. A mathematical model of conflicts in airspace has
been proposed, which allows predicting and avoiding collisions. UAV conflicts were
assessed using a random geometric graph model.

An ontological model describes categories of airspace to support automated
decision-making. Using the developed ontological model, software was created
that displays prohibited, restricted, and dangerous areas on a map. The resulting map
will enable the construction of a random geometric graph model for simulating
the number of UAV conflicts and collisions within a given traffic volume, taking
into account the zones permitted for flight.

The proposed parameterization method and mathematical and perception-
oriented models contribute to improving the efficiency and safety of group flight
of UAVs in a partially structured or changing air environment. The results obtained
can be applied in the planning of military missions for the implementation of
autonomous swarm strategies.

Thus, the work is aimed at determining the parameters of UAVs for group
use, developing models for assessing air conflicts, and creating a conceptual basis
for the implementation of a fully autonomous swarm. Establishing the relationships
between the technical characteristics of UAVSs, their behavior in a swarm, and the
parameters of the air environment is the basis for further practical implementations.

iXHBOIO TOBEMIHKOI B pOI Ta MapamMeTpaMH MOBITPSHOTO CEPElOBHUIIA €

OCHOBOIO NOJAJIBHINX MPAKTUYHUX BIIPOBA/I’KCHb.
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ensuring the processes of monitoring and controlling the implementation of project
and program portfolios for project offices in the context of Ukraine’s reconstruction»
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CLOUD DEPLOYMENT STRATEGIES AND ARCHITECTURAL
INNOVATIONS IN LEARNING MANAGEMENT SYSTEMS
Moiseienko A., Kuznetsova Yu.

The article provides a comprehensive analysis of modern technologies for deploying learning
management systems (LMS) in cloud environments, with special attention to containerization,
microservice architecture, and multi-tenant SaaS models. Practical examples of implementing
Moodle, Canvas, Blackboard Learn, and Open edX in leading cloud platforms (AWS, Azure, GCP)
are considered, including technical aspects of the infrastructure: scaling, ensuring fault tolerance,
using Kubernetes, Docker, Terraform, CI/CD pipelines, and managed services. A comparative
analysis of on-premise, SaaS, and containerized deployment models is conducted based on key
criteria (flexibility, reliability, maintenance cost, scalability). Practical recommendations are
offered for choosing the optimal LMS architecture depending on the implementation context and
resources of the educational institution. The results of the study demonstrate the advantages of
cloud technologies for developing educational web systems and increasing their availability,
stability, and efficiency in the context of the digitalization of education.

Introduction

Over the past decade, the digital transformation of education has developed
rapidly, which was made possible by the spread of modern information and
communication technologies. One of the key innovations in this area was the
introduction of learning management systems (LMS), which provide centralized
organization, implementation, and monitoring of the educational process in an online
environment [1, 2]. However, traditional LMSs, which operate on local servers of
educational institutions, have a number of limitations related to scalability, reliability,
maintenance costs, and the implementation of new functionalities [3, 4].

The search for solutions to overcome these problems has led to the active
introduction of cloud technologies in the field of education. Cloud computing,
in particular, the SaaS, PaaS, and laaS models, open up new opportunities
for flexible, secure, and efficient deployment of SNS in the environment of public or
hybrid clouds [13]. This topic has become particularly relevant in the context
of the COVID-19 pandemic and martial law in Ukraine, when the need for
continuous access to educational resources has become critical, regardless
of the geographical location or physical condition of the infrastructure of the
educational institution [2, 4].
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However, the practical implementation of a cloud-based CMS is accompanied
by a number of challenges, from issues of data security and confidentiality to the
difficulties of scaling and integration with other services. A particularly important
problem is the optimal distribution of CMS components in a cloud environment,
taking into account limited resources, performance requirements, fault tolerance,
and cost [11, 12].

The object of research is modern learning management systems in the context
of cloud technologies.

Subject of study — methods, models, and tools for implementing and optimizing
cloud deployment of learning management systems, in particular, using microservice
architecture, containerization, and formal optimization models.

The purpose of the study is the development, analysis, and generalization of
effective approaches to implementing cloud-based learning systems with an emphasis
on automated planning and resource optimization, which allows for flexible scaling
and reliable operation of educational web systems.

To achieve the goal, it is necessary to solve the following tasks:

— systematize current approaches to cloud-based deployment of SNS;

— identify shortcomings and limitations of existing solutions;

— explore the potential of microservice and container architectures;

— to formulate a mathematical model of the problem of optimal placement of
SNS in the cloud;

— to propose directions for further improvement of such systems.

Practical significance. The research results can be used by educational
institutions, IT companies providing EdTech solutions, and researchers to improve
the efficiency of cloud-based learning systems implementation. The proposed models
contribute to reducing costs, increasing resilience to failures, and improving the user
experience in online learning.

1. Overview of cloud deployment practices
learning management systems

To analyze modern approaches to implementing and deploying learning
management systems in cloud environments, it is necessary to consider practical
examples of deploying popular LMS platforms in the infrastructures of leading cloud
providers (AWS, Azure, GCP), as well as the architecture of multi-tenant SaaS
solutions (multi-tenant) and containerized microservice deployments [5-7, 13].
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As a result, the technical aspects of the architecture, deployment models, and the use
of tools such as Kubernetes, Docker, Terraform, Helm, and DevOps pipelines for
automation will be described in detail. Examples of the implementation of SNS with
scalability, reliability, and performance in the cloud will be given, a comparative
analysis of the models (on-premise vs. SaaS vs. containerized) will be performed in
the form of a table, and conclusions will be formulated regarding the practical
advantages and disadvantages of each approach [14].

1.1 Moodle in cloud environments AWS, Azure, GCP

Moodle on AWS is deployed using EC2 (web servers), Amazon RDS/Aurora
(DB), ElastiCache (Redis), EFS (files), and ALB + CloudFront (load balancing and
CDN). Auto Scaling groups provide dynamic scaling, and managed services increase
reliability. Integration with AWS CodePipeline and CodeDeploy allows for CI/CD
for continuous updates of Moodle [5].

Moodle deployment on Azure is based on ARM templates. The basic
configuration uses a single VM, MySQL, and NFS. For larger workloads, scenarios
with multiple web hosts, Redis cache, and GlusterFS for storage are used. Azure
Database for MySQL simplifies administration, but compared to AWS, more
components require manual management (VMs, file systems) [6].

Moodle on Google Cloud is implemented as a cloud-native solution:
containerized in Docker, orchestrated in GKE (Kubernetes). Cloud SQL (DB),
Filestore (files), Cloud Memorystore (Redis), Cloud Load Balancer, CDN and WAF
(Cloud Armor) are used. The solution is fully managed and automated: no manual
work with VMs, with CI/CD support via Cloud Build and Artifact Registry [7].

It can be concluded that all three platforms support scalable and reliable
Moodle deployment. AWS provides the most out-of-the-box managed components.
Azure is suitable for flexible scenarios, but requires more manual configuration. GCP
offers the most modern cloud-native approach with deep containerization.

1.2 Architecture of the Canvas LMS multi-user SaasS solution

Canvas LMS [8] is a cloud-native platform with a multi-tenant SaaS
architecture, where each client (university or school) is a separate «tenant» in
a shared environment. Isolation is achieved by sharding the database: each client
has its own shard, although all users work through a common web application.

The Canvas infrastructure runs on AWS and is built on Ruby on Rails for
scalability. Inbound traffic passes through AWS WAF and is distributed to web
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servers by Elastic Load Balancer, data is cached via Redis/Memcached. Data is
stored in a DBMS cluster (Aurora or PostgreSQL), and exchange rate information is
stored in S3 storage with delivery via CDN (CloudFront).

For background tasks (reports, conversions) queue servers are used that scale
automatically. The platform is deployed in multiple AWS regions to meet data
storage requirements. Administration, updates, scaling, and backups are handled
by the provider (Instructure).

Canvas demonstrates a combination of multi-tenancy, horizontal scaling,
and automated resource management that allows it to serve millions of users with
a high level of reliability [8].

1.3 Managed services and integration with DevOps practicesin
Blackboard Learn SaaS

Serving over 100 million users, Blackboard Learn has evolved from
an on-premise solution to a modern SaaS platform deployed in the AWS cloud.
While historically the system was monolithic (Java), the SaaS version implements
a multi-tenant architecture that allows educational institutions to operate in a single
environment while maintaining data isolation [9].

The cloud infrastructure includes web hosts in multiple AWS availability
zones, load balancers, caching (Redis/Memcached), and file storage based on
Amazon S3 (in partnership with NetApp Cloud Volumes ONTAP). This allowed
Blackboard to dynamically scale, including during the pandemic when the load
increased by 3000%.

The databases have been migrated from Oracle/MSSQL to PostgreSQL on
Amazon RDS, which has reduced costs, increased automation, and enabled the use
of Read Replicas for analytics without compromising performance. The company
Is also reportedly using ElastiCache, CloudWatch, and AWS Lambda.

DevOps practices enable continuous integration and deployment (CI/CD).
Blackboard implemented a fully automated release pipeline with containerization,
infrastructure as code, and blue-green releases. Automated Ul testing (powered by
AWS Lambda) reduced testing time from days to seconds. With laC, the company
can scale resources in hours instead of weeks [9].

As a result, we can conclude that the platform is capable of serving millions of
users with high SLAs, without downtime, with quick response to changes and
updates «on the fly».
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1.4 Cloud deployment of Open edX based on containerization and
orchestration in Kubernetes

Open edX is a scalable online learning platform that includes a number
of interconnected services: LMS, CMS (Studio), MySQL, MongoDB,
ElasticSearch, analytics, etc. Previously, its deployment required complex
configuration via Ansible, but today the community has moved to containerization
and orchestration in Kubernetes [10].

Containerization of components. Each Open edX component is packaged
in a separate Docker container using the «one service, one container» principle.
This simplifies deployment, provides isolation, scalability, and reduces dependencies
between services. Persistent volumes are used for stateful components [10].

Orchestration in Kubernetes. In production environments, Open edX is
deployed as a set of pods in a Kubernetes cluster. YAML specifications are created
for the LMS, CMS, DB, and other services, specifying environment variables,
recovery policies, and state retention (via PersistentVolumeClaim). For simplicity,
an official Helm Chart is used to automate the deployment of the entire platform [10].

Scalability and continuous operation. Kubernetes provides horizontal and
vertical auto-scaling. For example, during a large course, the number of LMS pods
automatically increases. Rolling updates are also supported, which allows you to
update the system without downtime. The EFK stack and probes (liveness/readiness)
are used for monitoring and logging [10].

Safety and isolation. Containers provide service isolation. Kubernetes
allows you to restrict network communication through Network Policies.
This is critical for multi-tenant deployments, where different clients use separate
instances on a shared cluster [10].

Therefore, the modernized approach to deploying Open edX significantly
increases the flexibility, scalability, and reliability of the system. The use of
Kubernetes and Helm ensures efficient management of a multi-component LMS
and makes it suitable for high loads and dynamic usage scenarios.

2. Comparative analysis of cloud implementation models
learning management systems

To summarize, let’s look at the key characteristics of different approaches to
deploying learning management systems — from traditional local (on-premise) to
modern multi-cloud. Table 1 compares three basic models [11, 14]:

1. Local/self-contained deployment — when the institution itself installs
the LMS on its servers or rented VMs (monotenant architecture);
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2. Cloud SaaS (multi-tenant) — when the LMS is provided as an online service
by the provider and serves many clients in one shared environment;

3. Cloud containerized deployment — when the institution or provider deploys
the LMS in a cloud infrastructure using containerization and microservices (can be
either a separate instance for one institution or multi-instance on a shared cluster).

This classification covers most of the practices described above, i.e. Moodle
traditionally implements the first and third models (standalone deployment on VM
or modern containerized on GCP) [5-7], Canvas and Blackboard represent the
second model (SaaS) [8, 9], and Open edX is used in all three variants (there are
institutions that install Open edX locally; there are SaaS providers such as
EdX/Open edX; there are containers in the cloud) [10]. The main comparison
criteria: scalability, support requirements, financial model, customization capabilities,
and reliability/fault tolerance are given in Table 1.

Also, it should be noted that each of the models has its own optimal use
scenarios. On-premises deployment is appropriate where complete autonomy and
control over data are critical (for example, in military or closed corporate networks).
The SaaS model is best suited for a quick start and minimizing technical risks,
which is especially important for small institutions with limited IT staff.
Containerized cloud deployment, in turn, allows for a combination of scalability
and control, which makes it advantageous for universities with large audiences
or for national educational platforms.

Additionally, security and regulatory compliance (GDPR, FERPA, etc.) are
important. In a SaaS model, much of the responsibility lies with the provider, while in
on-premise and containerized systems, the institution independently defines access
and security policies. This can be a decisive factor in choosing an architecture.

Equally important is the issue of integration with other services: on-premise
solutions are often more difficult to integrate with modern analytical tools or video
conferencing systems, while SaaS and Kubernetes-based models usually offer
ready-made APIs and modules for interaction. Finally, one should consider the
risk of «vendor lock-in» — dependence on a single cloud service provider, which

can limit an institution’s flexibility in the future.
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Table 1

Comparison of SSN deployment models

Containerized cloud

Criteri Local / self-deployment Cloud SaaS :
riterion . ; deployment (cloud-native
(on-premise or own VMs) (multi-tenant model) . .
microservices)
1 2 3 4
Scalability Limited by local Almost unlimited Flexible scalability thanks
resources; scaling requires | horizontal scalability due |to Kubernetes and cloud
purchasing and manually |to provider resources; services: the system can
configuring new hardware |servers/capacity are added |automatically scale
or VMs. High peak loads |dynamically according to |individual components
are difficult to handle demand (auto-scaling in | (pods) based on load
without redundancy. the cloud). Customers do | metrics. It is easy to scale
not notice the increase in | different services
load - this is the provider’s | independently (for
problem. example, only LMS web
servers or only DB by
increasing resources or
shards).
Costs and Large capital costs at the |OPEX model: predictable |Pay-as-you-go. No capital
payment beginning: purchase of subscription or payment | costs for servers, but
model servers or long-term lease |per user/year. Low initial |DevOps team costs.
of VMs, purchase of costs (no need to buy Optimal resource
software licenses. equipment). The provider |utilization through auto-
Ongoing costs for distributes infrastructure  |scaling can make
electricity, cooling, IT costs among many maintenance cheaper
staff. Scaling requires customers, which reduces | (minimum resources
additional investments. TCO for each. Scaling during off-hours).
means subscription However, the complexity
growth, but does not of the platform may
require direct customer require experts, which is
action. also worth it.
Supportand | The responsibility lies All updates are performed | Automation greatly
updates entirely with the by the SaaS provider, simplifies support: CI/CD

institution’s IT
department: they must
independently apply
patches, update the LMS
to new versions, and
monitor server security.
Downtime is possible
during updates.

often continuously
(Continuous Delivery) and
with minimal disruption.
The customer always
receives the latest version
without any effort. There
is no need to have a large
IT staff to support it —
«LMS as a Servicey.

pipelines can deploy new
versions of containers
themselves. Kubernetes
allows rolling updates
without downtime. But the
responsibility for
configuring updates lies
with the team that
implemented the system.
Requires high competence
of DevOps engineers to
maintain the
infrastructure.
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Continuation of the table 1

1 2 3 4
Customization | Maximum customization: |Limited flexibility: A High flexibility: the
and control the institution has full multi-user SaaS system system is deployed under
control over the servers typically does not allow  [the control of the
and software, can modify |for customizing the source |customer’s (or provider’s)
the LMS source code, code for a specific client. |team, you can modify the
install non-standard Customization is limited | container configuration,
plugins, configurations, to configuration options  |add your own services
integrate with internal and adding supported (e.g. additional analytical
systems at a deep level. plugins. Deep integrations | modules), choose
This is important for are only possible through |component versions. A
organizations with special |the provided APIs. In Kubernetes-oriented
needs (e.g., specific return, the client gets system easily integrates
authentication). stability and proven with other cloud services
solutions, no «manual» (e.g., you can add an
intervention. external analytics system,
Lambda server, etc.).
Customization is almost as
broad as on-premise, but
requires skills.
Reliability Depends on redundancy in | Deployed on a Built on cloud capabilities,
and scale the local infrastructure. professional infrastructure |such a system can be very

High reliability can be
achieved, but it is
expensive: server
duplication, database
clustering, backup power.
For many institutions, a
typical configuration is
one application server and
one database server, which
are points of failure. Fault
tolerance and disaster
recovery are entirely the
responsibility of the
institution.

with redundancy at all
levels (multiple
datacenters, database
replication, daily backups,
etc.). The provider
guarantees an SLA
(usually 99.9% and above
uptime). The scale is
global: users around the
world receive acceptable
performance through CDN
and geo-distribution. On
the other hand, a general
Saas failure (although
unlikely) affects all
customers at once.

reliable with the right
configuration: multi-AZ
deployment, use of
managed databases with
automatic failover, regular
backups, etc. Kubernetes
itself provides service
recovery in the event of
container or node failure.
Disaster recovery and
reserves on the customer
side: you need to think
about, for example, a
backup cluster or a backup
strategy in the cloud.
Scaling to very large loads
is possible, but you need
to follow the limits of the
cloud provider and
optimize the architecture
(for example, sharding the
database when growing,
distributing components
across microservices).
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3. Analysis of cloud deployment models
learning management systems

The review showed that there is no clear universal model for deploying a cloud
computing system — each approach has its strengths and weaknesses (summarized
in Table 1), and the choice depends on the needs and capabilities of a particular
organization. Here are some practical conclusions regarding the main models of
cloud deployment.

1. Traditional local deployment (on-premise/self-hosted)

The main advantages include: full control over the system, data, and update
process; the ability to deeply customize the LMS to your requirements [10];
and no dependence on external providers (relevant for closed networks or strict
security policies).

Disadvantages: high costs for infrastructure and IT personnel — investments in
servers, their maintenance, and backup are necessary; limited scalability — it is
difficult to respond quickly to a sharp increase in the number of users or load
(you need to purchase enough capacity in advance); risk of downtime and difficulty
in ensuring high availability — the administrator is responsible for backup, fault
tolerance, updates without stopping the system, etc. In modern conditions, an on-premise
solution is justified only for small institutions with very specific requirements or
where the use of the cloud is impossible for security reasons [11].

2. Multi-user cloud Saas solution

The main advantages are minimal hassle for the customer — the deployed
system is available immediately after signing the contract, all aspects of technical
support (updates, patches, monitoring) are provided by the provider; high reliability
and scalability «out of the box» — the provider provides the necessary resources,
geographical distribution, and backup, which would be very expensive at individual
cost; budget predictability — subscription payment that correlates with the number of
users or other metrics, without capital expenditures.

Disadvantages: less flexibility and customization options — you mostly have to
work within the framework of standard functionality, since the common platform
does not allow you to change it for only one client (it is impossible to make changes
to the LMS code if they are not provided for everyone); dependence on the provider —
both technical (in the event of a service failure, the client will not fix anything
himself, he must wait for a support response) and strategic (changes in prices,
policies, or termination of product support by the provider directly affect the
institution). Also, the issue of data security requires trust in the provider: educational
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data is stored in the cloud, and the institution must be confident in its security and
compliance with regulatory requirements (GDPR, FERPA, etc.).

In general, the SaaS model is optimal for most cases, especially when the
priority is rapid implementation and reduced IT costs [5-9].

3. Containerized cloud deployment (microservice architecture in laaS/PaaS)
combines the advantages of the cloud and independent control

The customer (or the cloud operator providing the service) can flexibly
configure the system using modern DevOps tools: automate deployments, scale
components in real time, and optimally use resources.

Containerization allows you to isolate LMS services, which simplifies updates
and ensures stability (the failure of one component will not «bring down» the entire
system). Kubernetes orchestration brings self-healing to the system (automatic restart
of crashed containers) and makes it easier to achieve high availability without manual
intervention. In addition, the cloud-native approach provides portability: you can
relatively easily move containers to another cloud platform or deploy a hybrid
solution (part of the services run locally, part in the cloud) — this reduces the risk of
being tied to a single vendor.

Disadvantages: significant complexity of implementation — experts in
containerization, CI/CD setup, cluster security, etc., are required; the entry threshold
for small teams is high. In fact, deploying a Kubernetes cluster with Open edX or
Moodle is within the power of only a fairly mature team, while small organizations
are easier to choose SaaS or use third-party integrators. It should also be noted that
migration to microservices does not completely eliminate the problems of database
scaling or transactional integrity — with a very high load, you will still have to
implement database sharding or distribute services across multiple clusters
(which requires additional efforts in architecture design). Therefore, the container
model is most effective for medium and large implementations, where there are
resources to support it and the need for flexibility/scale, and is less justified for
small installations [11-14].

Conclusions

Cloud technologies have opened up new horizons for learning management
systems, enabling rapid scaling to any audience and high availability of educational
platforms around the world.

The practices discussed in this section — from hosting Moodle on
AWS/Azure/GCP to SaaS architectures of Canvas and Blackboard and containerization
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of Open edX — demonstrate that the competent use of cloud services and DevOps
approaches can significantly improve the effectiveness of an LMS.

In particular, the transition to a SaaS model allows you to focus on the
educational process, leaving the technical aspects to the provider, while the
microservices approach provides maximum flexibility and the potential for
optimization to your needs. The choice of model depends on the context: for small
institutions, SaaS is often optimal (minimum hassle and high reliability), for large
universities or consortia with their own IT resources - containerized deployment can
provide the desired control and economies of scale, and some specific scenarios may
still require on-premise (for example, military academies or remote closed networks).

In general, the global trend is clearly moving towards the cloud: cloud
implementation and deployment technologies for E-learning are becoming an integral
part of the development of educational web systems, ensuring their readiness for the
challenges of mass and continuous learning in the digital age.

Prospects for further work in this direction are associated with the development
of adaptive and intelligent LMSs that will use artificial intelligence methods to
personalize the learning process. An important vector will be the use of hybrid
architectures that combine local resources and public clouds to ensure greater
security and reliability. In addition, the implementation of unified interoperability
standards is promising, which will simplify the integration of LMSs with external
educational services.
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METHODS OF INTRODUCING DIGITAL TRANSFORMATION
INTO THE ORGANIZATIONS DEVELOPMENT
Molokanova V., Kozyr S.

The processes of development of organizations are considered in two aspects: information
(process) and human-centred (behavioural). The information approach involves codification of
facts based on certain procedures using appropriate technologies of exchange, distribution
and reuse of data. The behavioural approach states that actions of users to place information
according to certain rules allow them to successfully transform accumulated knowledge
and experience into company profit. The article shows that the introduction of new technologies
should be considered from the standpoint of a fundamentally new paradigm — as a convergent
science of organizations development.

1. Problem formulation

In today’s world digitalization has affected all business sectors, as well as the
methodology of managing organizations. Since technology has provided humanity
with an unprecedented level of communication between itself and the whole world,
the implementation of new business models in practice changes all components of
economic activity, which makes it possible to build local, national and global
economies based on new values. Thus, the development of new digital tools
increasingly requires managers for innovative modelling technologies, big data
analysis, the proliferation of social networks and educational platforms — all this
opens up unlimited possibilities for virtual management and communication with
customers. Now project managers can quickly present their products and services to
all stakeholders at the touch of a key. In addition, through the use of comprehensive
cloud storage, stakeholders can be quickly integrated into the decision-making
process. All this allows us to quickly calculate potential changes and, thus, save
resources. At the same time, the new digital approach in no way rejects the
achievements of classical management, but only helps to understand its deep aspects.

2. Analysis of recent researches and publications

With the current rapid changes in the environment, modern enterprises face an
acute problem of improving their own management system [1]. For a long time,
functional and process approaches were used to analyse the development of
systems [2, 3]. However, over time, experts have come to the conclusion that the
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entrepreneurs who pay less attention to financial indicators and concentrate more on
creating organizational value get better results [4, 5].

Burdened by the legacy of old technologies and bureaucratic constraints,
incumbents are already facing serious challenges on the path of digital transformation [6].
We expect corporate entrepreneurship to add a more holistic view of internal aspects
during the digital transformation process, such as enhancing the impact of knowledge
and organizational learning.

Technology as a major determinant of organizational form and structure has
been well recognized by scholars for a long time after a significant decline in interest
in these relationships until the mid-1990s [7]. Digital technologies are considered the
main asset for organizational transformations, given their disruptive nature and systemic
effects [8]. To achieve successful digital transformation, changes must occur at
different levels of the organization, including adaptation of the core business [9],
sharing resources and opportunities [10], intertwining processes and structures [11],
adjustments in leadership [12].

Thus, digital transformation is a reality that is becoming increasingly complex
due to the special place occupied by knowledge, science, technology and innovation.
Both in the field of production and in the service sector, business development
increasingly depends on the knowledge generation, qualified information, skills and
integral competencies of managers. Here, integral competence is defined as
a convergent (consolidating) phenomenon and a significant component of modern
economic and technical power, material well-being and sustainable development.

In the process of European integration of various systems into a single global
space, a convergent analysis of these systems is very important. It is necessary to
look for common ground in perception and approaches, with different ways of
thinking, goals, values, directions for further development of the personality and
educational systems in which it is formed [13]. Convergence in education is
a stabilizing factor that contributes to the selection of optimal components, tested in
the process of long-term practice. A critical approach to convergence is characteristic
of all countries, forms the basic requirements for science — the preservation and
enrichment of human values.

In recent years, there has been intense debate about the importance of
knowledge management in our society. Researchers and observers in the field of
economics and management science agree that there has been an information
transformation and «knowledge» has come into the spotlight [14]. As digital
transformation involves the integration of digital technologies into all aspects of
business operations to improve products and services, and introduce new revenue
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streams, digital transformation has become a major strategy for organizations seeking
to reimagine their operations and business models for the modern business era [15-16].
Digital transformation is an organization-wide strategy that aims to use digital
technology to modernize key business processes and introduce new services that
better engage customers, support employees, improve operations, and add business
value. The aspect of strategic renewal in corporate entrepreneurship has different
names such as strategic changes, revival, project transformation, reorganization or
organizational renewal, which provides a promising direction for digital
transformation [17-18].

The article is aimed at studying the manifestations of technological
breakthroughs in digital transformation and their impact on the development of
technology implementation methodology and the creation of new knowledge on
the ways of organizations development.

3. Main part

The theory of project management and the organizations development are
closely related, as they are used in the transformation process of the system’s
transition from one state to another. This process can be considered in two aspects:
informational (process) and human-centred (behavioural). The information (process)
approach involves the codification of facts on the basis of certain procedures using
appropriate technologies of exchange, distribution and reuse of data. The weakness of
this approach is that it is not very effective when it is necessary to obtain new
knowledge on the basis of facts. The application of IT technologies to knowledge
management directs the actions of users to place information according to certain
rules that allow us to successfully find and use it in the future. However, in the
absence of social interaction, new knowledge does not arise only due to the
processing of known information.

The behavioural approach focuses on building a working environment in the
company, in which the processes of knowledge exchange and assimilation are
facilitated. Looking at what is happening now in the information environment,
everyone understands that people are the bearers of knowledge. It is the value of their
accumulated knowledge and experience that ultimately translates into the company’s
profit. Professional communities act as informal groups of people who meet regularly
to exchange ideas and knowledge.

In general, when reviewing and analysing the existing literature, it is possible
to divide all articles as having been written in two dimensions: technological and
behavioural. Now let’s consider digital transformation as human organizational

185



change and information transformation caused by the implementation of digital
technology. The result of such a consideration can be presented as the main topics
image of digital transformation research (Fig. 1). Such duality reaffirms the principle
that certain objects, systems, or theories can be viewed from two different, often
opposing, perspectives that are equal and complementary. This does not imply
conflict or contradiction, but rather the ability to see the same phenomenon from
different perspectives. Such point of view can be useful for both researchers and
practitioners, which will allow a more complete understanding of the features of
digital transformation.

Pace of change & time to market

Imunsformative Leadership

Technology capability&integration

Managenal
& Chrpanceational Capabihibes

Consumer & stakeholder interface TechnDlOgy People

Company Culture

Market environment&competition

/ I'u’l Ll:lh. I.'.[I'l ifofmcnl
Distributed value creation )

Fig. 1. Two dimensions of Digital transformation

On the technological side the impact of digital technologies is aimed mainly at
the consumer interface and market environment. At the same time, understanding the
pace of change in times of digital transformation and its direct impact on officials is
not yet given enough attention. On the human-centred side researchers mainly focus
on leadership and development opportunities in a digital context, while company
culture and work environments are still not well understood.

At the macro level, technological aspects are concentrated to digital
transformation tools and new business models. Today, innovative ideas can be
implemented within a few days, and companies are created literally «overnight.
In this sense, in the digital world, the desire to «be the first» and the idea that «winner
takes all» has become more important for incumbent firms, since they now have
much less time to respond to such threats. Digital companies such as Facebook,
Google or Amazon have significantly increased the speed of product launches [19].
With continuous improvements in hardware, software, and communications, such
companies are setting the pace for a series of product launches in a short time.
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Thus, companies in the digital world are under tremendous pressure to accelerate the
adoption of their products as well. In a digitally transformed market, control over the
speed of product development and launch is increasingly shifting to an «innovation
ecosystemy in the sense of a network of entities with complementary products
and services. Many of the authors who represent the technology-focused side
emphasize the diffusion of digital technologies as a factor driving business
transformation. Such digital technologies can include big data, mobile devices, cloud
computing, or search-based applications. Thus, Hess et al. [20] point out that digital
transformation «is related to the changes that digital technologies can bring about in
the company’s business model, which lead to changes in products or organizational
structures or to the pace of change and time to market, distributed value, creation and
capture of technology».

From other point of view, the human-centred approach emphasizes the role of
the individual (manager) in facilitating transformation processes, while facing the
problem of balancing at the same time between research and exploitation of
resources. At the same time the leaders must believe in the value and benefits of
new IT technologies and support their implementation.

We are now seeing some variety of methodologies that digital transformation
managers rely on. To bridge the digital divide, various theories are proposed, for
example, configuration theory, resource-oriented view, dynamic modelling or
business process reengineering. There are other theoretical approaches, such as the
view from the perspective of corporate governance and technological breakthroughs
through projects. We can see how an exchange of various studies helps to bridge
technological gaps. Although we observe that technology-focused research is mostly
conceptual, and works focused on human behaviour mainly use case studies.
In general, there is little quantitative empirical data in the research literature.
This is like a strong indicator for the early stage of digital transformation
methodology research.

Historically, digital business transformation began with the implementation of
enterprise management information systems, such as enterprise resource planning
(ERP) or customer relationship management (CRM). These transformations were
usually limited to improving business processes within firms [21]. Today, the
possibilities of digital technologies in terms of information processing are
incomparably more powerful than in previous time.

Summing up, the current state of digital transformation research can be noted
two main events. First, digital transformation restores, blurs, and even dissolves
existing industry boundaries, which can lead to cross-industry competition [22].
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The old sectoral logic no longer works in times of digital transformation. With the
advent of new business models, residents begin to undermine new markets.
For example, Google is undermining the mobility sector with its self-driving car
subsidiary Waymo, and Amazon has introduced AmazonFresh as a grocery delivery
service seen as a potentially tough competitor to supermarkets [22]. Secondly, we see
that new sectors of the economy bring new specifics to the market, where old
approaches are not applicable, and modern ones become necessary. New creative
industries are emerging, characterized by a large number of microbusinesses in the
design, cultural, entertainment and media sectors. As different types of innovative
networks emerge, new properties of digital infrastructure are needed to support
each network. Digital technologies increase the heterogeneity of innovative
knowledge networks [23]. The data structure for the technology-oriented dimension
Is shown in Fig. 2.
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Fig. 2. Data structure for the technology-oriented dimension of disruption

Technologies that drive transformation go far beyond internal process
optimization, as they potentially cause drastic changes in business models,
organizational strategy, and corporate culture [24]. The role and importance of human
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resources are changing, and personal data has become one of the most powerful
assets in the digital age [25]. In fact, the impact of the massive increase in the
quantity and quality of data generated every day is a game-changer and the
possibilities of big data analytics that have yet to be fully felt and understood by
society, the economy, and scientists. With regard to the process of dematerialization
of tangible products and objects caused by the transformative capabilities of digital
technologies, the most remarkable is that in many cases, digital substitutes, such as
e-books, demonstrate higher productivity and higher customer benefits than their
physical counterparts [26]. Considering the main directions of technology integration
most researchers note the importance of new corporate platforms and the scalability
of the operational framework as part of a flexible digital infrastructure.
The old paradigms of technology integration are no longer effective. It is now
necessary to achieve a methodological understanding of how the integration of
technologies and transformational measures should be embedded in the
organizational structures of existing enterprises. Since it is now the buyer, not the
seller, who determines the measurements of the value of goods, companies need to
interact with their customers at every stage of the value creation process. In addition,
the strong impact of digital technologies on value chains implies a certain degree of
deviation from classical analogue business. Now we need new competencies related
to the product, platform capabilities, and data value architecture. In addition, modern
managers must be ready for new forms of monetization in the digital market.
The data structure for the human-centred dimension is shown in Fig. 3.
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Fig. 3. Data structure for the people-oriented dimension of technological disruption
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4. Conclusions

The focus of digital transformation at the organizational level does not fully
reflect the consequences of the digital revolution, as it touches on various aspects of
modern life that have not yet been mentioned in our study. Considering the duality of
existing research on digital transformation, we find that in the management of
organizational development, duality manifests itself as two approaches: technological
(informational) and behavioural (human-centred). Their combination opens up
significant opportunities for the creation of a new convergent science. So, analyzing
the directions of future research, we propose to combine information technology
and the human approach as two cumulative dimensions of the convergent
science of management.

From a macro-level perspective, the literature on digital transformation
discusses the topics of changing markets, clusters, and the use of big data. |
n addition, we note a certain variety of theoretical foundations based on the human-
centric approach. We hope that an important contribution of our work is to unite
different aspects of digital transformation by integrating knowledge from related
disciplinary areas. We hope to continue our research to build a strong methodological
foundation for digital business transformation.
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INFORMATION TECHNOLOGY FOR ESTIMATING THE SIZE OF
SOFTWARE PROJECTS
Oriekhov O., Farionova T.

The aim of the study is an information technology development for automated processing of the
information from source code metrics for the software size estimation using nonlinear regression
models. The object of the study is the process of the source code metrics information processing
for the software size estimation using information technology. The subject of the study is
information technology for source code metrics information processing for the software size
estimation. A review of the usage of software development effort estimation displays that nowadays,
software development companies and teams start to use effort estimation in their CI/CD tools and
require efforts from DevOps engineers to integrate the software solutions in their IT infrastructure.
The study offers a software-as-a-service information technology solution for software size
estimation for integration into the CI/CD infrastructure of software development companies.
A system design is given as a sequence diagram and a class diagram. The information technology
is implemented as a software-as-a-service solution to offer possibilities for integration into
the CI/CD infrastructure of software development companies.

Introduction

Estimating the size of a software project is a critical task in software
development effort estimation. Accurate size estimation helps project managers plan
resources, set deadlines, and control budgets. Traditionally, software size estimation
in thousands of lines of code (KLOC) is used in parametric models such as
COCOMO, COCOMO II, COSYSMO, SLIM, etc. Software development effort
estimation in a KLOC basis is more accurate in comparison with functional points,
because the KLOC variant takes into account such environmental factors as
programming language and software category and offers alignment of the efforts with
the evolution of the programming language. A disadvantage of the KLOC usage is
the requirement to have relevant mathematical models for an accurate estimation,
because some math models could be missing or to be obsolete with intensive
evolution of the programming language [1].

Software development effort estimation remains an actual task that every
software development company faces before starting any new software development
project or continuing to implement existing software products. The Standish Group
report [2] indicates a moderate positive trend in the share of successfully completed
projects. In 1994, only 16% of software projects were successfully implemented,
meeting deadlines, staying in the budget range, and fulfilling all declared
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requirements. By 2020, the share of successfully implemented projects had risen
to 35%. The percentage of failed projects decreased from 31% in 1994 to
19% in 2020. The share of projects which are facing challenges, such as exceeding
deadlines, overusing budgets, or failing to meet all declared functional requirements,
has shown a downward trend of approximately 4%. Also, the research [2]
demonstrates a strong correlation between project size and failure probability or
potential challenges and risks during software project development. Larger software
projects are more difficult to manage because they involve bigger resource allocation,
wider coordination, and they have higher probability of unforeseen obstacles.
The CHAOS Report findings show that large projects require more accurate
estimation models and risk management strategies to improve their chances of
success. Without accurate effort and size estimation at the initial planning stage, the
expectation may be mismatched with actual development realities and, it leads to
an increased probability of project failure.

Nowadays, traditional software exists for software development effort
estimation: SEER-SEM, COCOMO II, QSM SLIM, EstimateTool, IBM Rational
Tools, etc and, alongside with traditional software, there are continuous integration
and continuous delivery (CI/CD) tools for software size and software development
effort estimation are demanded. However, as software development becomes more
dynamic and continuous, especially with the use of Agile and DevOps practices,
there is a growing demand for more flexible and integrated software estimation tools.
In this context, CI/CD tools are being used not only to automate building, testing, and
deployment, but also to support software size and software development effort
estimation in real-time. Integrating SDEE tools into CI/CD pipelines allows teams to
automatically estimate effort when changes are made to a UML class diagram,
a codebase is modified, a new feature is added, or the existing code is refactored.
These estimates can be generated and updated continuously throughout the
development process. Moreover, the integration enables comparison between
expected and actual development effort in an automated manner, supporting better
planning, prediction, and project control without manual input [3-5].

As we can see, active growth and injection of CI/CD tools in the software
planning and development process requires transformation of the traditional SDEE
tools to offer services that could be injected in automation of the software size and
development effort estimation process at the IT infrastructure side. To achieve the
automated code metrics processing and usage of modern tools for the software size
and effort estimation, it is necessary to propose scalable, easy to update and maintain
software solutions. In this case, to provide appropriate and relevant math models,
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the Software-as-a-Service (SaaS) distribution model guarantees that modern
software size estimation tools will always be up to date, can be easily integrated
into the IT infrastructure, and ready for use in CI/CD pipelines for software
development efforts assessment.

Therefore, the aim of the study is an information technology development for
automated processing of the information from source code metrics for software size
estimation using nonlinear regression models. The object of the study is the process
of the source code metrics information processing for the software size estimation
using information technology. The subject of the study is information technology
for source code metrics information processing for the software size estimation.

Modeling of the information technology
for software size estimation

The SaaS distribution model was chosen to provide easy access to software
size calculation possibilities. It ensures fast updates, maintenance, and improvement
of the software application without user intervention, providing instant access to new
mathematical models, software features, security enhancements, and bug fixes;
providing an application programming interface (API) for integrating KLOC
estimation into the software tools of customer’s services or existing IT infrastructure,
allowing for the creation of comprehensive solutions combined into a single infrastructure.
This approach ensures high compatibility and flexibility, allowing organizations and
companies to use calculation tools as part of their IT environment, which improves
the efficiency of analytical assessment of software development projects [6].

The SaaS information technology for processing information from code
metrics to evaluate the size parameter of the software project should solve the
following tasks:

1) information code metrics processing for estimating the average KLOC
software size of software applications, depending on a specific programming
language in the early stages of software project planning, using mathematical models
that are based on quantitative code metrics.

2) the confidence interval bounds estimation of the average KLOC size of
software applications depending on a given confidence probability;

3) the prediction interval bounds estimation of the average KLOC size of
software applications depending on a given confidence probability;

4) providing an API for integrating software into customer systems;
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5) returning a list of existing mathematical models for estimating information
from software code metrics depending on a programming language, that declares
necessary code metrics and their acceptable value ranges.

Mathematical background for the IT for estimating the size of software
applications considers mathematical models for KLOC estimation depending on
a programming language and independent factors that could be obtained from UML
class diagrams. The three-factor nonlinear regression models for Data Science and
Machine Learning JAVA applications size estimation, the five-factor non-linear
regression models for JAVA applications size estimating, and three-factor non-linear
regression model for Kotlin applications size estimation are selected for the initial
Integration into the SaaS information technology [7-9]. These models were built
upon modern open-source software projects and offer software size estimation for
the highly used JAVA programming language, and intensively growing Kotlin
programming language.

The target audience of the SaaS is software development engineers, DevOps,
scientists, and project managers. The users have the necessary experience to obtain
software size estimates and integrate it into the IT infrastructure of a company using
the SaaS variant and the declared documentation. The entire audience is declared as
a user role for the IT. Another role is an administrator to provide access to manage
the IT, and it will be omitted in the further use case description below.

The user role has the following specification of use cases of the SaaS:

1) Obtain information about mathematical models

The user receives a list of available mathematical models that can be used for
calculations or obtains information about a mathematical model by its identifier.
The list of parameters includes the programming language, the category of the
mathematical model, or the identifier of the mathematical model in the system.

The main flow of the use case:

e the user sends a request for information about mathematical models;

e the system checks the request parameters and proceeds with it;

e the system forms a list of available mathematical models in JSON
format or a single model in JSON format if the request was made using a unique
model identifier.

Alternative flows:

e if the request or input data is incorrect, the system returns an error
(HTTP 400 Bad Request);
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e if the mathematical model is missing, the system returns an error
(HTTP 404 Not Found);
e if the user is not authorized, the system returns (HTTP 401 Unauthorized).

2) Calculate the software size KLOC value wusing the selected
mathematical model

The user forms a request with the values of the declared independent factors of
the mathematical model and the significance levels a for calculating prediction
intervals and confidence intervals. The system returns the calculation results.
The pre-condition of the use case — the math model is selected for the calculation.

The main flow of the use case:

e the user selects the mathematical model’s identifier for the query;

e the user sends the input data form for calculating the dependent factor;

e the system validates the query parameters and performs calculations of the
dependent factor, as well as prediction intervals and confidence intervals;

e the system forms the calculation result in JSON format.

The SaaS platform’s estimation workflow is presented in Figure 1 in the form
of a UML activity diagram that illustrates behaviour of the two use cases.
It visualizes the sequential interaction between use case Ne 1, «Obtain information
about mathematical models», and use case Ne 2, «Calculate the software size KLOC
value using the selected mathematical model». The diagram highlights the flow of
actions and decision points required to retrieve model parameters and perform
calculation of software size estimates.

The declared workflow of the SaaS offers all necessary opportunities to
integrate the IT solution into CI/CD infrastructure of the software companies and
build continuous software size and software development effort estimation solutions.

Overview of the SaaS system design

Information support for the SaaS solution for code metrics information
processing includes a software development solution, a database, and predefined data
models’ structures designed to store the parameters of nonlinear regression models
for evaluating the size of software applications and the parameters for evaluating the
bounds of confidence and prediction intervals. This approach allows adding new
models or refining existing parameters of the math models without recompiling the
software solution, which allows avoiding the CI/CD flow breaking.
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Validate request parameters
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mathematical models with a list
of their parameters
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Formulation of a query with values of
independent factors and significance
levels for calculating the sofware size
parameter, prediction intervals and
confidence intervals using the selected
mathematical model

Validation of
the parameters entered for
calculation

Obtaining the results of
calculating the software size
and the intervals

Fig. 1. UML-activity diagram of the software size estimation workflow

The Kotlin programming language with the Spring Framework was chosen as
the programming language for developing the estimation service to build network
layer interaction. Kotlin is a high-level object-oriented programming language that is
distinguished by its speed and performance, and it is fully compatible with the JAVA
programming language, which is a great advantage, since a large number of libraries
and frameworks have been developed in JAVA, allowing for the implementation

of a wvariety of functionalities, including mathematical
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Spring Framework was chosen as the framework for developing the web application
due to its advantages, such as a free distribution model, a wide range of tools for
implementing network functionality and support for REST API, quick startup and
automatic configuration, which reduces the amount of manual configuration for
various network interaction components, integration with databases, provides support
for working with JSON data, resource access control and support for standards such
as OAuth2 and JWT (JSON Web Tokens), which is especially important for network
applications such as SaaS, where data security is critical [11].

Technical support for the SaaS information technology has the following
hardware requirements: CPU with at least 1 GHz, recommended CPU should have
2 GHz or higher, RAM size should be minimum 512 MB, recommended 1 GB
or higher, minimum disk space is 500 MB of free space, internet connection.
The hardware requirements are based on the JVM requirements [12].

The user’s hardware environment requires uninterrupted access to the Internet.
The user’s hardware and software must allow requests to be made via the HTTPS
protocol (SSL/TLS support) over the Internet [13].

The logical model of the IT takes into account different programming
languages, categories, and multivariate parameters structure of the math models.
It includes a unique identifier to store all different models in the system,
programming language, category, math model name, math model description,
quantity of the independent factors, list of the independent factors, dependency
factor, datatime and reference when the model were published, accuracy testing
information, model restriction information, and a complex data structure to store the
math model coefficients and constants.

A UML class diagram was created for the SaaS. The class diagram shows the
main entities of the system, their relationships, and interactions between them.
The class diagram is shown in Figure 2.

The software information processing SaaS has the following requirements for
the software on the server-side environment [12].

Operating system requirements for running the SaaS application:

e Windows: Windows 10, Windows 11, Windows Server 2016, 2019, 2022;

e Distributions that support glibc 2.17+ (e.g., Ubuntu 18.04+, CentOS 7+, etc.);

e Mac OS: macOS 10.15 (Catalina) and newer.

Runtime environment requirements are Java Runtime Environment 8 or higher,
PostgreSQL database server version 14 or higher, and OpenSSL version 1.1.1 or newer.
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Fig. 2. Class diagram of a SaaS application
for software size estimation from code metrics
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Conclusion

The results of the study propose an automated processing of the information
from code metrics for software size estimation at an early stage of the software
project development and provide software tools solutions for integrating
the calculator in CI/CD infrastructure of a company for software size estimation
or effort monitoring systems.

The practical significance of the obtained results allows us to recommend the
described software construction, or the software estimation tools for use in practice
for integration in software development life cycle monitoring tools for use
with COCOMO II, COSYSMO, etc, to obtain effort estimates.

Prospects for further research may include extending the software metrics
estimation service software with a wider range of models for estimating the size of
projects for different programming languages and adding software development
effort estimation models like COCOMO and COCOMO II.

References

1.  Farionova, T. A., & Oriekhov, O. S. (2024). A review of software development effort
estimation methods. Collection of Scientific Papers of Admiral Makarov National University
of Shipbuilding, 494, 102-111. DOI: https://doi.org/10.15589/znp2024.1(494).15

2. Johnson, J., & Mulder, H. (2021). Endless Modernization: How Infinite Flow Keeps Software
Fresh. The Standish Group, Hans Mulder’s Lab. URL:
https://www.researchgate.net/publication/348849361_ Endless_Modernization_How_Infinite_
Flow_Keeps_Software_Fresh

3. Meedeniya, D., & Thennakoon, H. (2021, August). Impact factors and best practices to
improve effort estimation strategies and practices in DevOps. In Proceedings of the
11th International Conference on Information Communication Management (ICICM 2021),
pp. 11-17. ACM. DOI: https://doi.org/10.1145/3484399.3484401

4.  Tyagi, A. (2021). Intelligent DevOps: Harnessing Artificial Intelligence to Revolutionize
CI/CD Pipelines and Optimize Software Delivery Lifecycles. Journal of Emerging
Technologies and Innovative Research, 8, 367—-385.

5.  Port, D., Taber, B., & Emkani, P. (2024). Investigating effectiveness and compliance to
DevOps policies and practices for managing productivity and quality variability. Journal of
Systems and Software, 213. DOI: https://doi.org/10.1016/j.jss.2024.112030.

6.  Golding, T. (2024). Building Multi-Tenant SaaS Architectures. O’Reilly Media.

7.  Oriekhov, O., & Farionova, T. (2024). Nonlinear regression models for software size
estimation of Data Science and Machine Learning JAVA-applications. In Proceedings of the
V International Workshop IT Project Management (ITPM 2024), Bratislava. URL:
http://dx.doi.org/10.23939/IW_itpm2024.054

8.  Oriekhov, O., & Farionova, T. (2025). Five-factor nonlinear regression model for JAVA
software size estimation. In Proceedings of the V International Workshop IT Project
Management (ITPM 2025), Kyiv.

200



10.
11.
12.

13.

Prykhodko, S. B., Prykhodko, N. V., & Koltsov, A. V. (2024). A nonlinear regression model
for early LOC estimation of open-source Kotlin-based applications. Radio Electronics,
Computer Science, Control, 85(1), 85-95. DOI: https://doi.org/10.15588/1607-3274-2024-1-8.
JetBrains. (2025). Kotlin programming language. KotlinLang. URL.: https://kotlinlang.org/
Spring. (n.d.). Spring Boot. URL.: https://spring.io/projects/spring-boot

Oracle. (n.d.). Oracle JDK 8 and JRE 8 Certified System Configurations. URL:
https://www.oracle.com/java/technologies/javase/products-doc-jdk8-jre8-certconfig.html.
Rescorla, E. (2018). The transport layer security (TLS) protocol version 1.3 (RFC 8446).
Internet Engineering Task Force. DOI: https://doi.org/10.17487/RFC8446

201



DOI: https://doi.org/10.66118/MMP.2025.202

MATHEMATICAL BASES OF THE METHODOLOGY
FOR BUILDING AN INTELLECTUAL SYSTEM BASED ON THE THEORY
OF INTELLIGENCE AND THE APPARATUS OF PREDICATE ALGEBRA
Plehova G., Sharonova N., Neronov S., Plehov D., Fedorovych V.

Introduction

A method of comparative identification and tools for building an intelligent
system are proposed. It is shown that finite predicate algebra (FPA) is a universal
mathematical apparatus for the formal description of deterministic, discrete, finite
objects of various nature. FPA makes it possible to interpret knowledge in a rigorous
mathematical form, where different features and their meanings are related to each
other by means of Boolean and predicate operations. It is shown that when
constructing a feature system for a knowledge base, it is advisable to use
an algebraic-logical model of the subject area. It is shown that in practical problems
related to the interpretation of knowledge, which is mostly presented in textual form,
it is not necessary to obtain all sets of values of semantic features, but it is necessary
to obtain one or several essential sets of feature values (target variables), which are
a fixed set of values of other features. When solving such problems, other variables
that are not included in the initial conditions and are not target variables are excluded
from the equation by linking them to existential quantifiers. An algorithm for
excluding non-essential variables when solving algebraic-logical equations is
proposed, which reduces the number of necessary calculations. Finite predicate
equations of various types are considered. A description of classification problems
based on predicate equations is given. The problem of classifying objects based on
features that take discrete values is described mathematically as a solution of
predicate equations. A broad class of predicates is described from which redundant
variables can be removed and focus can be placed on the relationships between
essential variables. A method for removing non-essential variables by applying
an existential quantifier is proposed and demonstrated using a real-world example.
An example is given of the use of the mathematical apparatus of intelligence theory,
the method of comparator identification, and the tools of finite predicate algebra,
which consists in constructing a model for the identification of medical diagnostic
parameters in the form of a system of predicate equations, the solution of which
provides an interpretation of medical knowledge in a given field.
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1. Comparator identification — a method of intelligence theory

The need to consider the theory of intelligence as a formal doctrine is due to
the fact that it requires a special mathematical language that is not sufficiently
developed in existing branches of mathematics. Therefore, the theory of intelligence,
along with a substantive study of the human mind, is also forced to develop the
necessary formal apparatus. The possibility of teaching the theory of intelligence
deductively, based solely on physically observable facts, is based on the method
of axiomatic description of the human mind developed by the scientific school
of Prof. Shabanov-Kushnarenko Yu.P. and his followers. This is a method of
comparison or comparator identification method. The essence of the method
lies in the fact that the test subject (the person whose intellect is being studied)
forms the meaning of certain predicates through their physical reactions in specially
designed experiments Py, Ps, ..., Pr.

These experiments reveal the properties of predicates P, P», ..., Py, which
are formally written as logical equations linking predicate variables X1, Xo, ..., X;.

Some of these equations are used as axioms or initial postulates of intelligence
theory. From the axioms, as from equations, the values of the predicate variables
X1, X9, ..., X, are found, which are, respectively, the predicates P;, Py, ..., Pr.
The internal structure of the found predicates characterizes certain details of the
mechanism of intelligence.

The comparison method was first used by Newton in his physical study
of human color vision. Acting as a test subject, he observed arbitrary light emissions
X1 and X5 in the fields of comparison and recorded the equality or inequality of

their colors. The predicate P( Xy, X5 ) formed in this way was first linked by logical

equations-axioms by Grassmann. Based on Grassmann’s postulates (laws),
Schrédinger was the first to construct a deductive theory of human color vision.
When studying human intelligence using the comparison method, the
researcher influences the subject’s sensory organs with physical signals (stimuli)
X1, X9, ..., X, Which generate certain subjective experiences (states) Y;, Yo, ...,

Y, in the subject’s consciousness. It is assumed that states Y;, Yo, ..., Y, depend
unambiguously on the corresponding stimuli Xq, Xs, .., X,. This means that
there are (exist) functions
Yi="1(X1), Yo =f2(X2), - Yn=Fa(Xp) .
In experiments, the stimuli Xq, X,, ..., X, are taken from sets A, Ay, ..., A,
clearly defined by the researcher, so that always X1 € Ay, Xoe My, ..., X € A,.
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The researcher selects the sets A (i e{l,z,..,n}) arbitrarily, at his discretion,

based on the scientific tasks he sets for himself. It is assumed that each of the
stimuli X; € Ay generates a specific state Yj. The set of all values of the function

Y; = fi(Xj), defined on the set A, is denoted by the symbol B;. Thus, each of the

functions f; is a surjection mapping the set A onto the set B;. The functions f;

characterize the ability of the test subject to respond to external objects with
corresponding subjective states.

2. Finite predicate algebra as a universal means
of formal description for objects of different nature

It is believed that finite predicate algebra is a universal mathematical
apparatus for the formal description of deterministic, discrete, finite objects [1-11].
In works [4, 5], it was proven that in order to develop the theory of intelligence,
it is first necessary to have a formal language that can be used to mathematically
describe the structures and functions of human intelligence, especially those related
to the accumulation and interpretation of knowledge by humans. The scientific school
of Professor Yu.P. Shabanov-Kushnarenko and his followers uses finite predicate
algebra (FPA) as such a language.

It should be noted that deterministic processes are processes with a unique
result, in which there is no element of chance. Discrete processes are processes
in which information takes the form of separate portions or quanta — digits, letters,
words, formulas, etc. — in which there is no factor of continuity. Finite processes
are processes in which only a finite number of units of information are involved,
in which there is no factor of infinity. By definition, the theory of intelligence
must be limited to the study of purely machine-like functions of human intelligence,
which are characterized by determinism, discreteness, and finiteness. This raises
guestions about the extent to which the imposed restrictions narrow the
class of human intelligence functions that can be modeled within the framework
of the theory of intelligence.

In order to be able to describe the functions of intelligence mathematically, it
was necessary to create a formal language in which such a description could be made.
The formal language had to be chosen so that any finite alphabet operator could be
written in a convenient form. Such a language is the FPA described below [6-8].

The concept of a finite predicate was introduced as follows. Let A be a finite
alphabet consisting of k letters &, as,..., a, X be a set consisting of two elements

denoted by the symbols 0 and 1 and called false and true, respectively. A variable
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defined on the set A is called a (letter) literal, and a variable defined on the set X is
called a logical variable.

A finite n-place predicate over an alphabet A is any function
f (X Xp,....Xn )=t of n letter arguments X, Xp,..., X, defined on the set A, and
which takes the logical values t. Sometimes a finite predicate f is called k-ary,

emphasizing that its alphabet A consists of k letters.
Each finite alphabet operator can be assigned a specific finite predicate.
This can be done as follows. Let

F(XX2---Xm)=Y1Y2---Ym
—is an arbitrarily chosen finite alphabet operator that converts input words X;Xo...Xmy,
of length m into output words VY;Y,...yy, of the same length, consisting of

letters of the alphabet A. Let us construct a 2m-place finite predicate

f (X, X2, .-+ Xm, Y1, Y2.,. .., Ym ) OVer the alphabet A, using the following rule:
L if 2 F (XX Xm)=Y1Y2---¥Ym
f (X X0 o Xm Y1 Y2ue o Ym ) =9
0, if F(XXo..Xm)# Y1Y2--Ym -

Let’s write down the equation:

f (%X, - Xmy Y1, Y25+ Ym ) =1 .

This equation links the variables Xq, Xp,..., Xqy, Y1, Y2,-.-» Y DYy a certain
relation. Substituting into (X, X,...,Xm, Y1, ¥2.-.., Ym ) =1. the letters X, Xp,..., X
of the input word XX»...Xy of the alphabet operator F, we obtain as a result of
solving this equation the letters vy, Yo,..., Yy Of the output word YiY2...Ym-
Thus, the predicate f, constructed in this way, contains all the information about

the alphabet operator F that interests us. With its help, we can determine the output
word of the alphabet operator represented by this predicate for any input word.

In order to be able to write finite predicates in the form of formulas, a special
algebraic system called FPA is introduced. More precisely, not one algebra is
introduced, but a whole family of such algebras. The type of finite predicate algebra
IS characterized by an alphabet of letters A consisting of symbols &, aj, ..., @, and

an alphabet of variables consisting of n symbols X, X5, ..., X5. Using the finite
predicate algebra with the alphabet Az{al, as,..., ak} and an alphabet of variables
B={X.Xp,...Xn}, any n-place k-ary predicate f(x,X,...X,) defined over the

alphabet A can be written. In this case, it is assumed that the letters and variables
of the alphabets A and B are numbered.
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In finite predicate algebra, there is a very special function, or more precisely,
a unique predicate called the recognition predicate. Each formula of the form a; (xj)

can be conveniently regarded as a single-place predicate that depends only on the
variable X] and is defined as follows:

1if x; =a;
1 J 1
a(xj)=1
0, if Xj * 4.
The predicate a; (xj) «recognizes» a single letter a; among the possible letters

of the alphabet A, and is therefore called the predicate of recognition of the letter a;
or even the recognition of the letter a;, which depends on the variable xj. There are

ky different letter recognitions in total. By applying disjunction and conjunction

operations to different letter recognitions, repeatedly and in different orders, you can
obtain different predicates. Letter recognition is considered to be an elementary
predicate of finite predicate algebra. The set of elementary operations and
elementary predicates forms the basis of finite predicate algebra.

It has been proven that the algebra of finite predicates is complete. Thus, any
finite predicate can be written in the ASP language. The algebra of finite predicates is
not only complete, but even redundant in a certain sense. The true predicate denoted
by formula 1 can be expressed by other means of finite predicate algebra, for

example, in the form of a disjunction of all conjunctions of the form x*x52..x7".

In the case when k >2, i.e., when the alphabet A contains at least two letters a;
and a, one can do without formula 0. The predicate denoted by this formula, which

Is identically false, can be written, for example, in the form of the formula xf‘le‘2 :

Most often, disjunctive algebra and its various conservative extensions are
used as the language for recording finite predicates. The convenience of disjunctive
algebra of finite predicates lies in the fact that its language allows for concise and
convenient recording of truth and falsity laws. These laws play a special role in
any finite predicate algebra. In essence, there are requirements that must be satisfied
for the correct introduction of variables on finite sets.

The truth law specifies the domain of variation of a variable, and the falsity law
ensures that all elements of the set in which the variable is defined are pairwise
distinct. In any other algebra, the truth and falsity laws would be written in much
more cumbersome expressions. Hereinafter, we will refer to the disjunctive algebra
and its conservative extensions simply as the finite predicate algebra.
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Thus, in this subsection, we have shown that the finite predicate algebra is
a universal mathematical tool for the formal description of deterministic, discrete,
finite objects of various kinds.

The convenience of the disjunctive algebra of finite predicates lies in the fact
that its language allows for concise and convenient notation of truth and falsity laws,
which play a special role because they set the necessary and sufficient requirements
for the correct introduction of variable attributes on finite sets.

The truth law specifies the domain of variation of a variable, and the falsity law
ensures that all elements of the set on which the variable is defined are pairwise
different. In any other algebra, the truth and falsity laws would be written as much
more cumbersome expressions.

3. Formal description of the subject space
in the language of finite predicate algebra

A distinction should be made between the formal description of an object and
its abstract description. The abstract description of an object always follows the
formal description. This is a stage of more in-depth study of the object compared to
its formal description. The formal description of an object is the replacement of the
object with mathematical constructions. An abstract description of an object is
an axiomatic construction of a theory of those mathematical structures that were
obtained in the formal description of the object.

The representation and interpretation of knowledge play an important role in
various areas of computer science. Various methods of discrete mathematics are used
to formally represent information about objects and processes in knowledge bases.
In cases where information about objects and processes in knowledge bases,
represented by discrete information features, has a rather complex logical structure,
various methods and models of discrete mathematics are used for its formal
representation, including logical equations with Boolean variables. Thus, logical
methods of image recognition involve the compilation and solution of logical
equations with variables that take on values of 1 and 0, depending on whether a given
object has a certain property or not. Solving such equations allows either to identify
an object by the available sets of attribute variable values or to establish unknown
properties of a given object [1].
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4. Method for studying the relationships between
discrete characteristics of objects

Logical classification methods usually involve compiling and solving logical
equations with variables that take on values of 1 and 0, depending on whether a given
object has a certain property or not. Solving such equations allows either to identify
an object by the available sets of attribute variable values or to establish unknown
properties of a given object. A natural generalization of Boolean algebra equations is
finite predicate algebra equations, which allow you to operate with arbitrary attribute
variables defined on different finite sets. The use of such equations for constructing
logical conclusions in knowledge bases allows expanding the capabilities of Boolean
logical methods for object recognition and classification. When classifying objects,
we deal with sets of features, selecting some of whose values allows us to determine
the membership of the object under consideration to a certain class. This section
presents a method for investigating the relationships between discrete features of
objects. Various types of predicate equations are considered.

When analyzing the relationships between essential features of data, we often
encounter rather complex systems of logical equations, which, nevertheless, can be
simplified due to their specific properties. To demonstrate the procedure for
eliminating non-essential features, a real example from the field of medicine
will be considered below.

Many practical problems require the use of logical classification methods.
For example, in [16], binary feature vectors are classified. The proposed method can
be used in various classification problems in different areas. The classification
process boils down to studying logical-dynamic systems depending on some initial
states. In [17], correction functions are constructed for logical object recognition
methods. An interesting algorithm for logical classification using correction functions
is proposed. In [18], logical data classification is used to analyze hyperspectral data.
Some combinatorial issues of logical classification are discussed in [19]. The authors
applied their research to the classification of proteomic expressions of Alzheimer’s
disease. In [20], logical algorithmic methods for constructing decision trees are
considered. In [21], a logic-based classification method for text recognition is
proposed. In [22], a logical approach to machine learning is proposed. The authors
developed a special logical classifier. The logical design of a strong classifier using
weak classifiers is considered in [23]. A combination of different methods, including
logical classification, was tested in [24]. A method for classifying text messages
based on logical extraction is considered in [25]. In [26], finite predicate networks for
radar detection are investigated. A new approach to logical classification and
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recognition is proposed in [27]. Subsystems of Boolean equation systems are
investigated in [28]. In [29], a method for distributed solving of logical equations is
presented. In [30], some specific types of logical functions are considered.
The main focus is on symmetric functions, which are widely used for classification
purposes. The issue of entropy in Boolean networks is discussed in [31].
Logic-predicate networks are investigated in [32]. The use of predicates for
classifying access problems in the Internet of Things is considered in [33].
Many works devoted to classification often use Boolean algebra, fuzzy logic, or
neural networks as basic mathematical tools [19]. Logical approaches to fact-based
analysis are discussed in [20].

A common generalization of Boolean algebra equations is finite predicate
algebra equations [33], which allow operations on arbitrary attribute variables defined
on finite sets. The use of such equations for constructing logical inferences in
knowledge bases makes it possible to extend the capabilities of logical methods for
object recognition [34]. There are many ways to represent data and the relationships
between them. First, we will briefly consider Boolean algebra equations and some
problems that arise when solving them.

The axioms of Boolean algebra are satisfied by some mathematical structures
that are of great importance for information systems. Such structures include, for
example, logic algebra, set algebra, and ASP. Often, the dependencies between
elements of Boolean algebra can be described by an equation or a system of
equations, where one equation (or a certain number of equations) can contain both
unknown elements (variables) and known elements (parameters). It is interesting to
find out under what conditions an equation (or a system of equations) has a solution,
as well as the conditions under which this solution is unique. Finally, it is necessary
to be able to find the solution to the equation.

In addition, if the conditions for uniqueness of the solution are not met, it is
sometimes impossible to find all solutions to a given equation or system of equations,
and it is practically impossible to try them all in turn, since their number can be very
large. However, it would be desirable to be able to study these solutions, select the
optimal ones (for specific problems), and consider the structure of these solutions in
the same way as the structure of a set of differential equations is considered in the
theory of differential equations, despite the fact that this set may be infinite. It is
possible to find all solutions to Boolean equations without going through them one by
one, but by describing them with formulas so that all solutions to a given equation
or system of equations can be obtained from these formulas.
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5. Analysis of logical connections
between essential features of data in systems of predicate equations

A universal method for solving systems of finite predicate algebra equations is
to reduce the predicate, given by the system of equations and initial conditions, to
a perfect disjunctive normal form. However, this procedure involves searching
through many intermediate solutions, and its practical implementation requires
significant computer time. For some types of predicate equations, taking into account
the peculiarities of their structure, simpler solution algorithms can be developed.

In many practical problems related to the semantic processing of medical data,
natural language information, and customer data, it is not necessary to obtain all sets
of values of semantic features, but it is necessary to obtain one or more sets of feature
values (target variables) that are of interest to the user. It is often necessary to find the
values of target variables under given initial conditions, which are a fixed set of
values of other features. When solving such problems, other variables that are not
included in the initial conditions and are not target variables are excluded from the
equation by binding them with existential quantifiers.

Let us consider the solution of Boolean equations using the traditional method
of reduction to PDNF (perfect disjunctive normal form). The essence of this method
is that the logic algebra function on the left side of the equation is written in PDNF
form, or more precisely, the sets of values of binary variables that satisfy this
equation are written directly. For example, let us have the following equation

(X1v X3)(Xzv X3)=1.
Writing down the left side as PDNF, we obtain the equation
X1 X9 X3 Vv X1 X9 X3V X1 XoX3 Vv X1 X5 X3 =1,
which shows that the solutions are sets {1,1,1}, {1,1,0}, {1,0,0}, {0,0,0}.

For logic algebra, this approach is universal in a sense, since it is always
possible to obtain all solutions to any equation. Suppose that in the above example,
X1, X9, X5 — are variable sets of some set algebra, and we interpret conjunction,
disjunction, and negation as intersection, union, and addition in set algebra.

For logic algebra, this approach is universal in a sense, since it is always
possible to obtain all solutions to any equation. Suppose that in the above example
X1, X5, X3 — variable sets of some set algebra, and we will interpret conjunction,
disjunction, and negation as intersection, union, and complement in set algebra.

For clarity, let us consider the algebra of all subsets of a set {a,b}. Then 0 is

an empty set, 1 is all sets. Obviously, the sets listed above will be solutions to the
original equation in this case, but not only these sets. For example, if we substitute
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Xy ={a}, X, ={a}, X3={a}, then the equation becomes an identity. From the

above, it follows that the method of reduction to perfect disjunctive normal form is
not universal for solving Boolean algebra equations in general.

The above considerations show the need for separate consideration of Boolean
algebra as a mathematical tool for solving logical equations. Any results obtained for
Boolean algebra equations are automatically transferred to FPA equations.

Let us move on to definitions. It is known that a Boolean algebra is any algebra
for which the following axioms hold:

avb=bvaanb=baa,
(avb)vc=av(bvc),
(anb)ac=an(bac),
(avb)ac=(anc)v(bac).
(anb)vc=(avc)a(bve),
ava=a,arna=a,
avl=lav0=a,an0,anl=a,
a=aavb=ansb,arb=avh
ava=lanrna=0.

Let us assume that the algebra is defined on an abstract set, and the operations
v AN M=" will be called conjunction, disjunction, and negation, respectively.

A Boolean formula is an arbitrary function f:M™ — M, obtained by superposition

of conjunction, disjunction, and negation. Further, for convenience, the conjunction
sign will be omitted. The concept of a perfect disjunctive normal form can be
defined in exactly the same way as in logic algebra, although it should be noted
that in this case the variables in a perfect disjunctive normal form can take
values other than 0 and 1.

To effectively solve equations with unknown finite predicates, it is advisable
to first study equations written using Boolean algebra operations, since these
operations are most commonly encountered when writing predicate equations.

The algebra of finite predicates allows us to interpret knowledge in a rigorous
mathematical form, where different features and their meanings are related to each
other by Boolean and predicate operations. The classical form of a logical equation
with finite predicates looks like this:

f (X, X2 Xy ) =1,
where each variable takes values from a finite set of elements, and in general,

these domains may be different. In practice, we may encounter problems
with many equations.
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In this case, the problem can be solved by solving a system of equations:
f1 (X, X0, Xn ) =1,
fz(Xl,Xz,...,Xn)Zl,

fn (X, X1 X ) =1.
If necessary, this system can be rewritten as a conjunction of the above
equations and presented as a single equation:

fL (X X0 Xn ) A Fo (X X 0o Xn ) A A Fi (X X0 e X ) =1
Unlike Boolean variables, predicate variables provide greater flexibility in
defining the necessary characteristics. For example, consider the following dependencies:

b
ya lel w2,
b
yaZ - X1b3 v X14,
b
y3 s le5 vx®,
where domains for y and x is {a;,ap,a3} and {by,by,b3,by,bs,bg} accordingly.

If y=a; then x,=b or x =Dby,. On the other hand, it follows from the first
expression that

ﬁ(xlbl v xfz)—>ﬁyal,
that means
N IVILIVPL IV SRV VY
Thus, if x; takes on a value from a set {bg,by,bs,bg} then the property of the
object y acquires meaning a, or ag.
The classic form of a logical equation with finite predicates looks like this:

f (X, X2 X ) =1,
where each variable takes values from a finite set of elements, and in general, these
domains may be different. In practice, you may encounter problems with many
equations. In this case, the problem can be solved by solving a system of equations:

fl(Xl,Xz,...,Xn)Zl,
f2(X1,X2,...,Xn)=1,

fm (X0, X2 0000 Xp ) =1.
If necessary, this system can be rewritten as a conjunction of the above
equations and presented as a single equation:

fL (X X0 0o Xn ) A Fo (X X 0o Xn ) A A Fi (X X0 0 X ) =1
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For such equations, we can identify some problems that can be solved:

1) find all possible sets of variable values that satisfy this equation. Obviously,
this task is difficult because the number of calculations increases exponentially;

2) determine whether the system has a solution;

3) determine whether it has a unique solution;

4) find some important combinations of variable values that satisfy the system;

5) solve the system under some initial conditions.

Consider the following system of predicate equations:

Y& — 91(X, X0 - %n )

¥ — 9o (X, X010 Xn ),

a
Y™ = 0 (%, X240 Xn ).
This means that when the function y takes on the value a;, the set of variable
values Xq,X,..., X, must satisfy the equation
0 (X, X2 1. X ) =1,
which means that if an object has a property a;, its characteristics Xp,Xo,...,Xp

must satisfy the above formula.
Generally speaking, the opposite is not necessarily true. If g; (xl, X9 yueuy xn)=1,

y does not necessarily acquire value a;. Let’s consider a stronger dependency:
a
Y =01 (X, X000 Xn ),

Y22 =00 (X, X201 Xn ),

yom = gm (X, X0, Xn ).

In this case, any set of feature values xq,Xo,..., X, either confirms the fact that
y is equal to a; or not (belongs to the corresponding class or not). If an object has
a property a;, then its features must satisfy gi(xl,xz,...,xn)zl. Thus, we can
classify an object y by the values of its features xq,X»,...,Xp. It can also be easily
shown that the conjunction of any two different functions g; and g is equal to zero.

This follows from the basic properties of recognition predicates. It can be shown that
the above system is equivalent to the following equation:

Y201 (X0 X s X )V Y2200 (X, X0 1 X ) VeV YOG (X0, X0 - X ) =1
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Based on the solution of such equations, it is possible to propose logical
methods for classifying objects that can be applied to solve practical problems in
various areas. Their features can be identified at the stage of constructing
a mathematical model, taking into account the characteristics of the data.
Usually, propositional logic is used for this purpose. We propose an approach based
on finite predicate algebra. Let us construct a general form of such problems based
on predicate equations.

6. Means of constructing a system of features
for a knowledge base based on a formal algebraic-logical model of a subject area

Logical methods of object classification are used to solve practical problems in
various areas: biology, physics, meteorology, etc. Their features can be identified at
the stage of constructing a mathematical model, taking into account the
characteristics of the data. Usually, propositional logic is used for this purpose.
This paper proposes an approach based on finite predicate algebra.

Let us construct a general form of such problems based on predicate equations.
Let the feature variables Yyj,Y2,...,y| denote certain properties of objects, for
example, in the formal description of the symptoms of any disease (according to the
diagnosis or treatment protocol) or the assignment of a patient to a certain risk
class [15]. Each variable takes values from its domain. Unlike Boolean variables,
predicate variables can take values from different arbitrary domains.

Let discrete variables Xq,Xp,...,X, be attributes, based on which we can

determine what values variable properties can take. Properties and attributes can be
linked together in the form of complex logical dependencies, which can be
represented as a predicate equation:

P(YL Y2, V15 X0, X0 0o X0 ) =1,
where P is a finite predicate.
Classifying the object under consideration means determining, based on this
predicate equation and experimental data on features X,Xo,...,Xn, Which properties

(feature values Yy,Y»,...,Y|) this object possesses and which properties it does not
satisfy. For example, each elementary conjunction

a1, 8
X 1 xa12 .. x2in

ap; @
X 2 x522 .. Xg2n

a a
X MXSM2 Xy
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corresponds to its own class of objects. Then, based on a priori dependence
P(YL Y2, Y15 X, X2, Xy ) =1 and experimental data on features X, Xp,..., Xy,
it is possible to determine which class a given object belongs to. As can be seen
from the above considerations, the values of features are grouped into a matrix.
Suppose that as a result of the experiment, we obtained some data related to the
values of features Xq,X»,...,Xn, describing the classified object and constructed the

following predicate equation describing the relationships between them:
g(X, X0, Xy ) =1.
The task of classifying objects can be formalized as solving the following
predicate equation by finding the unknown predicate f :
9( X X0, Xn) = F (YL Y2, M)
solving this functional equation, you can determine the values of the features
X1, X2,..., Xy , that characterize objects yq,y2,..., Y.

Unlike Boolean variables, predicate variables provide greater flexibility in
defining the necessary characteristics. For example, consider the following
dependencies:

where the domains for y and x are {a,a,,a3} and {by,b,,bs,by,bs,bg} accordingly.
If y=a), then x;=b; or x =by. On the other hand, it follows from the first
expression that

by

—|(X1 vxlbz):)ﬂyal,

that means
le3 fo4 vx1b5 foe Sy y yas,
Thus if x takes a value from the set {b3,bs,bs,bg}, the property of object y

takes the value a, or ag.

A universal method for solving FPA systems of equations is to reduce the
predicate, given by the system of equations and initial conditions, to a perfect
disjunctive normal form (PDNF). However, this procedure involves searching
through a large number of intermediate solutions, and its practical implementation
requires significant computer time. For some types of linguistic equations, given the
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peculiarities of their structure, simpler algorithms for solving them can be developed.
For example, a heuristic algorithm is more practical, but it involves searching through
all sets of semantic feature values, which slows down the solution process as the
number of features increases, with the solution time growing exponentially.

In many practical problems related to knowledge interpretation, which are
mostly presented in text form, i.e., related to the semantic processing of natural
language information, it is not necessary to obtain all sets of values of semantic
features, but it is necessary to obtain one or more sets of feature values (target
variables) that are of interest to the user. It is often necessary to find the values of
target variables under given initial conditions, which are a fixed set of values of other
features. When solving such problems, other variables that are not included
in the initial conditions and are not target variables are excluded from the equation
by linking them with existential quantifiers.

In research related to logical inferences in knowledge bases, questions
arise regarding the determination of the closeness of the relationships between the
attributes of these objects, as well as questions about their essentiality and
non-essentiality. Obviously, it can be assumed that the formal relationship between
features is stronger when fewer sets of values of these variables satisfy the equation.
At the same time, if any sets of values of these variables satisfy the original equation,
it can be assumed that there is no relationship between these variables.

In addition, the following questions arise when solving practical problems:

1. How will the specific values of this feature, substituted into a logical
equation, affect the relationships between other features?

2. How strong is the logical relationship between two (or more) given features?

To answer the first question, it is natural to single out those predicates
(and, accordingly, equations) which, when a certain value of the attribute is
substituted, turn into predicates that give a stronger relationship between the
variables, as well as those predicates, the substitution of this value into which leads to
a weakening of the logical relationship between the attributes.

To answer the second question, it is necessary to exclude from the original
equation, using the existence quantifier, all variables except those under
consideration, and examine the resulting equation with fewer variables, which
describes all permissible sets of values of the studied features.
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7. Development of an algorithm for eliminating insignificant variables
when solving algebraic logic equations
to reduce the amount of necessary calculations

Let us consider the feature selection procedure, where the number of features
can be reduced. Here we may encounter the following problems.

1. We may need to find some sets of feature values that interest us, where there
Is at least one value of non-essential features for which there is at least one set of
values of essential features. In this case, we apply an existence quantifier to the set of
non-essential values.

2. We may need to find some sets of feature values where, for any set of
non-essential features, there is at least one solution to the equation. In this case, we
apply a universal quantifier to the non-essential variables.

3. We may need to find some sets of attribute values that satisfy the equation,
provided that the non-essential attributes take certain specific values.

Let the predicate P depend on variables x,y,...,z. Let us define the

substitution operator a(P) (a belongs to the domain of the variable x), which
acts on the predicate P as follows
a(P(x,y.....z)=P(ay,...,2).
We will call a substitution operator restrictive if the following condition is met
P(a,y,....2) > P(x,y,....2)
forall x,vy,...,z.
Let’s determine the distribution of the substitution operator if the condition
IS true
P(a,y....2) < P(xY.....2)
forall x,y,...,z.

Interpreting the knowledge presented by this implication, we can say that
substitution operators strengthen the logical connection between discrete features,
while distributive substitution operators weaken this connection by shifting the
relationship between features in an irrelevant manner.

Let us consider the predicate P as follows:

P(X, Yoo 2) = XEP (Y, 2) v X2Po (Y, Z) Vv X3 B (.0, 2),
Then

& (P)=P (Y- 2) = X3P (Y, 2) v X2R (Y, 2) v v X R (L, 2).
Obviously, the predicate & (P) will be shortened if B >R Vi=12,...,n.

217



The operator a; (P) will distribute if B, <~ B Vi=12,...,n.

Let us consider examples of applying the operator a; to predicate P(x,y)
where variables x,y and z have domains of definition {aj,a,}, {b;,by} and {c,c,}
accordingly.

Let P=x2yPz%\ x22yP;% \, x%2yP1;0

Then aq(P) = y®2% :(xal v xaz)& yPLza = xByPi Gy, xB2y P4

With the exception of disjunctions containing the predicate al(P), it contains
one more disjunction x?2 yblccl, thus the operator g is restrictive for the predicate P.

According to the definitions given, in the example above Plzyblzcl,

P, = yblzC2 v yblzfl . From this, it is clear that P, - P,. Let us now consider
the predicate
P= Xalyb.l.zcl vV XalyblZCZ v Xa2 yblzo.l.’
ay(P)=yz% v yPi7% :(xal v va)&(yblzol v yblzc2):

= Xy v x22yP7C2 v xB2 Y17\ xxP2phC2.
The operator a; for this predicate is obviously distributive. In this example
R =y2z% v y27% and Py = y27% thus B« P,.

To answer the second question, it is necessary to exclude all variables except
those considered from the original equation and examine the resulting equation with
fewer variables, which describes all permissible sets of attribute values. In [51],
a fairly broad class of predicates is considered for which an effective algorithm
for excluding variables without increasing the size of the original formula can be

specified. Here, we extend this class by adding some additional properties.
Consider the following properties of the existence quantifier:

1. Ixx® =1.
2. Ix—x¥=1.

3 EIx(—.(P(x)Q(x))):ElxﬁP(x)vﬂx—.Q(x).
4. 3Ix(P(x
5

6
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7. 3y(P(x)>Q(y))=P(x)>3IyQ(y).
8. Assume P,(x)&Pj(x):O,i;tj,i,j:1,2,...,k
9. Suppose:
((R() = Quy) & (P2 (%) > Qa(y)) &... & (R (%) = Qc (¥))) =

=(R(x) > YQ(Y)) & (P (x) > IyQa(Y)) &... & (R (x) > IyQx (¥))-
10. If the identity R(x)=0 is not true for any i=12....k and
R(x)&Pj(x)=0 fori= j,i j=12,..k, then

X((PL(X) > Qu(y)) &(P2(x) > Qa(y)) &... &(Rc (X) > Q (¥))) =
=Qu(Y)vQa(y)Vv...vQ(y)

The above properties allow us to describe a broad class of finite predicates
(according to equations) defined on a set of variables {x, Yyeouh z} , for which it is easy

to find relationships between selected variables without increasing the size of the
original formulas. Let us define this class recursively.

1. All «recognitions» for variable x2,x2,...x° (ab,...c — symbols
belonging to the domain x) belong to X, .

2. All objections —x2,—xP

....,—x% belong to Z,.

3. If predicates —P(x),—Q(x) belong to Xy then predicate —(P(x)Q(x))
belongs to %, .

4. Any predicate that does not depend on a variable x belongs to the set Z, .

5. |If predicates P, Ta P, belong to X, then predicate P =P, v P, belongsto Z, .

6. If predicate P, belongs to X, and predicate P, does not depend on X then
predicate P =P & P, belongs to X, .

7. If predicate P, does not depend on x i predicate P, belongs to X, then
predicate P =P — P, belongsto Z,.

8. Let predicates R,P,...,R do not depend on x; K &P;=0 for
1= .1, J=12,...,k, predicates Q,Qo,...,Qx belong to Xy; then

P=(AR>Q)&(PL—>Q)&...&(F —> Q)
belongsto X, .
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9. If predicates B,P,,...., depend only on x, R&Pj=0 for
1= J,01, J=12,...,k; for any i=1,2,...,k then identity B =0 is not true; predicates
Q1. Q2,...,Qk do not depend on x; then predicate

P=(R—>Q)&(P,>Q2)&...&(R - Q)
belongs to X, .

It may also be necessary to eliminate redundant variables using a universal
quantifier. In this case, we can use the following properties of this quantifier:

1. vxx®=0.

2. Vx—x?=0.

Vx—(P(x) v (x)):VX—.P( ) & Vx—=Q(X)
vX(P(x) &Q(x)) = vxP(x) & vxQ(X).

B,
¥Y(P(x)&Q(y))=P(x) &W¥Q(y).

Suppose.

o a0 &~ W

R(X)&P;(x)=0, i# j,i,j=12...k,
then:

WY((R() &Qu(Y))v (P2 (%) &Q2(¥)) V-V (Rc(x) &Qc(Y))) =
= (R(%) & yQu(y)) v (Po (%) & ¥yQa (¥)) v .- v (P (x) & WyQi (¥)).
7. If identity R(x)=0 is not true for any i=12...k and
R(x)&Pj(x)=0 fori=j,j=12,.. kthen

vX((F’l(x)&Ql()’))\/(F’z(X)&Qg(y))v...\/(Pk(x)&Qk(y))):
=Qu(Y)&Q(Y)&...&Q ().

We can recursively define a class of predicates X, from which a variable x
can be excluded without increasing the size of the formula:

. All «recognitions» x2,x°,...,x¢ belong to 2.

1
2. All objections —x2,—x,...,—xC that do not depend on x belong to =, .
3

. If =R, and =P, belong to X, then —(P, v P,) belongs to X, .
4. If predicates P, and P, belong to X, then predicate P=P &P,
belongsto X, .
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5 If a P, belongs to X, and predicate P, does not depend on x then
predicate P =R v P, belongs to %, .

6. If predicate P, does not depend on x and predicate P, belongs to X, then
predicate P =P & P, belongsto Z,.

7. Let’s assume that predicates B,P,,...,F do not depend on x, K &P; =0

fori=j,i,J=12,...,k; predicates Qp,Q»,...,Qx belong to X, then
P=(P&Q)Vv(P&Q)v...v (R &Q)

belongsto X, .

8. If predicates B,P,,....Ac depend only on x, R&Pj=0 for
1= J,0,]=12,...,k; for any i=12,....,k identity B =0 is not true, predicates
Q1 Qo,..., Qx do not depend on X then predicate
P=(R&Q)Vv(P,&Qy)v...v(R &Qy) belongs to the set Z,.

An example of how this method is used is shown in the next paragraph based
on information screening of medical records.

8. Application of algebraic-logical modeling
for information screening in conditions of incomplete information

All areas that work with knowledge bases use information technology and
produce or consume data. The quality of this data is crucial for the effectiveness of
decision-making support processes. Therefore, the relevant areas of IT development
are: interpretation of knowledge, its extraction from various sources, intelligent data
processing, and the formation of high-quality information for making appropriate
decisions. Information quality is an integral characteristic that shows the degree of
suitability of data for decision-making. The process of improving information quality,
or information screening, is a process of semantic processing of poorly structured,
incomplete, and ambiguous data in order to analyze characteristics and identify
patterns and inconsistencies [15].

For example, consider the task of analyzing certain medical records, namely
data stored in patient medical records, and show that such data is generally
characterized by the following features: incompleteness, obsolescence, inconsistency,
etc. This situation leads to more than one interpretation, i.e., to ambiguity of
information. The use of the results of processing ambiguous information contained in
medical documentation with low data quality leads to incorrect management and
medical decisions. In this regard, it is important to introduce models and methods
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for processing medical data that improve the quality of information for decision-
making, namely: improve data completeness by extracting additional information,
improve data accuracy by using only relevant information, remove contradictory
information, and form a relevant data set.

Research methods for this type of task are based on the use of system analysis
methods, decision-making theory, intelligent data analysis methods, and intelligence
theory methods. Namely: the algebraic-logical modeling method and the comparator
identification method are used in the intelligent processing of data from patient
medical records for information screening of medical documentation; the
mathematical apparatus of optimization methods is used in solving the problem of
planning therapeutic and preventive measures based on the technology of information
screening of medical documentation; a service-oriented approach was used to
develop tools for solving the tasks set.

In works [15, 53], a method for information screening of medical
documentation was proposed and developed. The use of the comparator identification
method for solving the problem of information screening of medical documentation
was also proposed. A model for identifying medical and diagnostic parameters
has been developed.

For example, to improve the quality of information for medical decision-
making, a method of information screening has been formulated and justified, which
consists of using a set of data processing models (Fig. 1).

Model for planning screening measures

Relevance
_| Model for identifying medical of measures | Model for developing
and diagnostic parameters - a set of screening measures
‘ I
Identified Health Individual
data group set ]
v . v

Risks of disease
Model for assessing risks of progression
disease progression

Model for determining the number of
patients for performing screening
measures

h J

Screening examination data ] . Screening plan
Medical examination

Y

Fig. 1. Medical documentation information screening method
To solve the problem of information screening of certain medical
documentation (for example, medical records filled out by a family doctor), the use of

an algebraic-logical method of modeling a system of features based on finite
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predicate algebra is proposed as a method for modeling subject knowledge.
The general scheme for using the proposed method is as follows: based on
information from medical records and other sources of medical information, a set of
features is formed, which is modeled by predicate equations. Depending on the
results to be obtained, the reactions of the predicates are subjected to semantic
processing and grouped into a set of aggregated signs, which subsequently
form the basis for medical decisions (Fig. 1). In this formulation of the problem,
the comparator is a system of predicate equations, the solution of which is
described above.

One of the main conditions for the application of the comparator identification
method is the discreteness, finiteness, and determinism of the objects of the subject
space. In this case, the subject space U is a Cartesian product of a set of objects from
the subject space Uy xU» x...xU,: medical data, patient records, clinical monitoring

data, etc. With the help of a predicate P(x,Xp,...,Xy ) any ratio that is defined at the
subject space U =UqxU, x...xU,, is described. In the language of finite predicate

algebra, this predicate is formalized using the recognition predicate and the basic
operations of conjunction and disjunction. The recognition predicate models
the ability of a person to unambiguously assign the object under consideration
to one of two classes. The predicate is equal to 1 when the object is recognized
and 0 otherwise. The introduced predicate variables are linked by logical
equations, the joint solution of which assigns the elements of the set of objects
under consideration to a certain class, i.e., determines the patient’s risk group
for the presence of certain diseases.

The following experiment plan is proposed. We use real medical data and
encode it using predicate equations. Note that although some variables may take on
the value «unknowny, this is still a closed-world case, since «unknowny means only
a value from the alphabet in which the variable is defined. Each domain for
any variable is closed. After we have written a system of equations with the help
of experts, we begin to remove variables that we consider irrelevant at the moment.
This does not mean that in other cases other variables will be considered irrelevant.
Important variables are those for which we want to determine logical relationships.
The result is an equation from which irrelevant variables have been removed.
The resulting equation is simpler than the original system, and it is easier to analyze
the relationships between relevant variables.
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If we consider information screening of medical data for the assessment
of the development and prevention of cardiovascular diseases [22], we can identify
a set of features for formalizing screening procedures. Let us consider the following
features and their meanings:

Gender: X; = {x%xlz} where x% means female, x% means male.

Age: Xo :{x%,xg,xg}, where x% under 40 years, x% from 40 to 50 years,

xg over 50 years.

Diabetes mellitus: X3:{x%,x§,x§’,x§}, where x% — Yyes, x§ — no (actual

diagnosis), x33, — no (diagnosis not determined), x§ — unknown.

Arterial hypertension: X4 :{xﬁ,xﬁ,xﬁ,xﬁ'}, where x}l — yes, xﬁ — no (actual

diagnosis), xﬁ — no (diagnosis not determined), xﬁ — unknown.
- : (1,23 1 2 3
Kidney problems: Xg=1{X5,X5, X5t where Xg —yes, x5 —no, x5 — unknown.

Tachycardia: XG:{xé,xg,xg’,xg,xg}, where x% — yes (actual diagnosis),

xg — yes (diagnosis not determined), yes (diagnosis not determined), xg —no (actual

diagnosis), xg — no (diagnosis not determined), xg — unknown.

Heredity in relation to heart and vascular diseases: X< :{x%,x%,xg’}, where
x% — Yes, x% - no, x% — unknown.

Smoking: Xg :{x%,xg,xg} , Where x% — yes, x§ —no, xg — unknown.

Alcohol problems: Xq :{x%,xg,xg} , Where xgl, — yes, xg —No, xg’ — unknown.

Hypodynamia: Xlo:{x%o,xlzo,xf’o}, where x%o — Yyes, xizo - no, xf’o —

unknown.
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These features make it possible to develop a model for identifying diagnostic
parameters, which can be used to determine the patient’s health group
R={r,rp, 13,14} where i low risk of heart and vascular disease, r, medium risk,
r3 high risk, ry very high risk.

A set of aggregated characteristics Q; —Q3 is used to determine the health
group, where Q is denoted by X7 and X5, Q, is denoted by X7 to Xqg, Q3 is
denoted by X3 — Xg.

The values for each health group and each aggregated indicator are divided into
four classes in accordance with the relevant medical and technological documentation
(standardized clinical protocol and local protocols relating to the prevention of heart

and vascular diseases).
The system of equations for forming, for example, a feature Qo looks like this:

B =38 (3 v 8 (o o)) bty o8 v 3),
q% = x%(x (XgXlO v X§ )v xg(x8x10 v xgxio))

2)v (6 v B )iy v
o oo ) (6 v ) (do v oo ) v

3.2(.1 2
8X9(X10VX10)’

>
~No
Seo

<

>
~w
Bro
~—

P
O
~ N ~—

Vv X x%)x%)(xlzo v xf’o)v x%xg’(xg v xg)v
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A model for identifying medical and diagnostic parameters using the
example of risk class determination is presented in the form of a system of
predicate equations:

h= o (as v a3) v (a5 v (o v 6)a5) a3,
= Q1(Q20I3 v Q2QB )V

v(at (o3 vaf)vof (B v a3 )v ofed v of (ab v o)) (ch v o ) v
v(of v o )ab (o v o) v ofad v (o v o ) o |,
s =aped v (advef v ) v o) v s |v

vaiad((advas)v(f 3
v (v i (a3 v 03 )| v (ofad v oifad ) (o v &)
£

= v of Jagas v o

vafad(avad)v are (of v ad v o)

The final classification can be described by the following system:

n= Q1qZ q3vq3)v(qq VOt VQf)Q%)CI%,

o= OI1(Q2CI3VQ2Q )V

v(at(aBvaf)vaf (a8 v ad)v ofaB v o (ab v o)) (ch v o ) v

v(of vql)q%(q v a3 )v(q qé‘v(qlvql)qz)%
2
2

s =y v (atvef v of ) (o v o3 (o v o | v

1

v(q%qé‘vqf(qzv 3V i

v e (a3 v a3 )v (o v o
o)) v afas v ai'ed ) v o),

Fw

u=(at v of )oges v vatad(as v a3 |vafad (e v o v of
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Let’s explore the logical connections between discrete features X — Xq. First,

let’s rewrite the system of predicate equations in the following form:

P(qZ’Xl""’XlO):
_ qg(x;xg(xg V58 (o v xfo))v Sl v ity (46 v xg))v
vqg(x; (% (oo v 58 v 6 (s v o ) v

(8B @8 ) (628 v 3 )i

(8w B8 ) (o v o) v 8 (18 v ) o v o v
vx%x%(xgxlzo v xg’) v x;’x,g;”xg2 (x%o Y% xlzo)) Y%

vqg(x%xlzo(x%xg v X§ (x% v xg))v

V(v o8 ) (g v b )b ) (o v oo v g (46 v oG ) v
v(x;(xg(xg vxg)vngg)v(x;xgvx;xg)xgxio v

i (i vxgxé))(x%o v o ) 8 gy vxg))v

vad (b (% v o8 ) (g v g )y v

(v 8 (v ) (o v o v x| -1
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It is clear that this predicate belongs to the class 4y7. Let us examine the
relationship between all variables except X7. This exclusion will give us the
relationship between the variables gy, %, ..., Xg,Xg, X9, X10:

F=E|X7P(q2,X1,...,X10)=
=Q%(X§(X§ VXS(Xlzo v Xf’o))v X5 X6 X0 VX8X10 X§ v X9 v

1 3

VQ%(X%(X%X]_ZO \V X92)V XS(X%X]_ZO \V X82X]]_'0)) ((X8 X9 \Y4 X8X92)V(X9 \V/ XQ)XSX]?O \V/
\/(Xg \Y X§)X9(Xfo \Y X130)v Xg(ng \V4 Xg))(le_'o \Y Xfo)v X%( 92X:|?0 \V/ XS)

VXgXQZ(X]]_'O V Xlzo)v
a3 (o (658 B (14 v 8 )| (v 3 ) (8 v 8 b o v )

i (% vxg)v((xg(xg vxg)vxgxg)v(xgvxg)xgxio v

<
no

(X v xgxgl;))(x%o v o v 3 (6 v xg))v

vqg(xgx%o(x% v xg)v (xg’ v xé)x%x%o v

It should be noted that the size of the output formula has not increased, which
is explained by the fact that the predicate P(dy,Xy...., %) belongs to Zy7.
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Suppose we are interested in the link between 0o, Xg, X1g. We remove other
features F(xq,..., %) from the predicate:

G(gp.Xg, xlo):ElxlElszlx3E|x43x5Elx63x73x8P(q2,xl,...,xlo):

1

—q2 ((Xg \V/ X9 XlO \V4 Xfo))v ng]?o \Y4 Xlzo(Xg \V4 XS))V
(X9X10 \Y4 Xg)\/ XS(X]?O V X%O))V ((Xé V X92)V (Xé3 V X%)Xlzo vV

VQ2(

1

VX%(X]_oVXlo) (XgVXS))(X%OVXfo)V(XQZXf()VXS)V
VX92(X10VX10)VQ2(X10(X9ng)vxg’(xlzovxfo) (ngvxg)v

2

\/((X% \Y4 Xg \Y4 XgX%O V(Xg2 \V4 X%))(X%O vV Xfo)\/
V(X9X10 \V/ Xg)v q2 (XSX]]_'O \V/ X%X%O \V4 (Xé \V ng)(X::]I_'O \V4 Xfo)v X%)Zl

We reduced the initial formula and obtained a simpler dependence between
the selected characteristics. Once the necessary dependence has been obtained,
we can solve the resulting equation with one or more target variables.

Depending on the solution of the system of predicate equations, the medical
record will be assigned to a class, and the doctor will develop a set of therapeutic
and preventive procedures and recommendations to maintain the patient’s health
in good condition.

Although some variables in the medical example can take on the value
«unknowny, we are dealing with a closed world, since «unknowny» only means
an element from the domain for the variable. All domains are strictly defined and
cannot be supplemented by any other elements. The main advantage of this method,
based on the specific structure of predicate systems, is that after removing
non-essential variables, the original system (or equation) is simplified, which is
related to the special properties of quantifiers. Variables that are essential are not
necessarily fixed forever. The researcher decides which logical relationships
are important at a given moment.

As a further direction of research, it is possible to extend the classes of
predicates from which non-essential variables can be easily removed. Such classes
are much more complex than relational structures, but many practical tasks require
such a representation and analysis of knowledge.
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Conclusions

1. It has been shown that finite predicate algebra (FPA) is a universal
mathematical apparatus for the formal description of deterministic, discrete, finite
objects of various natures. FPA can interpret knowledge in a strict mathematical
form, where different features and their meanings are linked by Boolean
and predicate operations.

2. It has been shown that when constructing a feature system for a knowledge
base, it is advisable to use an algebraic-logical model of the subject area.
An approach based on the use of the comparator identification method and
FPA is proposed.

3. It is shown that in practical tasks related to the interpretation of knowledge,
which is mostly presented in textual form, it is not necessary to obtain all sets of
values of semantic features, but it is necessary to obtain one or several essential sets
of feature values (target variables), which are a fixed set of values of other features.
When solving such problems, other variables that are not included in the initial
conditions and are not target variables are excluded from the equation by binding
them with existential quantifiers.

4. An algorithm for excluding non-essential variables when solving algebraic-
logical equations is proposed, which reduces the number of necessary calculations.
At the same time, it is proposed to single out those predicates (and, accordingly,
equations) which, when a certain value of a feature is substituted, turn into
predicates that give a stronger connection between variables, as well as those
predicates, the substitution of this value into which leads to a weakening of the
logical connection between features.

5. Finite predicate equations of various types are considered. A description
of classification problems based on predicate equations is given. The problem of
classifying objects based on features that take discrete values is described
mathematically as a solution of predicate equations.

6. A broad class of predicates is described from which redundant variables can
be removed and focus can be placed on the relationships between essential variables.
A method for removing non-essential variables by applying an existential quantifier
Is proposed and demonstrated on a real medical example. The example demonstrates
the use of the mathematical apparatus of intelligence theory, the method of
comparator identification, and the tools of finite predicate algebra on a model of
identification of medical diagnostic parameters in the form of a system of predicate
equations, the solution of which provides an interpretation of medical knowledge
in a specific field.
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DEEP REINFORCEMENT LEARNING-BASED ROBUST ROUTING
FOR SCALABLE UAV SWARM COMMUNICATION
Sopov le., Artomova A.

Robust routing in mobile ad hoc and UAV swarming networks remains difficult due to rapid
topology changes, interference, and intermittent links. We propose DeepCQ+, a scalable routing
framework that augments the classical CQ/CQ+ family with a single multi-agent deep
reinforcement learning (MADRL) policy trained under the centralized-training, decentralized-
execution paradigm. The agent state uses a lightweight top-K neighbor encoding of CQ variables
(confidence and hop estimates), while a PPO policy learns when to switch between unicast and
adaptive flooding to balance delivery and overhead. To support and benchmark learning, we build
an ns-3 (v3.39) slotted evaluation harness with RWP mobility and standard metrics

(goodput; normalized MAC overhead). Baseline experiments (unicast only) over N e {20,30,40,50}
nodes and 4/8 flows show that mean goodput rises with density — approximately 0.66 (N = 20),
0.63 (N=30), 0.72 (N=40), 085 (N=50) — while normalized overhead drops from
~0.15 (N =20-30) to ~ 0.08 (N =40) and ~0.062 (N =50). These results quantify the

operating regime where adaptive flooding is most valuable (notably N =30 - 40, where variance
is highest), and provide a reproducible baseline for learning-based control. The paper details
the DeepCQ+ architecture, reward shaping for overhead awareness, and the ns-3/Matlab pipeline
for data aggregation and plotting. Collectively, the study establishes a principled path toward
routing policies that retain CQ+ robustness while scaling to larger swarms with lower control cost.

1. Introduction

Designing robust and efficient routing algorithms remains one of the most
challenging problems in communication and computer networks. This challenge
becomes even greater in tactical MANETS, where network conditions are highly
dynamic and unpredictable due to node mobility, frequent topology changes,
interference, and potential jamming [1]. Such factors substantially reduce reliability.
Consequently, many traditional MANET routing protocols require frequent
recomputation of end-to-end routes when detecting topology changes, which in turn
causes periodic throughput losses while traffic is suspended during recomputation.
These losses increase as the rate of topology change grows.

To mitigate these effects, broadcasting (or flooding), where a packet is
transmitted to all neighbors, has become a popular approach for maintaining packet
delivery performance in highly dynamic networks [2]. Classical MANET routing
protocols such as OSPF and OLSR [3], perform reliably under stable conditions
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but degrade significantly under rapid mobility. Adaptive extensions also fail to
respond quickly enough in highly dynamic scenarios [4].

In this work, we focus on distributed routing algorithms that share only limited
information — specifically, two floating-point values — via per-hop acknowledgment
(ACK) packets. This approach is efficient since ACKs are already present in lower-
layer protocols (e.g., MAC-layer acknowledgments) and require no additional
implementation. The seminal work on Q-routing introduced reinforcement learning
(RL), specifically Q-learning, to minimize delivery time by enabling each node to
learn path qualities (Q-values) locally and update them through ACK exchanges [5].
Building on this, developed CQ-routing, which added confidence values (C-values)
to improve adaptability in dynamic networks. To further enhance reliability, the
Smart Robust Routing (SRR) algorithm [6] introduced selective broadcasting,
enabling nodes to decide when to broadcast based on heuristic rules. This extension,
referred to as CQ+ (or Robust Routing for Dynamic Networks, R2DN), effectively
balances reliability and overhead. However, CQ+ relies on a single network
parameter — the best-path confidence level — to switch between unicast and
broadcast. This limited perspective often results in locally optimal decisions that
fail to fully account for rapid topology changes or congestion levels. While CQ+
consistently delivers high packet delivery ratios across many scenarios, it incurs
a significant broadcast overhead, making it an important but imperfect baseline
for more advanced frameworks.

This motivates the question: can emerging deep reinforcement learning
frameworks reduce overhead while maintaining, or even improving, CQ-routing
performance (particularly goodput)? Routing decisions such as next-hop selection
are natural candidates for RL-based techniques. Since Boyan’s original Q-routing
protocol [7, 9], a range of RL-inspired methods have been proposed for packet
routing and scheduling. However, these approaches typically scale poorly with
increasing network size or when system parameters change. To address these
limitations, recent studies have explored multi-agent deep reinforcement learning
(MADRL) [8], though many of these designs remain constrained by scalability
issues, as they require retraining whenever new nodes are added.

To the best of our knowledge, no prior study has simultaneously achieved both
scalability and robustness using MADRL in dynamic networks such as MANETS.
Our proposed DeepCQ+ overcomes these limitations by embedding MADRL into
the CQ+ framework. Specifically, MADRL agents control next-hop flooding
decisions while retaining the structural simplicity of CQ+. This design enables
a single trained agent to produce scalable, robust routing policies applicable to
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any node, regardless of network size. More importantly, the DeepCQ+ methodology
allows training under limited scenarios — small networks, selective traffic patterns,
or constrained mobility — while remaining effective when deployed in environments
outside the training distribution. This property addresses the curse of dimensionality
and mitigates catastrophic forgetting, making DeepCQ+ a significant advancement
toward reliable routing in highly dynamic networks.

2. Resilient Routing Architecture

The SRR algorithm extends the classical CQ-routing by incorporating two key
network parameters: the H -factor and the C -value [9, 10].
For each node i, the H -factor, denoted as h(i, j, d), represents an estimate

of the minimum number of hops from node i to destination d via a potential
next-hop j. To capture network dynamics, each node also maintains a confidence

level, or C-value c(i, j, d), which reflects the likelihood that a packet will
successfully reach destination d through j.

The C-value increases with successful transmissions (acknowledgements
received) and decays with each transmission attempt. Both C- and H -values
are updated using cack and hack parameters, which are propagated through ACK
packets from the receiving node back to the transmitter. At the next-hop node j,

the ACK-propagated update terms are defined as in (1) and (2):
hac =1+h(j.K,d) (1)
Cack =¢(1:,d) 2)
where k=argminy h(j,kd)(1-c(j.k,d)) is the optimal next-hop selected by
node j for reaching destination d .
Thus, the C- and H -values act as exponential moving averages of Cgqx
and hyo . In case of a failed transmission (i.e., no ACK received), the H -value

cannot be updated, while the C-value is degraded by setting cycx =0, reflecting
path failure. The recursive updates are given in (3) — (4):
heia (i, 5,d) =(1-a)h (i, j,d) + ahye 3
. (1-A)ee (i, j,d), failure
Ct+1('1 J’d):{

. (4)
(1_/1)Ct("l1d)+/lcack, other wise
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where 0<a <1 is the discount factor for new observations (adaptively set
as a=max(caek.1—C¢(i,j,d)) and A is the decay parameter controlling the

update rate. When a packet reaches destination d, both ¢y and hgo are set to 1,

reflecting full confidence at one hop away.

The CQ+ routing protocol consists of three main steps:

1. Reception of ACK packets and update of C - and H -values;

2. Reception of data packets, with duplicate detection, queuing, or delivery
if the node is the destination;

3. Transmission of data packets via either unicast or broadcast according
to the routing policy.

The routing policy selects the next-hop that minimizes the joint metric of
path uncertainty and expected hops (5):

j* =argmin-h(i, j,d)(1-c(i, j,d)) (5)
J

If sufficient confidence exists in the chosen next-hop, the packet is unicasted.
Otherwise, the protocol probabilistically triggers broadcast to reduce uncertainty,
with probability defined as:

Psc :g+(1—c(i,j*,d))(l—8) (6)

where ¢ is a small exploration parameter ensuring a minimum probability
of broadcast.

In the enhanced framework, the broadcast/unicast decision of the CQ+ protocol
is replaced by a multi-agent deep reinforcement learning (MADRL) model, enabling
more robust and adaptive routing in highly dynamic networks.

3. CQ Routing with Multi-Agent Deep Reinforcement Learning (DeepCQ+)

Our robust routing design follows the decentralized partially observable
Markov decision process (Dec-POMDP), a standard framework for cooperative
multi-agent decision-making under uncertainty [14]. In this setting, each agent
observes only local information and optimizes its behavior while accounting
for environmental and inter-agent uncertainty.

Policy optimization. We employ policy gradient (PG) methods that optimize
the policy directly by ascending the expected discounted return [11]. Specifically,
we adopt Proximal Policy Optimization (PPO) [16], which performs multiple
epochs of stochastic gradient ascent per update and is known for its stability and
ease of implementation.
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Centralized training, decentralized execution. Due to partial observability
and communication constraints, agents must execute decentralized policies
based solely on local observations. Nevertheless, these policies can be trained
centrally in simulation, a paradigm widely used in MARL [12].

Parameter sharing. For homogeneous agents, we apply parameter sharing so
that all nodes use a single policy 7y, improving scalability and convergence [13].
Fig. 1 illustrates the multi-agent routing environment, centralized training with
decentralized execution, and shared policy parameters.
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|
|
B 0
Parameter server]—|> \
| o,(N) x
|
|
/ |

D
| ==
IR =3 Y, x \
Shared policy | | O I's

|
|
|
|
|
|
|
t
|
parameters 6 | 4 |
|
[
|
|
|
|

Dataset/
Replay
buffer

Parameter sharing
inter-agent comms:

[
[
[ —
ACKs only : : x x
[
[

Dataset/
Replay
buffer
Environment/Network JO'" action a,

Simulated information ‘ (s,,)

S Contralizate execution @ Simulated information
————— Communcation = legshed line

Fig. 1. Multi-agent routing environment with shared policy parameters

Training is centralized and execution is decentralized. At time t, each
agent i applies the common policy 7y to its local observation ot(i) and selects

an action a; (i). The environment evolves according to the joint action of all agents,

producing the next state s;, 1 and per-agent rewards.

4. DeepCQ+ Design Framework and Approach

We consider a homogeneous MANET with variable network size
N(e.g.,5§ N <50) and multiple unicast flows with randomized source-destination

pairs. Nodes move with random velocities/directions; baseline mobility follows
Gauss — Markov and random waypoint models, further diversified as discussed in
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Section IV-A. Each RL episode spans at least T time slots (packet-duration slots).
The episode terminates once traffic exceeds Tyax and queues drain; no new traffic

arrives after Tpax - Goodput is the ratio of successfully delivered packets to injected
packets (duplicates at the destination excluded). A single shared policy 7y

(one DNN for all nodes) is trained on a narrow distribution (single network
size/flow, modest dynamics) and tested across wider ranges (larger N, multiple
flows, higher mobility).

We retain only the best K neighbors (e.g., K =4) per node based on their
(C,H) values. For notational simplicity, we drop the explicit destination index

in ¢; and h;. The best- K neighbor vectors are defined as in (7):

cr(i)=[ce(iiy),c (iip),emnCe (inig ) |, e (i) =[ e (i.ig). b (i,ip). e (i )] ()

where neighbors i,...,ix are ordered by the CQ+ metric as in (8),

h (i) A—ce (i) <. <h (i )A-ci (1ik ) (8)
so that the most promising next hops appear first.

State/observations. To capture temporal dynamics, we feed a fully connected
neural network (FCNN) with first-order differences of observations. The policy input
at node iii is defined in (9):

o (i) =[ et (i), h (i), Ace (i), Ahi (i), a1 (i), pe-a (i) 9)
where Ac; (i) =¢; (i) — ¢t (i), Ah (i) =he (i) — he_1(i); a1 (1) is the previous
action at node i; and p;_1(i) indicates whether the current packet arrived via

broadcast or unicast.
Tabl. 1 summarizes capabilities across CQ-routing [7], SRR (CQ+) [8], and
DeepCQ+ (this work): CQ values, confidence/broadcast, and MADRL control.

Table 1
Comparative Analysis of CQ-based Protocols vs. DeepCQ+
in Dynamic MANETS
Routing Protocol | Control logic Scalability Overhead Goodput Notes
CQ-routing [7] |Heuristic Medium Low Medium; Baseline
(Q-values) (node-local) |(unicast only) |degradesat |RL-inspired
high mobility
SRR (CQ+) [8] [|Heuristic + Medium High High; Uses C/H +
selective flooding (uncertainty- |robust under |broadcast policy
driven flooding) | dynamics
DeepCQ+ Learned High (CTDE |Medium High Adaptive
(this work) (MADRL) +sharing) |(] vs CQ+) (=CQ+H) unicast/broadcast
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CQ-routing is a heuristic baseline that uses Q-values only; SRR (CQ+)
augments CQ with selective flooding, improving robustness (Goodput) at the cost of
higher Overhead. DeepCQ+ replaces the broadcast/unicast switch with a learned
MADRL policy (CTDE + parameter sharing), preserving high Goodput while
reducing Overhead versus SRR and scaling better with network size.

5. The DeepCQ+ Reward Function

We first align with CQ+ by defining a stochastic routing policy ﬂ(a|st)
and rewards for broadcast/unicast decisions as in (10):

1-c(i,ip)é, a =1 (broadcast),
rt(St’at):{ ct(i,ip)é, a =1 (broadcast) (10

ce(i,ih)é,  a =0 (unicast),
where £=1-¢. This mirrors CQ+ behavior for small exploration e\varepsilong,
providing a consistent baseline.
To explicitly discourage overhead, we define overhead as the ratio of
total transmissions Nty to delivered packets Np, normalized by network

size N:OH :%I\Illj We also distinguish excess transmitted bits per delivered
D

bits and (ii) total (data+ACK) bits per delivered data bit. Incorporating delivery,

failure, and ACK-induced replication, the overhead-aware reward is given in (11):

N
it =Wlp —woly —ws ;Ck (11)

where 1p rewards successful delivery when node iii contributes;, 1, penalizes
transmissions without any received ACKSs; and Ngo approximates packet
replication/overhead. Weights wy,wo, W3 are tuned to minimize overhead while
preserving delivery. This tuned reward defines the DeepCQ+ routing policy,
whose algorithms are summarized in Algorithm 1. The proposed DeepCQ+ routing
(CTDE with parameter sharing):

Inputs: size range N ; horizon T; Tyax: neighbor cap K (e.g., K=4);
exploration ¢; reward weights wy,w,,ws; PPO hyperparameters; initial C/H tables.
Outputs: shared policy 7y ; decentralized routing decisions.

Phase | — Centralized training (simulation)
1. Initialize policy 7y and value estimator; initialize C/HC/HC/H tables.

2. For each episode: randomize N, flows, mobility (Sec. IV-A); reset queues
and C/H.
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3. For t=1,...,T until traffic >T,5¢ and queues are empty:
3.1 For each node i: build top-K neighbor vectors c;(i),h (i) as in (7);

order neighbors by CQ+ metric as in (8).
3.2 Form observation o (i) with first-order differences and indicators as in (9).

3.3 Sample action a (i)~ 7g (o (i)

3.4 If unicast: select j* by (5) and transmit; else broadcast per policy
(CQ+ context (6)).
3.5 Process ACKs; compute Cyei s hack - by (1)—(2), update C,H via (3)—(4).
3.6 Compute reward using (10) or (11); store 0;,a;, 1 ,0; 1.
4. Run PPO updates (policy gradient) on collected trajectories; repeat episodes
until convergence.
Phase Il — Decentralized execution (deployment)
5. Freeze ry; deploy the same ry at all nodes (parameter sharing).

6. For each arriving packet at node i : build top-K per (7) — (8); form o (i) (9);

sample a; (i).

7. Forward: unicast via j* (5) or broadcast; update C,H with (1) — (4);

suppress duplicates; continue until delivered.

8. Track Goodput and Overhead online (no gradient updates during execution).

We propose DeepCQ+, a multi-agent deep reinforcement learning (MADRL)
extension of CQ routing with centralized training, decentralized execution, and
shared parameters across nodes. The agent state uses top-K neighbors and
lightweight temporal features; the learned policy adaptively switches between unicast
and broadcast, while ACK-based updates ensure robustness to rapid topology
changes. PPO training provides scalability and stability. Overall, DeepCQ+ achieves
higher goodput with lower overhead than SRR (CQ+).

6. Experimental Setup and Evaluation

All experiments were carried out in ns-3 v3.39 using the ad-hoc Wi-Fi stack
(Yans PHY, Adhoc MAC) and an event-driven slotted simulation runner.
The deployment region is a square of side L=300 m. Terminals (UAV/mobile
nodes) follow the Random Waypoint mobility model with pause time drawn from the

default ns-3 setting and speed VE[l,Z]mS_l, re-sampled at waypoints. Each episode
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comprises T =3000 time slots of duration 20 ms; traffic injection ceases after
Tmax = 2000 slots and the simulation continues until all queues drain.

We evaluate network sizes N e{20,30,40,50} under 4 and 8 simultaneous

unicast flows (randomized source—destination pairs per episode). Unless otherwise
stated, figures report means across the two traffic intensities with 95% confidence
intervals computed from the sample variance across intensities (normal
approximation; see Statistical note below).

Two performance indicators are used:

« Goodput: ratio of successfully delivered data packets to injected packets
(duplicates at the destination excluded);

« Normalized overhead (OH2): total MAC transmissions (data + ACK +

control) divided by the number of delivered data packets and normalized by N
(lower is better).

Aggregated numerical outcomes are reported in Table 2; trends are visualized
in Figs. 1-3.

Table 2
Baseline MANET performance under RWP mobility

N tag N flows Injected | Delivered| Goodput OH1 OH2
1 |baseline 20 4 8000 5182 0.64775 | 0.142667 | 0.142667
2 |baseline 20 8 16000 10697 | 0.668652 | 0.144475 | 0.144475
3 |baseline 30 4 8000 5825 | 0.728125 | 0.125345 | 0.125345
4 |baseline 30 8 16000 8536 0.533500 | 0.175832 | 0.175832
5 |baseline 40 4 8000 6517 | 0.814625 | 0.0671513 | 0.0671513
6 |baseline 40 8 16000 10067 | 0.629188 | 0.0911543 | 0.0911543
7 |baseline 50 4 8000 6904 0.863000 | 0.0610370 | 0.0610370
8 |baseline 50 8 16000 13555 | 0.847187 | 0.0621173 | 0.0621173

For sparse to moderate densities (N =20-30), goodput is 0.53-0.73 with
normalized overhead OH2~0.12 — 0.18. For denser networks (N =40-50), goodput

rises to 0.63-0.86 while OH2 drops to 0.06 — 0.09. The spread between 4 and 8 flows
explains the error bars shown in the figures.

As shown in Fig. 2 (Goodput vs. N, 95% CI), performance remains essentially
flat at low densities and increases markedly with N : mean goodput ~0.66 for
N =20, =0.63 for N =30, =0.72 for N =40, and =0.85 for N =50. The broader
confidence bands at N =30-40 arise from sensitivity to load (4 vs. 8 flows):
under higher offered load, transient queueing and route changes depress delivery;
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adding nodes at N =50 provides alternative paths and restores end-to-end
throughput. These trends are consistent with the raw outcomes in Tab. 2.

Fig. 3 shows a monotonic decrease in OH2 beyond N =30: from =0.15
at N=20-30 down to ~0.08 at N =40 and ~0.062 at N =50. This reduction is
attributable to shorter average hop counts and fewer retransmissions as topology
becomes richer, which offsets increased contention. The larger variance at N =30

mirrors the goodput spread and indicates a regime where mobility and flow density
interact unfavorably for the baseline policy.
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For completeness, Fig. 4 reproduces goodput vs. N with alternate y-axis scaling
for direct comparison against CQ+ and DeepCQ+ in the next section.
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Fig. 4. Baseline Goodput across N (y -axis harmonized for comparison)

Even without selective flooding or learned control, increasing node density in
this mobility regime simultaneously improves goodput and reduces normalized
overhead. These baselines (Table 2, Figs. 1-3) constitute the quantitative reference
against which gains of CQ+ and DeepCQ+ will be assessed (e.g., maintaining
high goodput already at N =20-30 while avoiding the overhead levels
observed in Fig. 2).

Per N, we aggregate two operating points (4 and 8 flows). The mean is reported
across these points; error bars in Figs. 1-3 correspond to 95% confidence intervals

computed as 1,950/\/ﬁ with n=2 (normal approximation). With n=2, Cls are

indicative rather than definitive; in subsequent sections we increase the number
of runs per setting when comparing CQ+/DeepCQ+.

7. Conclusions

This work introduced DeepCQ+, a scalable and robust routing framework
that augments the CQ+/SRR structure with a single shared multi-agent policy
learned under the CTDE paradigm. By retaining CQ+’s lightweight per-hop state
while delegating the unicast/broadcast switch to a learned controller, DeepCQ+
targets the dual goals that prior MADRL routing attempts have struggled to achieve
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simultaneously: scalability across network sizes and robustness under mobility
and load variation.

In preparation for the learning-based controller, we built and validated an ns-3
evaluation harness with slotted execution, RWP mobility, and standard metrics.
Baseline (unicast-only) experiments show two consistent trends across
Ne{20,30,40,50} goodput rises with node density (=0.66, 0.63, 0.72, 0.85,

respectively), and normalized overhead (OH2) falls monotonically beyond N =30
(=0.15 — 0.08 — 0.062), reflecting shorter routes and fewer retransmissions
in denser topologies. These effects persist across 4 and 8 flows, with larger variance
at N =30-40 due to load sensitivity. Taken together, the baselines set a quantitative
reference against which CQ+ and DeepCQ+ will be assessed in the sequel.

The monotonic OH2 reduction indicates that broadcast need not be frequent
in moderately dense swarms; conversely, the variance band at N =30—40 reveals
the regime where adaptive flooding is most valuable. DeepCQ+ is expressly designed
to exploit these regimes, learning when to broadcast to preserve goodput at
low/medium N while avoiding the overhead spikes seen in the heuristic CQ+ switch.

Current results use RWP mobility, a single physical/MAC stack, fixed packet
duration, and only two traffic intensities per N. Confidence intervals are based
on n=2 operating points and are therefore indicative rather than definitive;
subsequent comparisons (CQ+ vs. DeepCQ+) will increase repetitions per setting and
diversify mobility (e.g., Gauss—Markov), traffic, and channel models.

We will integrate the learned broadcast/unicast policy into ns-3 and compare
against CQ+ under identical scenarios; perform ablations on the top-K neighbor
encoding and reward weights; evaluate generalization to untrained N, flow counts,
and mobility/jamming patterns; and report energy and fairness metrics in addition to
goodput/overhead. These steps align with the monograph structure and presentation
rules (tables/figures and conclusions), ensuring compliance with authoring requirements.

References

1.  Machakaire t. Enhancing manets for military applications: a comprehensive review of
innovations, challenges, and research gaps // i-Manager’s Journal on Wireless Communication
Networks — T. 13. — Ne. 2. — 2025. DOI: https://doi.org/10.26634/jwcn.13.2.22063

2. Ismatov, A., Suh, B. K., Kim, J., Park, Y. B., & Kim, K. I. Adaptive Broadcast Scheme with
Fuzzy Logic and Reinforcement Learning Dynamic Membership Functions in Mobile Ad Hoc
Networks. Mathematics, 13(15), 2367. 2025. DOI: https://doi.org/10.3390/math13152367

3. Ostojic, Zivka Slepcevic. Comparative Studies of Link-State Routing Protocols in Wired IP
and Ad-Hoc Wireless Network: OSPF, I1S-1S and OLSR. Diss. University of Applied Sciences
Technikum Wien, 2022.

246



10.

11.

12.

13.

Harib, Mouhcine, Hicham Chaoui, and Suruz Miah. «Evolution of adaptive learning for
nonlinear dynamic systems: A systematic survey.» Intelligence & Robotics 2.1 (2022): 37-71.
Kunzel, Gustavo. «Application of reinforcement learning with Q-learning for the routing in
industrial wireless sensors networks». (2021).

Darabkh, K. A., Al-Khazaleh, H. F., Al-Zubi, R. T., Alnabelsi, S. H., & Salameh, H. B.
Efficient routing protocol for optimal route selection in cognitive radio networks
over loT environment. Wireless Personal Communications, 129(1), 209-253. (2023).
DOI: https://doi.org/10.1007/s11277-022-10093-6

Martins, M. S., Sousa, J. M., & Vieira, S. A systematic review on reinforcement learning
for industrial combinatorial optimization problems. Applied Sciences, 15(3), 1211. (2025).
DOI: https://doi.org/10.3390/app15031211/

Gronauer, S., Diepold, K. Multi-agent deep reinforcement learning: a survey. Artif Intell
Rev 55, 895-943 (2022). DOI: https://doi.org/10.1007/s10462-021-09996-w/

R. E. Ali, B. Erman, E. Bas,tug, and B. Cilli, «Hierarchical deep double Q-routingy, in ICC
2020-2020 IEEE International Conference on Communications (ICC). IEEE, 2020, pp. 1-7.
Kaviani, S., Ryu, B., Ahmed, E., Larson, K., Le, A, Yahja, A., & Kim, J. H. DeepCQ+:
Robust and scalable routing with multi-agent deep reinforcement learning for highly dynamic
networks. In MILCOM 2021-2021 IEEE Military Communications Conference (MILCOM)
(pp. 31-36). IEEE. (2021, November).

Prashanth, L. A., & Fu, M. C.. Risk-sensitive reinforcement learning via policy gradient
search. Foundations and trends® in machine learning, 15(5), 537-693. (2022)

Zhang, K., Yang, Z., & Basar, T. Multi-agent reinforcement learning: A selective overview of
theories and algorithms. Handbook of reinforcement learning and control, 321-384. (2021).
Hu, F., Deng, Y., & Aghvami, A. H. Scalable multi-agent reinforcement learning for
dynamic coordinated multipoint clustering. IEEE Transactions on Communications, 71(1),
101-114. (2022).

247



DOI: https://doi.org/10.66118/MMP.2025.248

BEST PRACTICES FOR SYSTEMATIZING ROUTINE PROCESSES
IN MOBILE DEVELOPMENT PROJECTS
Troshchyi D., Kuznetsova Yu.

In mobile development, a significant amount of time is spent on repetitive tasks: setting up the
environment, configuring the build, checking pull requests, updating dependencies, running tests,
etc. Despite the availability of automation tools such as CI/CD, templates, and scripts, their
implementation is often complicated by technical, organizational, and mental barriers. Typical
difficulties include unstable environments, fragmented solutions, lack of support, and the absence of
unified approaches. Automation is often implemented as a one-off initiative without a long-term
vision, which reduces its viability. An analysis of recent studies shows that most of them focus on
testing, without covering other critical stages of the application lifecycle. Existing research rarely
takes into account the specifics of mobile platforms, such as the presence of markets, signatures,
and SDK updates. As a result, teams create their own solutions that are difficult to scale or quickly
become obsolete. The article summarizes the problems that developers face at all stages, from
project configuration to maintenance. It has been established that routine tasks affect not only the
pace of work and quality, but also team motivation, contributing to burnout and the accumulation
of technical debt. Therefore, we propose creating a framework that systematically links typical
tasks with tools, practices, and viability criteria. This approach will reduce fragmentation and
increase the stability and efficiency of mobile development.

Introduction

In mobile app development, a significant part of daily work consists of
repetitive tasks that may seem minor at first glance. These include environment and
build configuration [1], request pool checking [2], building, dependency updates [3],
test running [4], and so on.

Such routine tasks accompany virtually every stage of an application’s
life cycle, from design to maintenance, and they often take up a significant portion
of a developer’s working time.

The next step after identifying such tasks is to try to improve their efficiency
through automation [5], templating [6], or organizational changes. However, in
practice, even the most obvious and simple improvements are often hindered by
difficulties such as lack of time, technical limitations, complexity of maintenance, or
simply the absence of unified approaches within the team. As a result, some repetitive
tasks are not solved systematically, but are done manually each time, despite the
availability of tools or experience from previous projects.

The question is not only how to perform a routine task efficiently, but also why
attempts to solve it often encounter resistance: technical, organizational, or mental.
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In mobile development practice, such bottlenecks only deepen over time, especially
in the context of accelerated release cycles, constant platform updates, and
an increasing number of dependencies.

1. Complexity of solving routine tasks

At first glance, most repetitive tasks in mobile development seem pretty basic:
set up a build, check a variable in CI (Continuous Integration), handle an API
(Application Programming Interface) error, write a basic unit test. These are things
that don’t seem to need any fancy solutions. However, this is precisely where the
problem lies — attempts to automate or standardize them often encounter hidden
barriers that, when combined, create a significant obstacle.

First, there are technical limitations. Even modern platforms — Android and
I0S — have their own peculiarities that complicate the unification of approaches.
For example, updating libraries in an Android project may seem simple, but in
a project with a large number of modules and no centralized location for
dependencies, this turns into a series of manual checks and edits in several
configuration files. In projects with complex CI/CD pipelines, adding new steps, even
formally simple ones, sometimes requires diving into Jenkins or Bitrise
documentation, and sometimes simply writing a separate Bash script.

Second, organizational barriers. In many teams, attempts to systematize or
automate routines are not supported by management. The reasons are trivial: tight
deadlines, a focus on visual functionality rather than processes, or a lack of internal
culture of fixing what works. In such conditions, even obvious improvements,
such as introducing a template generator for creating new screens, are put off until
later, which never comes.

Third, the human factor. Many developers find it easier to do a task themselves
than to spend time on «automation for automation’s sake». This is partly justified;
indeed, not every routine task requires a technical solution. But when there
are dozens of such actions every day, their total weight becomes significant.
This is especially true if these tasks are performed by different people with
varying levels of quality, which creates problems in terms of support, documentation,
and knowledge transfer.

Another common problem is technical debt associated with previous attempts
at a solution. For example, a team may have implemented a tool to automate
assembly, but over time it stopped working due to APl changes or platform
limitations, and no one took on the task of maintaining it. As a result, the tool
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remained in the project but is not used. New developers are forced to look
for workarounds, which are again not automated.

Equally important is that mobile development is often ignored in general
automation practices. Many of the existing solutions and recommendations were
developed in the context of web or backend development, where the infrastructure is
more predictable: deployment happens without involving app stores, new changes
can be uploaded to the server at any time, and CI/CD is often already integrated into
the platform. In mobile development, the situation is different — SDK (Software
Development Kit) updates, strict App Store and Google Play requirements, release
signing — all of this create an additional workload that is difficult to automate without
deep knowledge of the platform.

So, the problem of solving «routiney» tasks in mobile development is not just
the lack of technical tools. Often, the solution already exists, but it doesn’t take root
because it requires regular support, team agreement, and flexibility in changing
processes. In addition, there is a lack of a common approach to automation
and efficiency improvement: teams create their own templates, scripts, and utilities,
but these solutions remain local, difficult to scale, and transferable to other
projects. As a result, even with the technical capabilities in place, a significant
portion of repetitive tasks continue to be performed manually, with all the
associated time losses.

2. Overview of typical difficulties in research

Despite the widespread popularity of mobile development in practice, the
scientific base devoted to systematic analysis and routine problem solving in this
context remains rather limited. Most publications either focus on individual aspects
of the mobile application lifecycle, such as testing, or are of a general nature that is
not adapted to the specifics of mobile engineering. At the same time, there are
virtually no publications that comprehensively cover all phases of development, from
project configuration and requirements engineering to release stages, monitoring,
and feedback processing.

In their work «A survey on the practices of mobile application testing» [7],
the authors conduct a large-scale survey of mobile developers on their approaches
to testing. The study confirms that manual testing prevails, while automated
tools are implemented fragmentarily, often without proper integration into the
overall development infrastructure. The low level of unit test coverage, lack
of Ul gesture support, and disregard for scenarios with contextual interaction
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(geolocation, camera, push notifications) are highlighted separately, turning many
checks into repetitive routines.

A broader overview is provided in «A Survey on Mobile App Development
Approaches with the Industry Perspective» [8], which examines not only technical
approaches but also organizational development models. The authors point out
that mobile engineering is often based on Agile or MVP cycles, but there are
almost no established models that adapt classic software engineering principles
to the specifics of mobile development. In particular, it is noted that handling
changes in requirements, adapting to platform updates, and rapid prototyping
remain predominantly manual processes, with automation affecting only a small
portion of the life cycle, confirming the key thesis about the limitations of
solutions for «routiney tasks.

The paper «The Applicability of Automated Testing Frameworks for
Mobile Application Testing» [9] reviews 56 scientific papers analyzing the
capabilities of existing frameworks for mobile testing. The study is systematic and
covers the evolution of methods from keyword-driven to hybrid and Al-assisted
approaches. However, even the most modern tools demonstrate limited adaptation to
mobile conditions: poor support for complex scenarios, high configuration
requirements, and a lack of flexibility to support different platform versions.
These factors significantly limit the effective resolution of routine tasks during the
testing phase, especially when it comes to checking Ul components and regressions.

The study «How do Developers Test Android Applications» [10] confirms that
even in Android projects with stable teams, automation is used to a limited extent.
The authors emphasize that developers often consider testing to be either secondary
or not worth the cost. This creates a culture of manual functionality review, where
stability is ensured not by tools, but by the personal time and effort of developers.
Ultimately, this model leads to repetitive actions that remain in the project for years.

Overall, the sources analyzed show that even where there are attempts to solve
routine tasks, such as testing, these solutions are highly specialized, often not
scalable, and require significant human resources to maintain. The most systematic of
the existing approaches focus exclusively on testing but hardly touch on other
critically important stages of the life cycle. The lack of cross-stage integration and
methodological consistency confirms the need for a framework that will combine
routine tasks with the appropriate tools and practices within a single structure adapted
to mobile development.
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3. Problems of repetitive actions at different stages of development

Mobile app development consists of repetitive actions that occur at every stage:
from the first launch of the IDE (Integrated Development Environment) to technical
support after release. Although at first glance each of these tasks seems fairly simple
on its own, together they create a significant workload that is not always easy to
reduce, even with the right tools. The reason is not only technical limitations, but also
the fact that most solutions are created on an ad hoc basis, without a systematic
approach, long-term vision, or responsibility for support.

Problems begin as early as the configuration stage of a new project.
Even within a single platform (e.g., Android), the structure of an application can vary
from team to team. Some use modular architecture, while others use a monolithic
one. The same applies to build schemes, signing config, integration with CI/CD
(Continuous Integration / Continuous Delivery / Deployment), Firebase, analytics,
libraries for working with HTTP (HyperText Transfer Protocol), DI (Dependency
Injection), and so on. As a result, instead of reusing typical configurations,
developers are forced to reconfigure everything from scratch each time, copying
fragments from previous projects or documentation. In the best case, internal
boilerplate is used; in the worst case, each engineer creates a structure based
on their own experience.

Any attempt to standardize these actions often runs into a lack of time, support,
or unwillingness to change what works. Writing the code itself also involves
repetitive patterns and complexities that are difficult to automate.

In addition to generating basic elements (ViewModel, layout, models), there is
a lot of manual work involved in creating the Ul. If a ready-made component library
Is not used, most of the interface is laid out manually, either from scratch or based on
Figma layouts. Moreover, adapting to different screen sizes (especially for Android)
is still a challenging task. Automatic Ul tests do not always guarantee correct
rendering, and visual snapshot tests, although popular, often require manual approval
and are too sensitive to minor changes.

Another common problem is code duplication. Its appearance is a direct
consequence of the lack of centralized solutions. For example, if the team does not
have shared components for navigation, error handling, logging, or status
display (e.g., loading/error/empty), each screen is implemented in its own way.
Over time, dozens of classes with similar logic appear, which are difficult to
update simultaneously or extract into a common layer. Ways to reduce duplication,
such as templates or wrappers, are often not implemented due to lack of time,
and repetitive code accumulates.
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The process of writing code itself is also part of the «routine» that people
try to speed up. For example, with autocomplete, snippets, internal plugins,
or generators. But supporting such solutions in complex projects requires constant
adaptation to changes. Often, a team starts out enthusiastically, creating a set of
utilities or templates, but after a few months, they stop working with new versions
of tools or don’t support changed requirements. Without a defined update process,
these developments are simply forgotten, and routine work returns.

CI/CD is an area that is formally best suited for automation, but in practice it is
also vulnerable. Any update to SDK or Google Play requirements can cause failures.
The complexity lies in the fact that the build process is a combination of scripts,
keys, flavors, signatures, environment variables, and saved artifacts.

Often, CI/CD configuration depends on the person who created it, and
if that person leaves the team, adapting or scaling pipelines becomes a problem.
In such cases, instead of automation, the project reverts to manual build delivery
because it is easier in the short term. Working with tests is no exception.

Ideally, tests should be part of the development process, but when the
application structure changes, old tests start to break. If there is no clear responsibility
for maintaining the test environment, or if the tests themselves were created without
following best practices, then any large-scale update will cause them to fail en masse,
and they will simply be disabled. This also applies to Ul tests, which often depend on
the stability of screens, locales, backend connections, animation timings, and so on.

The release and regression stages remain a serious source of routine work.
Preparation for publication should formally be as automated as possible, but in reality
it is often accompanied by manual verification, copying change descriptions, and
preparing screenshots and specifications for different app stores. Even minor actions,
such as updating a version, publishing a release branch, or generating a changelog,
are performed manually in many projects, which wastes time and creates risks of
errors. The reason is that automation is not fully implemented or is outdated.
As a result, when the release deadline approaches, the team simply repeats the
same actions they have already performed dozens of times, without any changes.

A separate challenge is post-release regression, when new functionality
unexpectedly starts to break. This often happens not because something is
fundamentally broken, but because the change was not sufficiently tested under
normal conditions. Testing may have been only local, or performed on a different
build flavor, or someone manually fixed something in production during the build.
In this case, the search for causes begins: is it a bug in the code, in the configuration,
in CI, in Google Play, or in the tester’s environment? This is a classic situation
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where the team spends a day or two localizing a bug that arose due to an obscure
deviation in the settings or library version.

Even worse is when complaints from users appear after release, and the team
only learns about the problem from comments in the market. Gathering information
about a bug in such a situation is a manual process: checking logs, checking
versions, manually reproducing the bug, reconfiguring the environment. If there is
no clear habit of keeping a list of release changes, logging what could have broken,
or at least performing regular smoke tests, the process turns into a repetition
of the same steps: check on an emulator (or simulator), run on an old device,
update the SDK, clear the cache.

In the support phase, the routine does not disappear — it changes form.
Tracking crashes, analyzing feedback, updating dependencies, preparing hotfixes —
all of this takes time. Often, the team does not have a clear structure for
processing incoming information: someone reads reviews in the market, someone
looks at Crashlytics, and someone learns about a bug from a colleague on Slack.
Systematizing this work is considered an indirect task, and there are not enough
resources for it.

All these problems have a common source: decisions to reduce routine work
are made on a case-by-case basis rather than as part of a systematic vision. Even if
a single task is automated or simplified, this does not guarantee that the next one
will be solved in the same way. Without a coordinated approach, an update
process, documentation, and internal accountability, solutions remain vulnerable.
And even the best ones are forgotten over time, giving way to the next iteration
of manual work, which is faster because it is familiar.

4. Impact of repetitive tasks on development efficiency and quality

«Routine» in development is not always perceived as a problem — it is often
disquised as familiar actions that simply need to be done. But this is precisely where
its insidiousness lies: these actions do not cause direct resistance, are not considered
mistakes, are not recorded in Jira as bugs, and yet they consume time, energy,
and focus every day.

As a result, not only speed suffers, but also the quality of development and,
just as important, the state of the team itself.

First of all, routine directly affects productivity. When a developer spends
an hour every day repeating the same actions — building, updating dependencies,
copying templates, manual testing, checking configurations — that hour is lost for
tasks that have strategic or creative value. These may seem like minor issues,
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but over the course of a week, they add up to half a day, and over the course
of a month, several full working days. In projects without well-coordinated
automation, such losses become a background load that everyone ignores — but which
constantly slows down the overall pace of work.

These repetitive actions also reduce product quality. When a team is working
under deadline pressure, any complication, such as manually creating a build or
checking settings, forces them to sacrifice other things: test coverage, refactoring, or
even basic change verification. If the build fails the first time, the release is often
postponed or released with temporary fixes that are then forgotten to be removed.
This approach creates technical debt that does not accumulate dramatically but
eats away at the code base from within.

At the team level, routine leads to uneven workloads. Often, there are one or
two people who know how to assemble a release, configure CI, or quickly check
staging. Everyone else waits until they are free from other tasks. The result is
dependence on specific people, bottlenecks in the process, and a loss of flexibility.
If such an engineer takes a vacation or leaves, the team loses a whole area of
knowledge that has to be rebuilt from scratch.

Another important consequence is burnout. Constantly performing monotonous
tasks that do not involve any challenge or intellectual effort reduces engagement.
A developer who, instead of solving an interesting problem, spends an hour
setting up the environment or manually compiling a build, quickly loses motivation.
This is especially noticeable in startups or small teams where the number of people
is limited, and the tasks are varied. Where there is no system, routine falls on the
shoulders of the most active members, and at some point, they simply burn out.

Equally important, routine creates a false impression of efficiency.
When a process is built on dozens of manual actions, the team feels that everything
is under control because everyone knows what to do and when to do it. But in reality,
control becomes illusory: all it takes is a new app store policy or a change in tools,
and the system falls apart because nothing is documented, nothing is standardized,
and every action is only in the head of a specific team member.

Ultimately, even with good intentions, the lack of a systematic approach means
that any implementation — whether CI, code templates, or a build tool — remains
fragmented. Without a shared vision and support, such initiatives disappear
along with those who initiated them. And even if the next team decides to do
things right, it will repeat the same cycle: manual work, fragmented improvements,
oblivion, manual work.
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Conclusions

An analysis of the daily practices of mobile developers has shown that routine
tasks not only remain present in modern workflows, but also have a significant
impact on development speed, product quality, and team collaboration. Despite the
availability of technical solutions such as automation, templates, and CI/CD tools,
most attempts to reduce repetitive tasks remain isolated. They arise as a response to
local difficulties, are not integrated into the overall context of the development
lifecycle and are not supported by long-term practices.

The problem is further complicated by the fact that much of the routine
Is perceived as something normal, something that is supposed to be that way.
In reality, however, this is one of the hidden barriers to scaling, effective onboarding
of new team members, and ultimately product stability. The lack of common
standards, transparent processes, and responsibility for maintaining even the
simplest automations leads to their gradual decline and, consequently, a return
to manual execution.

This study did not aim to provide a comprehensive solution, but rather
to identify the problem area, describe it, and structure it. The result was the formation
of a comprehensive vision of which stages of mobile development are accompanied
by repetitive tasks, how these tasks manifest themselves in a real environment,
why the implemented solutions often do not work, and what consequences this
has for the team.

Further research should focus on building a practical framework that
would allow typical routine tasks to be matched with specific tools, approaches,
or organizational practices that have proven effective in a similar context.
Such a framework should not only catalog existing solutions but also create
a convenient structure for their evaluation, adaptation, and scaling. The focus should
be not only on automation, but also on the viability of solutions: how easy they
are to implement, maintain, transfer within a team, and apply in different conditions.
Over time, such a model could become the basis for unifying approaches to routine
tasks in mobile development, which would significantly increase the predictability,
stability, and productivity of teamwork.
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COERCIVE MEASURES APPLIED
UNDER THE LEGAL EMERGENCY REGIME
Vyprytskyi A.

The Ukrainian statehood is compelled to assert its right to self-defense in response to the
unprovoked armed attack by the Russian Federation utilizing the territory of the Republic of
Belarus. The aggressive military tactics employed by the aggressor nation necessitate Ukraine’s
comprehensive utilization of all available means of resistance [1, c. 153].

Since the onset of the full-scale invasion, the Ukrainian government and allied states have
confronted significant challenges, addressed in part through the imposition of martial law
nationwide. Warfare encompasses not only frontline combat but also countering the intelligence
activities of hostile groups, fighting by collaborators, maintaining public safety and law and order,
security and traffic regulation in the rear, preventing and detecting cyberattacks, organizing and
carrying out the evacuation of the civilian population from danger, social support of displaced
persons, etc. The second year of the war revealed certain problems, the resolution of which posed
certain difficulties, thereby necessitating legislative changes, particularly in the areas of criminal,
administrative, disciplinary, and civil liability, as well as the adoption and formal establishment of
new compulsory legal enforcement procedures regarding the implementation of restrictive
measures of the legal regime of martial law. Some of these provisions are completely new, provoked
by the extreme conditions of martial law, therefore need in the shortest time a thorough scientific
analysis and substantiation in order to predict further consequences and possible improvement,
to obtain clear mechanisms of implementation and application in practice.

The aim of this work is to identify the characteristics and scope of administrative coercion during
a state of emergency, and to formulate evidence-based suggestions for enhancing both the
legislation and its practical application in this domain.

The research relies on a collection of scientific methods and techniques to achieve its objectives,
driven by a systemic approach aimed at investigating problems through the integration of their
social context and legal framework. The primary method employed is the general scientific
dialectical method, facilitating the analysis of current legislation regarding the application of
administrative coercion measures during a state of emergency. Additionally, specific methods of
scientific inquiry are employed. For instance, the comparative legal method is utilized to explore
issues such as the positioning of a state of emergency within the framework of emergency
administrative and legal regimes, the responsibilities of various stakeholders in implementing
emergency measures, and the normative foundations governing the use of coercion during a state of
emergency. Furthermore, systemic and functional methods are employed to analyze the structure of
entities responsible for implementing state of emergency measures.

Today’s reality is marked by significant changes in the life of the country, accompanied by a range
of man-made disasters, natural and man-made emergencies, and socio-political phenomena
including mass events and attempts to seize state power, which often lead to group violations of
public order and mass riots. The progression of these events directly influences the day-to-day
functions of state authorities and local self-government bodies, shaping their operational
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peculiarities and modes of interaction. Amidst these challenges, there arises an urgent need for the
socialization of all spheres of public life to ensure reliable public order during emergencies of
varying natures and scales, prompting the declaration of special states of emergency.

The grounds and procedures for implementing states of emergency and martial law, along with the
regulations governing these states, establish a specific framework for the functioning of executive
and local self-government bodies. In addressing the consequences of such states, and working to
eliminate their causes and conditions, these bodies undertake a series of administrative and legal
measures. Foremost among these measures is administrative coercion, wielded exclusively by state
authorities and local self-government bodies.

The exploration of theoretical and practical challenges related to the implementation of
administrative coercion measures during a state of emergency represents a central and prioritized
focus of contemporary scientific inquiry within the realm of state authorities and local
self-government. This area of study demands a comprehensive integration of knowledge across
various branches of legal regulation.

It is noteworthy that following Ukraine’s independence, discussions regarding the utilization of
administrative coercion measures during states of emergency did not receive adequate attention
within legal scholarship. Instead, most theoretical and practical developments centered around
themes such as economic stability, the application of administrative responsibility, the maintenance
of public order, and the organization of internal affairs activities under such conditions.

The originality of the research was driven by the imperative to address several key objectives:
establishing the position of the legal regime of a state of emergency within the framework of
emergency administrative and legal regimes; systematizing the legal provisions governing the use
of administrative coercion during a state of emergency; describing the structure of entities
responsible for implementing administrative coercion measures during a state of emergency
and elucidating the specifics of their authority during this period; classifying various types of
administrative coercion applicable during a state of emergency and providing a comprehensive
understanding of their essence; clarifying the nuances associated with implementing both primary
and supplementary administrative coercion measures in the context of a state of emergency;
proposing avenues for enhancing the legal framework governing the application of administrative
coercion measures during a state of emergency.

These objectives collectively contributed to the originality and significance of the research, addressing
crucial aspects of administrative coercion within the unique context of a state of emergency.

Introduction

Legal regulation of relations that arise during natural disasters, man-made
accidents and catastrophes, socio-political and military conflicts, has historically been
carried out using state acts that declare the issue of applying legal measures of
an extraordinary nature [1, p. 56].

The practical application of administrative coercion measures is always
associated with the restriction, often quite significant, of the constitutional rights and
freedoms of citizens, as well as the rights and legitimate interests of legal entities.
In this regard, it is very relevant and expedient to create effective legal foundations
for the application The effectiveness of the aforementioned activities in many cases
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also depends on the perfection of the regulatory regulation of the process of activity
of state and law enforcement bodies regarding the application of administrative
coercion measures, the clarity of regulations, and the presence of a developed system
of legislation.f these measures, that is, to ensure their proper legal implementation.
In the theory of state and law, legal regulation is considered to be an effective,
normative and organizational influence exerted on social relations through a system
of legal means (individual regulations, norms, legal relations) with the aim of their
protection and development in accordance with social needs [2, p. 89].

The relevance of this work lies in the fact that, on the one hand, in the science
of administrative law there is great interest in administrative coercive measures,
on the other hand, laws relating to the legal regulation of coercive measures in
conditions of emergency and martial law, due to their limited application,
are practically imperfect.

The purpose of this work is to study the problems of theoretical improvement,
legal regulation and practical application of administrative coercion measures
in a state of emergency. Taking into account the set goal, the following tasks
should be solved:

— analysis of research on the application of administrative and legal measures
In a state of emergency;

— to determine the concept, features and certain content of the legal institution
of social relations in the field of application of administrative and legal measures
In a state of emergency;

— to develop recommendations aimed at improving the theoretical and legal
foundations of administrative coercion under the conditions of legal regimes
of emergency status.

Analyzing the state of research into issues related to the legal nature of
administrative and legal measures in a state of emergency, at different times these
problems were addressed by A.T. Komzyuka, V.K. Kolpakova, T.O. Kolomoyets,
A.V. Basov, O.K. Bezsmertny, Yu.V. Drozd, O.K. Bezsmertny, M.l. Yeropkina,
R.V. Kisil, B.V. Rossinsky, Yu.M. Starylov, who have prepared scientific
works of a monographic nature on this topic. At the same time, the problems
associated with the use of coercive measures in the specified circumstances
have almost not found their scientific justification in the legal literature.
Therefore, with the presence of a significant number of various scientific sources
and sources from the mass media, to this there were no scientific works that would
explore the full range of extraordinary administrative and legal measures when
maintaining the legal regime of a state of emergency.
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The content of coercion
under the legal regime of a state of emergency

Constitutional and civil rights and freedoms of man and citizen and their
guarantees determine the content and direction of the functioning of the state.
To fulfill tasks in the field of ensuring the security of the state and citizens
from various threats, and in particular emergency situations that lead to the
introduction of a state of emergency, the state uses, among other things, various
administrative and legal means.

Administrative and legal means establish a mechanism for the implementation
of the rights and freedoms of citizens, their implementation is ensured through
administrative law enforcement, law enforcement administrative and legal means
are used to protect the rights and freedoms of citizens from various kinds of threats
(consequences of emergencies, administrative offenses, etc.), the basis of which
are measures of administrative coercion.

It should be noted that one of the most dangerous threats to the state and its
citizens are emergencies, as their occurrence causes unforeseen material costs,
economic burden, human casualties, destruction of infrastructure, and, consequently,
an increase in forced unemployment, economic impoverishment, which objectively
contributes to the growth of social tension in the country among the population.
Regarding the statistics of emergency situations, in 2019, compared to 2018, the total
number of emergency situations decreased by twelve percent, while the number of
man-made and natural emergencies decreased, while the number of socio-political
emergencies increased slightly. Compared to 2018, the number of state-level
emergencies remained unchanged, while the number of regional, local, and facility-
level emergencies decreased. It should be noted that the number of regional
emergencies decreased by two and a half times. During 2019, seven state-level
emergencies were registered (in 2018, three state-level man-made emergencies).

In addition to natural and man-made emergencies, the Ukrainian people are
prone to the emergence of rebellious socio-political emergencies. This is evidenced
by the events that took place in 1998 in Kyiv, during the opposition’s actions against
the existing government, and in 2004-2005, the organization and conduct of the
so-called «Orange Revolution», as well as political and social changes in Ukraine
from November 21, 2013 to February 2014, which were caused by resistance to the
departure of the country’s political leadership from the legally established course of
European integration and subsequent opposition to this course. The armed conflict in
the region began in mid-April 2014, when armed groups of pro-Russian activists
seized administrative buildings and police stations in Sloviansk, Artemivsk, and
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Kramatorsk. During the events described above, state authorities used certain legal,
organizational, financial measures that should urgently ensure stabilization of the
situation. However, the practice of applying these measures shows that the current
legislation in regulating many issues lags behind the urgent needs of practical
application, it does not meet the needs of today, has a number of shortcomings, legal
gaps and conflicts, does not define a clear concept of certain legal categories,
which complicates the law enforcement activities of relevant state bodies and local
self-government bodies.

This position is supported by the results of a survey of civil servants,
among whom more than seventy-six percent are convinced of the need to
change the regulatory framework that regulates relations in emergency situations
and states of emergency.

The legal basis for the application of administrative coercion measures
under the state of emergency regime is the norms enshrined in:

— the Constitution of Ukraine (Article 64, Clause 31 of Article 85, Clause 19
of Article 92, Clauses 20, 21 of Article 106, Clause 10 of Article 138);

— the Civil Protection Code of Ukraine;

—Laws of Ukraine «On the Legal Regime of the State of Emergency»,
«On the National Security and Defense Council», «On the National Police»,
«On the Internal Troops of the Ministry of Internal Affairs of Ukrainey,
«On Mobilization Training and Mobilization», «On the Security Service of Ukraine»,
«On the Armed Forces of Ukraine»;

— relevant Decrees of the President;

— Resolutions of the Cabinet of Ministers of Ukraine regulating issues arising
in the specified conditions;

—orders, instructions, rules issued by relevant state and law enforcement
agencies.

When a state of emergency is introduced in a certain territory, emergency
measures acquire special importance, which are a combination of administrative
and legal prohibitions and obligations for individuals and legal entities and the
granting of additional rights to state authorities. These measures are a necessary
component of the system of elements of a state of emergency, and their legal
form is enshrined in Articles 16, 17, 18, 21 of the Law of Ukraine «On the Legal
Regime of a State of Emergency» [3].

The introduction of these measures entails significant changes in the legal
status of individuals and legal entities, and therefore the transfer to executive
authorities and local self-government bodies of extraordinary powers, which they
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are granted to eliminate the security threat that has arisen in a certain territory.
At the same time, the competence of the state apparatus is expanded, mainly by
restricting the rights and freedoms of citizens and legal entities. In the event of the
introduction of a state of emergency, a special enhanced regime of activity of state
authorities and administration arises, which allows restricting some constitutional
and civil rights and freedoms of citizens and the rights and interests of legal entities.

Measures applied under the conditions of a state of emergency are
unacceptable and unconstitutional in normal life conditions, but their application
IS necessary in the event of an emergency situation that necessitates the introduction
of a legal state of emergency [4, p. 71].

The application by the authorities of restrictions on the rights of individuals
and legal entities is a forced measure, because to eliminate the security threat
to both the state and citizens, unusual legal means are used in the normal conditions
of life in the country.

The negative consequences caused by the emergency situation require
executive authorities and local self-government bodies to apply adequate measures
specified in the Law of Ukraine «On the Legal Regime of the State of Emergency»
otherwise, the state is unable to ensure the fulfillment of the functions assigned
to it, which are enshrined in the Basic Law of the state, namely, ensuring
security in society.

An analysis of the Law of Ukraine «On the Legal Regime of a State of
Emergency» shows that a significant place in its content is given to determining
the procedure for applying administrative coercion measures under the conditions
of a state of emergency [3]. Note that one of the mandatory conditions for
introducing a state of emergency on the territory of Ukraine or a separate part of
it is the definition in the Decree of the President of Ukraine «On the Introduction
of a State of Emergency» a list and limits of emergency measures, an exhaustive
list of constitutional rights and freedoms of man and citizen that are temporarily
restricted in connection with the introduction of a state of emergency, as well as
a list of temporary restrictions on the rights and legitimate interests of legal
entities, indicating the period of validity of these restrictions.

The state of emergency significantly expands the scope of legal regulation of
individuals regarding the exercise of their rights and freedoms. The administrative
apparatus is given the authority to restrict or prohibit the exercise of certain
constitutional rights that are protected under normal conditions.

By adapting the types of legal regulation, the most effective opportunity
to control the situation is achieved. Citizens should act as necessary at a specific
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moment of crisis — everything that is permitted by law is permitted. Thus, the state of
emergency creates a certain direction in the realization of subjects’ rights and
freedoms. Our study, conducted in the course of our research, studying the practical
experience of employees of the State Emergency Service during the application
of coercive measures, revealed that the absolute majority of rescuers face resistance
from the population.

The considered interrelations of the types of legal regulation create a special
«restrictive mood» in the mechanism of legal influence. Administrative and legal
prohibitions are put forward, which allow directing the behavior of citizens into
a «rigid administrative and legal channel». We are faced with the use of
administrative coercion, which is regulated by administrative law, where it has been
most fully investigated and its regulatory basis has been determined [5, p. 153].

Clarifying the issue of the procedure for applying administrative coercion by
state bodies under the conditions of a state of emergency involves, first of all,
an analysis of scientific and practical views on the definition of the concept
and features of administrative coercion.

The works of administrative scientists (A.T. Komzyuk, V.K. Kolpakova,
T.0. Kolomoyets, etc.) have examined the concept of administrative coercion
in detail, in this regard, we will focus on a general analysis of this definition.

Some lawyers consider administrative coercion as a system of means of
psychological or physical influence on the consciousness and behavior of people
in order to achieve clear fulfillment of established duties, develop social relations,
and ensure law and order [6, p. 204].

Ukrainian researchers, such as: V. K. Kolpakov, O. V. Kuzmenko, note that
administrative coercion is a power-based, unilaterally implemented and applied in
cases provided for by legal norms, on behalf of the state to the subjects of legal
relations, firstly, preventive measures to prevent offenses, secondly, measures to stop
offenses, thirdly, measures of responsibility for violation of prohibitions [7, p. 193].

T.0. Kolomoyets in her dissertation research «Administrative coercion in the
public law of Ukraine; theory, experience and practice of implementation» proposed
her own definition of administrative coercion in the public law of Ukraine, which
should be understood as a special, complex, a polystructural type of state-legal
coercion, i.e. methods of official physical or psychological influence of government
bodies on individuals and legal entities, defined by public law norms, in the form of
personal, property, organizational restrictions on their rights, freedoms and interests
in cases of commission of illegal acts by these persons (in the field of relations
of a public nature) or in extraordinary circumstances within the framework
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of a separate, economical, simplified, operational administrative proceeding in order
to achieve a multi-faceted retro-perspective goal (prevention, cessation of illegal acts,
prevention and localization of the consequences of emergency situations, ensuring the
proceedings in cases of offenses, bringing guilty persons to justice) [9, p. 63].

The most successful definition of administrative coercion is given by the
author A.T. Komzyuk in the monograph «Measures of administrative coercion in law
enforcement activities of the police: concept, types and organizational and legal
issues of implementation». The scientist notes that administrative coercion is the
application by relevant subjects to persons who are not under their control, regardless
of the will and desire of the latter, of measures of influence of a moral, property
and other nature provided for by administrative and legal norms in order to protect
social relations arising in in the field of public administration, through the prevention
and cessation of offenses, punishment for their commission [10, p. 214].

It is worth noting that this definition is also characteristic of administrative
coercion, which is used in conditions of emergency and martial law, but it has its
own characteristics. Analysis of scientific, educational, and journalistic sources
allows us to trace a certain trend - administrativeists formulate definitions of
administrative coercion, and then characterize the most important, most significant
features. The definition alone, together with the study of its features, provides
a general idea of administrative coercion, and in particular, of administrative
coercion applied under the legal regimes of emergency and martial law.

It should be noted that administrative coercion applied under the conditions of
the state of emergency regime is characterized by all the features of administrative
coercion, namely: official, state-authority character; multiplicity and diversity of
subjects of application (state bodies, and in some cases, public organizations);
number of persons to whom the application is made; lack of official subordination
between the subjects of application and the persons to whom the relevant application
Is made; specifics of the legal and factual grounds(both the presence and absence
of an illegal act); multivariate external forms of manifestation; coercive nature;
simplicity, efficiency, economy of the procedural regime of application;
administrative coercive measures are established, changed, canceled by
administrative acts depending on the need [9, p. 211].

It should be noted that administrative coercion, which is applied under
the conditions of a state of emergency, is characterized by certain features.
Firstly, administrative coercion measures under the state of emergency are applied
only for the period specified in the Law of Ukraine «On the Legal Regime of the
State of Emergency», namely up to thirty days on the territory of Ukraine, and up to
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sixty days in some of its regions. That is, administrative coercion applied under
the state of emergency is temporary in nature.

Secondly, executive authorities and local self-government bodies, under
the conditions of the state of emergency, in order to eliminate the consequences
of the emergency situation, may apply only those measures of administrative
coercion that are directly provided for in the Presidential Decree of Ukraine
«On the introduction of a state of emergency» and in the Law of Ukraine
«On the legal regime of a state of emergency». It should be noted that during the
elimination of an emergency situation, the occurrence of which led to the introduction
of a state of emergency, state bodies may apply other measures of administrative
coercion, however, their use is typical for the daily activities of these bodies.
Therefore, the procedure for their use is not regulated by the Law of Ukraine
«On the Legal Regime of a State of Emergency». Thus, in the event of mass
unrest or other emergency situations of a socio-political nature, employees
of internal affairs bodies may use physical force, special means, and weapons
in order to resolve this situation. However, the legal grounds for applying these
measures are directly provided for in Articles 42, 43, 44, 45, 46 of the Law
of Ukraine «On the National Policey.

Thirdly, the effect of administrative coercion measures applied under the
conditions of the state of emergency applies to individuals and legal entities who
are located or reside in the territory of the special regime.

The above analysis of the concept and features of administrative coercion
makes it possible to use the concept of administrative coercion, which is applied
under the conditions of the state of emergency, in particular, its application by
relevant entities to individuals and legal entities that are not under their
subordination, on the territory and during the state of emergency, temporary, special
restrictive measures of moral, economic and other nature are imposed in order to
protect national security.

This definition of administrative coercion, which is applied in the conditions
of the state of emergency, has several positive aspects. First, the objective necessity
of administrative coercion in the conditions of the state of emergency to solve the
tasks of ensuring the activities of some state bodies (for example, internal affairs
bodies) is clear, ensuring the security of citizens, the normal functioning of the
national economy, state authorities and local self-government bodies, and the
protection of constitutional order. This is the essence of administrative coercion
in the process of interaction between state authorities and individuals and legal
entities. Secondly, with this understanding of administrative coercion applied
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under the conditions of the state of emergency, its content is relatively easy to
separate from other administrative and legal means of coercion in the aspect of legal
regulation. Thirdly, the presented understanding of administrative coercion applied
under the conditions of the state of emergency allows us to fundamentally re-examine
the application of coercive measures in the mechanism of the state of emergency.
Fourth, indicating the understanding of administrative coercion applied under the
conditions of the state of emergency regime makes it possible to understand the
nature of relations and the specifics of this subject of regulation.

The content of coercion under the conditions
of a state of emergency

When analyzing the content of administrative coercion applied in the aspect of
the state of emergency, it is necessary to examine a very debatable issue, namely the
grounds for the application and classification of administrative coercion measures.

Today, there are several views on the grounds for applying administrative
coercion measures. One group of scientists believes that administrative coercion is
applied only to persons who have committed administrative offenses, The second
group of scientists believes that administrative coercion can be used not only as
a reaction of the state to offenses, but also, if necessary, to protect public order and
ensure public safety in special and extraordinary conditions. Let’s analyze the above.

Representatives of the first group believe that administrative coercion
necessarily has the character of administrative punishment and is carried out only
in connection with an unlawful and socially dangerous act. R.V. Kisil,
B.V. Rossinsky, Yu.M. Starylov note that state coercion is carried out as a reaction
of state bodies to unlawful, socially dangerous behavior of people. Its application
Is due to the conflict between the state will, which is expressed in a legal act,
and the individual will of the persons who violate it.

The view of the above-mentioned scholars regarding the restriction of citizens’
rights and freedoms in the context of an emergency situation is debatable.
These measures are not coercive measures, regardless of the «unfavorabley»
consequences that occur for the person. Not all «unfavorable» consequences, even if
they are provided for by law and arise as a result of conscious actions of individuals,
are the result of coercion. Coercion applies only to a specific legal subject who has
violated the rules of law and has a personified individual character. The same
measure may be coercion in one case and not in another, depending on whether
the behavior was unlawful. Therefore, the use of administrative coercion is associated
with the presence of an administrative offense [11, p. 32].
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However, we consider the positions of those scientists who insist that
administrative coercion measures can be applied to both offenders and persons who
have not committed an offense to be convincing [12, p. 31]. As A.V. Basov aptly
notes, the basis for lawful restriction of the administrative and legal status of
citizens, in addition to offenses, can also be legally significant events, such as
emergencies of a technogenic or natural nature, social conflicts, military actions
and armed riots, etc. [5, p. 162].

Scientist O.K. Bezsmertny in his dissertation research «Administrative
preventive measures applied by internal affairs bodies» notes that administrative
coercion as a whole performs the tasks of protecting, developing and strengthening
normal administrative relations and eliminating offenses, eliminating their
consequences that may harm public or state interests. It is a legal means of protecting
public relations from unlawful actions, restoring the lawful state, ensuring the
protection of public order and ensuring public safety in normal conditions of life
and in the event of emergency situations [13, p. 175].

A rather interesting definition of administrative coercion was provided
by Yu.V. Drozd. In his opinion, the criterion of administrative coercion is the method
of administrative influence of the state in the person of state bodies authorized
by law, officials on subjects of social life (individuals and legal entities) in order to
prevent and stop illegal behavior in the interests of protecting the rights and
legitimate interests of all members of society, ensuring public safety and law and
order, and bringing those responsible to legal responsibility [14, p. 94].

As S.0. Kuznichenko aptly notes, among the factors requiring the use of
coercive measures in situations not related to the commission of offenses, there
may be a state necessity or a social necessity to prevent the occurrence of harmful
consequences, protect public order and ensure security. Under such conditions,
authorities, using the additional powers granted to them, restrict the possibility of
citizens to exercise certain constitutional rights and freedoms. At the same time,
this restriction (coercion) is not related to the commission of illegal actions, but is
applied in connection with the occurrence of a relevant event [15, p. 79].

Administrative coercion during the state of emergency is the basis of legal
regulation of social relations, as it is immersed in various social relations: civil,
constitutional, economic, environmental, labor, administrative, etc. In order to
eliminate the impact of the negative factor on the population in the relevant territory
as soon as possible, emergency legal measures are applied, which cause emergency
restrictions on the rights and freedoms of individuals and business entities.
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The lawful restriction of the administrative and legal status of citizens,
acting as the implementation of the state of emergency regime, became the basis
for the allocation of a special form of administrative and legal regulation.
Its specificity lies in the nature of legal influence in the specified conditions and is
manifested in the establishment of a regime of administrative and legal restrictions.
The expansion of the competence of administrative bodies makes it possible to
change the nature of coercive influence to a certain extent. The effect of regulations
on the restriction of rights and freedoms under the conditions of the state of
emergency does not apply to specific individuals, but to the population of the entire
territory where the regime operates. In emergency conditions, this type of regulation
becomes convincingly predominant [5, p. 169].

An idea of administrative coercion is impossible without analyzing its
classification. Recently, this issue has been the focus of great attention of scientists,
as evidenced by a number of studies. However, the issue of classifying administrative
coercive measures under the state of emergency has not been finally defined in
relevant scientific works, despite the significant practical and theoretical importance
of clarifying this issue. As O. K. Bezsmertny aptly notes, a clear classification of
measures is necessary, first of all, to clarify the essence of various coercive measures
applied by executive authorities and local self-government bodies under the
conditions of the state of emergency and martial law, to understand the purpose,
«legal potentialy, their correlation and interaction [13, p. 215].

Some scientists believe that all administrative coercion measures should be
divided into: liability measures and protective measures. The first group includes
enforcement measures, the second — measures of a preventive nature [13, p.152].

Other lawyers express the opinion that administrative coercion does not
include administrative preventive measures, arguing that administrative preventive
measures are not coercive measures, since they belong to prohibitive norms of law.
These norms are not of a personal nature and are applied to an individual, but are
addressed to all citizens without exception, therefore they cannot be considered
as a measure of administrative coercion. After all, only an individual act of
management that has a specific addressee can be such [17, p. 35]

In our opinion, the position of M.I. Yeropkin is very correct, who believes that
administrative coercion measures should be divided into the following measures of
influence: administrative termination measures; administrative preventive measures,
administrative penalties. The proposed classification is supported and used in their
works by most modern administrative scientists: V.B. Averyanov, O.M. Bandurka,
O.K. Bezsmertny, V.K. Kolpakov, A.T. Komzyuk, T.O. Kolomiets, etc. They believe
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that the above groups of coercive measures are applied in cases of: bringing to
administrative responsibility persons who have committed administrative offenses,
stopping illegal actions, preventing offenses or ensuring security as a result of a
natural disaster or other violations of any spheres of society’s life.

Regarding the classification of administrative coercive measures provided
for by the Law of Ukraine «On the Legal Regime of a State of Emergency» and
which are applied under the conditions of this regime, we note that, according to
A.V. Basov, some emergency situations caused by the introduction of a state of
emergency are unlawful (terrorist acts, mass riots, crossing the state border, etc.)
and their elimination requires the country’s authorities to take both administrative
preventive measures and administrative termination measures.

Taking this into account, A.V. Basov believes that the measures provided
for by the Law of Ukraine «On the Legal Regime of a State of Emergency» relate to
both administrative preventive measures and administrative termination measures.
In the event of the introduction of a state of emergency in a certain territory, the
Presidential Decree «On the Introduction of a State of Emergency» will necessarily
specify additional measures that will be applied during the state of emergency and are
aimed both at preventing the occurrence of unlawful behavior and at its cessation [5].

Of course, this view has the right to exist, but the position of T.O. Kolomoyets
is well-founded and appropriate, who believes that depending on the factual grounds
for introducing a state of emergency, all measures applied by state authorities are
aimed primarily at protecting people: preventing death and mutilation [9, p. 341].

Administrative warning measures applied under the state of emergency can be
conditionally divided into three groups, combining those with similar legal
and procedural properties.

The first group is general administrative and coercive measures of a preventive
nature of the legal regime of a state of emergency: strengthening the protection of
civil order and facilities that ensure the vital activity of the population; banning
strikes; restrictions on the movement of vehicles and their inspection; establishment
of a special regime of entry and exit, as well as restrictions on freedom of movement
in the territory where a state of emergency is introduced; prohibition of holding mass
events, except for events the prohibition of which is established by the court.

The second group is preventive administrative enforcement measures in a state
of emergency due to man-made or natural emergencies: evacuation of people from
places that are dangerous to live in; introduction of a special procedure for the
distribution of food and essential items; removal from work for the period of the state
of emergency, in case of improper performance of their duties, heads of state
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enterprises, institutions and organizations on whose activities the normalization
of the situation in the area of the state of emergency depends; establishment of
housing obligations for legal entities for temporary accommodation of evacuated or
temporarily resettled population; establishing quarantine and carrying out other
mandatory sanitary and anti-epidemic measures.

The third group is administrative coercive measures of a preventive nature
under the legal regime of a state of emergency in connection with mass violations
of civil order: the introduction of a curfew (a ban on being on the streets and
in other public places without specially issued passes and identity cards at established
hours of the day); checking citizens’ documents, and if necessary, conducting
a personal search, inspection of belongings, vehicles, luggage and cargo, office
premises and housing of citizens; restrictions or temporary bans on the sale of
weapons, poisonous and potent chemicals, as well as alcoholic beverages; special
rules for the use of communications and the transmission of information via
computer networks; temporary confiscation of registered firearms and cold weapons
and ammunition from citizens, etc.

All other measures applied by state bodies under the conditions of the state of
emergency and not provided for by the Law of Ukraine «On the Legal Regime
of Emergency» can be attributed to other types of administrative coercion
measures(administrative detention, use of physical force, use of firearms, etc.),
however, most of them are used in everyday life and ordinary living conditions.

It is significant that all administrative coercive measures applied under
the state of emergency can be classified according to certain criteria developed in
administrative and constitutional law. Thus, depending on the purpose of application,
these measures can be divided into: measures of general preventive nature
(establishing a special regime of entry and exit, as well as restrictions on freedom
of movement in the territory where a state of emergency is introduced; restrictions on
the movement of transport and its inspection); measures used to prevent
administrative offenses by specific individuals(strengthening the protection
of public order and facilities that ensure the vital activity of the population;
banning mass gatherings, except for events the ban on which is established
by the court; banning strikes).

Depending on the nature of the law enforcement impact, administrative
coercive measures applied during a state of emergency are divided into: personal
(introduction of a special procedure for the distribution of food and essential items),
property (establishment of housing obligations for legal entities for temporary
accommodation of evacuated or temporarily resettled population, emergency and
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rescue units and military units involved in overcoming emergency situations) and
organizational and legal (temporary ban on the construction of new, expansion of
existing enterprises and other facilities whose activities are not related to the
elimination of an emergency situation or ensuring the vital activities of the population
and emergency rescue units). Depending on the object of influence — those applied to
individuals (temporary or irreversible evacuation of people from places that are
dangerous for living, with the mandatory provision of them with permanent or
temporary housing; prohibition of conscripts and those liable for military service
from changing their place of residence without the knowledge of the relevant military
commissariat); curfew; checking citizens’ documents, and if necessary — conducting
a personal inspection, inspection of things, cars, luggage and cargo, office premises
and housing of citizens; legal entities (changing the operating mode of enterprises,
institutions, organizations of all forms of ownership, reorienting them to the
production of products necessary in the state of emergency, fulfillment of
mobilization tasks and government orders, other changes in production activities
necessary for carrying out emergency rescue and restoration work; removal from
work for the period of the state of emergency, in case of improper performance of
their duties, of heads of state enterprises, institutions and organizations on whose
activities the normalization of the situation in the area of the state of emergency
depends, and the assignment of temporary performance of the duties of the said heads
to other persons); mixed (mobilization and use of resources of enterprises, institutions
and organizations, regardless of the form of ownership, to avert danger and eliminate
emergencies with mandatory compensation for losses incurred; restrictions or
temporary bans on the sale of weapons, poisonous and potent chemicals, as well as
alcohol and alcohol-based substances).

By implementation period — those that are implemented by performing certain
one-time actions (checking citizens’ documents, and if necessary, conducting
a personal inspection, inspection of things, vehicles, luggage and cargo, office
premises and housing of citizens), not related to the period(prohibition
of the production and distribution of information materials that may destabilize
the situation), those that are distinguished by the duration of action (introduction
of a curfew).

Conclusions

Administrative coercion applied under the conditions of the state of emergency
is the application by the relevant bodies of state power and local self-government
(to individuals or legal entities not under their control, on the territory and during
the state of emergency and martial law, temporary, special restrictive measures
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of influence of a moral, property, personal and other nature in order to protect
national security and ensure the safety of life of the population of the country
and other countries of the civilized world.

This definition of administrative coercion applied under the conditions
of the state of emergency has several positive aspects. First, with this understanding
of administrative coercion applied under the conditions of the state of emergency,
its content is relatively easy to distinguish from other administrative and legal
means of coercion in the mechanism of legal regulation. Secondly, the objective need
for administrative coercion under the conditions of a state of emergency and martial
law is clear, to solve the tasks of ensuring the activities of certain state bodies
(for example, the Security Service of Ukraine, the Armed Forces of Ukraine, the
State Border Service of Ukraine, the Ministry of Internal Affairs), ensuring the
security of individuals, the normal functioning of the national economy and its
development, cybersecurity, energy security, state authorities and local self-
government bodies, and protecting the constitutional order. This is the advantage
of administrative coercion in the process of interaction of state bodies with
citizens and legal entities. Thirdly, indicating the understanding of administrative
coercion, which is applied in the conditions of the state of emergency regime,
to understand the nature of relations, the specifics of the subject of regulation.
Fourth, the presented understanding of administrative coercion applied under the
conditions of the state of emergency and martial law allows us to show for the
first time in a fundamentally new way the use of administrative coercive measures
in the mechanism of the state of emergency.
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